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Preface
This developer guide explains the development and integration of Record 
Management System (RMS) REST Web Services.

Revision history
Revision date Description

February 2025  Initial publication.

Intended audience
This guide is intended for developers from internal or external product implementation 
teams who integrate RMS Web Services with other products or platforms. To 
understand API requests and responses, the reader must be familiar with API signature 
formats in both XML and JSON. The integration operations might require 
administrative rights.

Documentation feedback
To provide feedback or suggest improvements on technical documentation, send an 
email to docs.feedback@newgensoft.com.

To help capture your feedback effectively, share the following information in your email.

Document name●

Version●

Chapter, topic, or section●

Feedback or suggestions●

mailto:docs.feedback@newgensoft.com
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1.
2.
3.

Login API
Login API allows you to authenticate the user and creates the user session for 
accessing all RMS Web services.

There are three ways to login with rest API in RMS:

Userdbid
Username/password
With oAuth tokens

Header parameter description
The following are the parameters description of the response headers:

Parameter Data type Description Mandatory

JSESSIONID String

Example: 5as45df4as5df

The ID of the generated session on the 
server is associated with the currently 
logged-in user. It is a cookie that the server 
sets and uses.

Yes

csrf-token String

Example: 
2536816792685777716

This parameter provides the Cross-Site 
Request Forgery (CSRF) token. It contains a 
unique value to protect from unsafe 
resources. It must be included in every 
request.

Yes

 

Service URL — http or https://<IP address>:<Port>/RMSRestClient/web/login●

Method type  — POST●

Request content type  —application/json●

Response content type  — application/json●
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1.

2.

UserDBId
Prerequisite

Disable OAuth by setting the oAuthFlag to "N".

Configuration steps

To log in through userDbId, perform the following steps:

The user hits the "Connect Cabinet" call and retrieves the userDbId from the XML 
logs.
Example —

<?xml version="1.0"?>

<NGOConnectCabinet_Output>

<Option>NGOConnectCabinet</Option>

<Status>0</Status><LeftLoginAttempts>5</

LeftLoginAttempts><UserDBId>887031447</UserDBId><Folders>

 
After that, the user logs in by hitting the endpoint in Postman.
Endpoint — https://< IP address>:<Port>/RMSRestClient/web/login

Sample request

{
"cabinetName": "rms4postgres",
"userName": "supervisor",
"userDBId": "-1971158296",
"locale": "en"
}
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The following are the parameters description of the Login API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

 cabinetName

LoginRequestModel String

Example: 
cabinet

Cabinet name in 
which login is to be 
performed.

Yes

 locale

LoginRequestModel String

Example: en

Pattern: en|
es|ar

Set this field with 
the locale to be 
used.

No

 

userDBId LoginRequestModel Integer 
($int32)

Example: 
11111111111

Set this field with 
userDBId in case of 
userDBId-based 
login.

The userDBId passed 
in the request body of 
the login API can be 
retrieved from the 
NGOConnectCabinet 
API of OmniDocs.

Yes*

(If 
isEncryptForCustom 
value is 'N')

Sample value 
— cabinet

●

Default 
value — Not 
applicable

●

Sample value 
— "en"

●

Default 
value — "en"

●

Sample value 
— 11111111111

●

Default 
value — 0

●
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Parameter Parent tag Parameter 
data type Description Mandatory

userDbIdToken LoginRequestModel String

Example: 
token123

In case the 
isEncryptForCustom 
value is set to A in 
the eworkstyle.ini 
file, then login using 
userDbIdToken else 
login through 
userDBId.

 

To get the value of 
userDbIdToken, run 
the 
NGOManageToken 
API available for 
OmniDocs.

Yes*

(If 
isEncryptForCustom 
value is set to 'A')

userName LoginRequestModel String

Example: 
user

Name of the user. No

Sample response

{
  "status": 0,
  "message": "Success",
  "data": {
    "cabProps": {
      "privileges": "1111111111111111111111111",
      "lastName": "",
      "passwordNeverExpires": "Y",
      "dbServerOffset": 330,
      "AccessDetails": "<AppId>2b67b8a0-c784-4989-a474-8967861e4761
</AppId><AccessToken>eyJhbGciOiJIUzUxMiJ9.AEsNg

Sample value 
— "abcdef1234"

●

Default 
value — Not 
applicable

●

Sample value 
— "user"

●

Default 
value — Not 
applicable

●
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</AccessToken><SessionValid>Rae3WA4sMexr/A==</SessionValid>",
      "supportedUploadExtensions": [
        "png",
        "aac",
        "jpg",
        "tiff",
        "jpe",
        "doc",
        "avi",
        "m4v",
        "txt",
        "log",
        "mht",
        "mkv",
        "tif",
        "ppt",
        "pps",
        "mp4",
        "mp3",
        "3gp",
        "pdf",
        "wav",
        "xps",
        "m4a",
        "zip",
        "ppa",
        "jpeg",
        "dwg",
        "dwf",
        "dat",
        "text",
        "pot",
        "eml",
        "xlw",
        "nmf",
        "docx",
        "xlt",
        "xls",
        "flv",
        "mdb",
        "mhtml",
        "gif",
        "java",
        "csv",
        "msg",
        "mp4a",
        "cpp",
        "xlb",
        "ini",
        "rtf",
        "pptx",
        "mov",
        "3g2",
        "xlsx",
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        "dot",
        "f4v"
      ],
      "configProp": {
        "DefaultMinorVersion": "N",
        "ShowRecordCount": "N",
        "ShowFacetCount": "Y",
        "NumberInBreadCrumb": "N",
        "MultiFilepartOpen": "N",
        "UpdateLocForPhase": "Y",
        "BindRenditions": "Y",
        "ShowExternalUserOnMailPanel": "Y",
        "LeadingZeroInNumber": "N",
        "CustomPropertiesIframe": "N",
        "MakerChecker": "N",
        "AutoApproveClass": "N",
        "StarSearchOnName": "N",
        "CustomProperties": "N"
      },
      "userImageType": "",
      "passwordExpiryTime": "",
      "imageVolumeIndex": 1,
      "theme": "1281dd",
      "cabinetName": "oracle17kanwal",
      "failureAttempts": null,
      "ip": "127.0.0.1",
      "userImageData": "",
      "Multilingual": "Y",
      "userName": "Supervisor",
      "firstName": "Supervisor",
      "loginUserIndex": 1,
      "userDbId": 0,
      "fileplanIndex": 280,
      "port": 3333,
      "mailId": "",
      "loginUserRights": "111111111111",
      "isDomainUser": "N"
    },
    "loginProps": {
      "lastLoginTime": null,
      "functionalSecurity": "FP#11111111111111111111111;
R#11111111111111111111111;
RR#11111;AF#11111111111111111111111111111111;
AL#1111;T#1111111111;S#1;",
      "isTwoFactorAuthentication": false,
      "isSSOConfigured": true,
      "securityClassificationLevel": 4,
      "isAdmin": true,
      "userTrash": 8
    },
    "userNameConfig": "",
    "eworkstyleProperties": {
      "AUD_TYPE": "mp3,m4a",
      "DP_TYPE": "jpeg,jpg,raw,bmp",
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      "CreateClassPreHookUrl": "",
      "CreateRecordPostHookUrl": "",
      "SpecialCharsForParsing": "&:&amp;!",
      "CreatePPPreHookUrl": "",
      "RMSType": "DOD",
      "RMSContextName": "rms",
      "CreateClassPostHookUrl": "",
      "CreateFPPreHookUrl": "",
      "GlobalSessionOutURL": "",
      "retentionScheduleEndPoint": "/customRMS/custom/scheduleList",
      "isRMSEncryptUserDbId": "N",
      "RMSSupportedLocales": "ar,en,es,fr",
      "HealthCheckPoolTime": "900000",
      "SSOUrl": "/newgensso/rms/web",
      "CreatePPPostHookUrl": "",
      "SI_TYPE": "gif,tif,jpeg,biif,jpg,bmp",
      "CreateFilePreHookUrl": "",
      "PDF_TYPE": "pdf",
      "UserDefinedLinkTabFilePart": "",
      "RMSView": "VR#1;CR#00000000;",
      "UserDefinedLinkTabFile": "",
      "VDO_TYPE": "mp4,3gp,mov,m4v,3g2",
      "EnableCreatePrePostHooks": "N",
      "CreateRecordPreHookUrl": "",
      "ReportFontFileName": "Amiri-Regular.ttf",
      "HealthCheckEnabled": "N",
      "CreateFPPostHookUrl": "",
      "RenditionMapping_PDF": "TIF#com.newgen.rms.shared.rendition.
PDFToTIFRendition",
      "UserDefinedLinkTabRecord": "",
      "WEB_TYPE": "doc,html,csv,htm,xml,mht",
      "NotificationCheckTime": "0",
      "CreateFilePostHookUrl": "",
      "EML_TYPE": "eml,msg",
      "DateFormat": "DD/MM/YYYY",
      "RMSLocaleResourceFiles": "RMLogConst",
      "isEncryptForCustom": "A",
      "RMSLocaleSelection": "N"
    }
  }
}

 

The following are the response parameters description of the Login API:

Parameter Description

status This parameter displays the status code of the requested API.

message This parameter displays the description of the requested API.

data This parameter displays the data response of the respected API.
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Parameter Description

privileges Privileges are assigned to the users, such as creating and modifying 
users, groups, and roles, assigning rights, and so on.

lastName Last name of the user.

cabinetName Name of the RMS cabinet.

failureAttempts Count of unsuccessful login attempts.

passwordNeverExpires It is a flag that displays the expiration of the password. The values of 
this flag are as follows:

Y — Expiry is enabled.

N — Expiry is disabled.

ip IP address of the server machine.

supportedUploadExtensions List of supported extensions that are allowed to upload.

configProp Configuration properties of RMS.

userName User name of the logged-in user.

firstName First name of the logged-in user.

loginUserIndex User indexing system.

port Port of the server machine.

imageVolumeIndex Default Volume index associated with the RMS cabinet.

mailId Registered email ID of the user.

loginUserRights Rights of the logged-in user.

isDomainUser It is a flag that defines whether the user is a domain user or not.

lastLoginTime It displays the last logged-in time of the user.

functionalSecurity Functional Rights that are assigned to the user by the RMS 
administrator.

isSSOConfigured It is a flag that defines whether the SSO is configured or not.

securityClassificationLevel Security classification level of the user.

isAdmin It is a flag that defines whether the user is part of the admin group 
or not.

userTrash Folder ID index of the user trash folder.
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1.

2.

1.

2.
3.

4.

Parameter Description

eworkstyleProperties Required keys and values from eworkstyle.ini.

Error codes and description

The following table lists the error code:

Code Description
 -8007 Invalid session 

Username/password
Prerequisite

publicSequence is the public key required to generate pSequence (the encrypted 
password).
pSequence is the encrypted password, which is obtained by encrypting the 
password with the public key.

To get the publicSequence, hit the endpoint of the cabinet list:
Endpoint — http://<IP address>:<Port>/RMSRestClient/web/cabinetlist

Frontend Application

To encrypt the password, perform the following steps:

Set the public key in the RSAEncryption module and encrypt the password.

Ensure that the correct path to the jsencryptmin.js library is specified in the source code of the RSA.html
file, as indicated on line 6.

After making these changes, the frontend application landing page appears.
Enter the password and the public key (publicSequence), obtained earlier by 
hitting the endpoint for cabinetlist.
Use the encrypted password (pSequence) in the login request body:
Endpoint — https://<IP address>:<Port>/RMSRestClient/web/login
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1.

2.

3.

Backend Application

To encrypt the password, perform the following steps:

Run the batch file placed in the same folder as the executable JAR file of the Java 
program.
Enter the password and the public key (publicSequence), obtained earlier by 
hitting the cabinetlist endpoint.
Sample Code

 // Decode the public key string from Base64

 byte[] keyBytes = Base64.getDecoder().decode(publicKeyString);

 X509EncodedKeySpec keySpec = new X509EncodedKeySpec(keyBytes);

 PublicKey publicKey = KeyFactory.getInstance("RSA").generatePublic(keySpec);

 // Encrypt the data using the public key

 Cipher cipher = Cipher.getInstance("RSA/ECB/OAEPPadding");

 cipher.init(Cipher.ENCRYPT_MODE, publicKey);

 byte[] encryptedData = cipher.doFinal(data.getBytes());

 // Encode the encrypted data to Base64

 return Base64.getEncoder().encodeToString(encryptedData);

Use the encrypted password (pSequence) obtained here in the login request body:
Endpoint — https://< IP address>:<Port>/RMSRestClient/web/login

Sample request

{
"cabinetName": "oracle17kanwal",
"userName": "supervisor",
"pSequence":     "cPffnJuwhN1z73hNsgpz3fJuoVaNQbkJ311o1qKWTfurj5%2FO%%",
"locale": "en"
}
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The following are the parameters description of the Login API request body:

Parameter Parent tag Parameter data 
type Description Mandatory

 cabinetName

LoginRequestModel String

Example: cabinet

Cabinet name in 
which login is to 
be performed.

Yes

 locale

LoginRequestModel String

Example: en

Pattern: en|es|ar

Set this field with 
the locale to be 
used.

No

 

pSequence LoginRequestModel String

Example: 
ddndnhsbssvsaiams

Encrypted 
password received 
from frontend or 
backend code

Yes

userName LoginRequestModel String

Example: user

Name of the user. No

Sample value 
— cabinet

●

Default 
value — Not 
applicable

●

Sample value 
— "en"

●

Default 
value — "en"

●

Sample value 
— "12345"

●

Default 
value — Not 
applicable

●

Sample value 
— "user"

●

Default 
value — Not 
applicable

●
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Sample response

{
  "status": 0,
  "message": "Success",
  "data": {
    "cabProps": {
      "privileges": "1111111111111111111111111",
      "lastName": "",
      "passwordNeverExpires": "Y",
      "dbServerOffset": 330,
      "AccessDetails": "<AppId>2b67b8a0-c784-4989-a474-8967861e4761
</AppId><AccessToken>eyJhbGciOiJIUzUxMiJ9.AEsNg
</AccessToken><SessionValid>Rae3WA4sMexr/A==</SessionValid>",
      "supportedUploadExtensions": [
        "png",
        "aac",
        "jpg",
        "tiff",
        "jpe",
        "doc",
        "avi",
        "m4v",
        "txt",
        "log",
        "mht",
        "mkv",
        "tif",
        "ppt",
        "pps",
        "mp4",
        "mp3",
        "3gp",
        "pdf",
        "wav",
        "xps",
        "m4a",
        "zip",
        "ppa",
        "jpeg",
        "dwg",
        "dwf",
        "dat",
        "text",
        "pot",
        "eml",
        "xlw",
        "nmf",
        "docx",
        "xlt",
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        "xls",
        "flv",
        "mdb",
        "mhtml",
        "gif",
        "java",
        "csv",
        "msg",
        "mp4a",
        "cpp",
        "xlb",
        "ini",
        "rtf",
        "pptx",
        "mov",
        "3g2",
        "xlsx",
        "dot",
        "f4v"
      ],
      "configProp": {
        "DefaultMinorVersion": "N",
        "ShowRecordCount": "N",
        "ShowFacetCount": "Y",
        "NumberInBreadCrumb": "N",
        "MultiFilepartOpen": "N",
        "UpdateLocForPhase": "Y",
        "BindRenditions": "Y",
        "ShowExternalUserOnMailPanel": "Y",
        "LeadingZeroInNumber": "N",
        "CustomPropertiesIframe": "N",
        "MakerChecker": "N",
        "AutoApproveClass": "N",
        "StarSearchOnName": "N",
        "CustomProperties": "N"
      },
      "userImageType": "",
      "passwordExpiryTime": "",
      "imageVolumeIndex": 1,
      "theme": "1281dd",
      "cabinetName": "oracle17kanwal",
      "failureAttempts": null,
      "ip": "127.0.0.1",
      "userImageData": "",
      "Multilingual": "Y",
      "userName": "Supervisor",
      "firstName": "Supervisor",
      "loginUserIndex": 1,
      "userDbId": 0,
      "fileplanIndex": 280,
      "port": 3333,
      "mailId": "",
      "loginUserRights": "111111111111",
      "isDomainUser": "N"
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    },
    "loginProps": {
      "lastLoginTime": null,
      "functionalSecurity": "FP#11111111111111111111111;
R#11111111111111111111111;
AL#1111;T#1111111111;S#1;",
      "isTwoFactorAuthentication": false,
      "isSSOConfigured": true,
      "securityClassificationLevel": 4,
      "isAdmin": true,
      "userTrash": 8
    },
    "userNameConfig": "",
    "eworkstyleProperties": {
      "AUD_TYPE": "mp3,m4a",
      "DP_TYPE": "jpeg,jpg,raw,bmp",
      "CreateClassPreHookUrl": "",
      "CreateRecordPostHookUrl": "",
      "SpecialCharsForParsing": "&:&amp;!",
      "CreatePPPreHookUrl": "",
      "RMSType": "DOD",
      "RMSContextName": "rms",
      "CreateClassPostHookUrl": "",
      "CreateFPPreHookUrl": "",
      "GlobalSessionOutURL": "",
      "retentionScheduleEndPoint": "/customRMS/custom/scheduleList",
      "isRMSEncryptUserDbId": "N",
      "RMSSupportedLocales": "ar,en,es,fr",
      "HealthCheckPoolTime": "900000",
      "SSOUrl": "/newgensso/rms/web",
      "CreatePPPostHookUrl": "",
      "SI_TYPE": "gif,tif,jpeg,biif,jpg,bmp",
      "CreateFilePreHookUrl": "",
      "PDF_TYPE": "pdf",
      "UserDefinedLinkTabFilePart": "",
      "RMSView": "VR#1;CR#00000000;",
      "UserDefinedLinkTabFile": "",
      "VDO_TYPE": "mp4,3gp,mov,m4v,3g2",
      "EnableCreatePrePostHooks": "N",
      "CreateRecordPreHookUrl": "",
      "ReportFontFileName": "Amiri-Regular.ttf",
      "HealthCheckEnabled": "N",
      "CreateFPPostHookUrl": "",
      "RenditionMapping_PDF": 
"TIF#com.newgen.rms.shared.rendition.PDFToTIFRendition",
      "UserDefinedLinkTabRecord": "",
      "WEB_TYPE": "doc,html,csv,htm,xml,mht",
      "NotificationCheckTime": "0",
      "CreateFilePostHookUrl": "",
      "EML_TYPE": "eml,msg",
      "DateFormat": "DD/MM/YYYY",
      "RMSLocaleResourceFiles": "RMLogConst",
      "isEncryptForCustom": "A",
      "RMSLocaleSelection": "N"
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    }
  }
}

 

The following are the response parameters description of the Login API:

Parameter Description

status This parameter displays the status code of the requested API.

message This parameter displays the description of the requested API.

data This parameter displays the data response of the respected API.

privileges Privileges are assigned to the users, such as creating and modifying 
users, groups, and roles, assigning rights, and so on.

lastName Last name of the user.

cabinetName Name of the RMS cabinet.

failureAttempts Count of unsuccessful login attempts.

passwordNeverExpires It is a flag that displays the expiration of the password. The values of 
this flag are as follows:

Y — Expiry is enabled.

N — Expiry is disabled.

ip IP address of the server machine.

supportedUploadExtensions List of supported extensions that are allowed to upload.

configProp Configuration properties of RMS.

userName User name of the logged-in user.

firstName First name of the logged-in user.

loginUserIndex User indexing system.

port Port of the server machine.

imageVolumeIndex Default Volume index associated with the RMS cabinet.

mailId Registered email ID of the user.

loginUserRights Rights of the logged-in user.

isDomainUser It is a flag that defines whether the user is a domain user or not.
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1.

Parameter Description

lastLoginTime It displays the last logged-in time of the user.

functionalSecurity Functional Rights that are assigned to the user by the RMS 
administrator.

isSSOConfigured It is a flag that defines whether the SSO is configured or not.

securityClassificationLevel Security classification level of the user.

isAdmin It is a flag that defines whether the user is part of the admin group 
or not.

userTrash Folder ID index of the user trash folder.

eworkstyleProperties Required keys and values from eworkstyle.ini.

Error codes and description

The following table lists the error code:

Code Description
 -8007 Invalid session 

With oAuth tokens
Prerequisite

Enable OAuth by setting the oAuthFlag to "Y".

Configuration steps

To log in through oAuth, perform the following steps:

The user hits the "Connect Cabinet" call and retrieves the SessionValid, AppId, and 
AccessToken from the XML logs.

SessionValid — c9KXTtVzapADEyNaxmbtB0SC+
+ZZN5DVxpHFq7rab70F1oJlHUutLxE7HRXaVpYpB9AJUfEKKjVrYf+uRtDanIA==

●

AccessToken —
cbWwh1Nk4g1zT5S0qBP-45IuJfhoQdC8UsAIX1mW815kQHnGyFJMM_bCSEgXGA</
AccessToken>

●



     Login API

            Version: 5.0 REST Web Services Developer Guide 22            

2. After that, the user logs in by hitting the endpoint in Postman.
Endpoint — https://< IP address>:<Port>/RMSRestClient/web/login

Sample request

{
"cabinetName": "oracle17kanwal",
"userName": "supervisor",
"appId": "2b67b8a0-c784-4989-a474-8967861e4761",
"sessionValid": "iwlOiuXkgdRGy6Z7MXn4/
f5ruIykqIp8/+d1bghPAnM8ozFn9D6NyaENul49vlbHtiZmk5mGu9UTlDPKejQ==",
"accessToken": 
"eyJhbGciOiJIUzUxMiJ9c5OVj2ioYPJJzKxPLnKjF55TbWGutgLwm-8EwTLktSm5Yc4knCAEsNg",
"locale": "en"
}

The following are the parameters description of the Login API request body:

Parameter Parent tag Parameter data type Description Mandatory

 cabinetName

LoginRequestModel String

Example: cabinet

Cabinet name in 
which login is to be 
performed.

Yes

 locale

LoginRequestModel String

Example: en

Pattern: en|es|ar

Set this field with the 
locale to be used.

No

 

AppId — 2b67b8a0-c784-4989-a474-8967861e4761●

Sample value — 
cabinet

●

Default 
value — Not 
applicable

●

Sample value — 
"en"

●

Default value — 
"en"

●
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Parameter Parent tag Parameter data type Description Mandatory

appId LoginRequestModel String
Example: 2b67b8a0-
c784-4989-
a474-8967861e4761

Receive from 
NGOConnectCabinet 
output call in XML 
logs

Yes

sessionValid LoginRequestModel String
Example: 
wMzg0NDQ0MiwiZXhwlj

Receive from 
NGOConnectCabinet 
output call in XML 
logs

Yes

accessToken LoginRequestModel String
Example: 
wMzg0NDQ0MiwiZXhwlj

Receive from 
NGOConnectCabinet 
output call in XML 
logs

Yes

userName LoginRequestModel String

Example: user

Name of the user. No

Sample response

{
  "status": 0,
  "message": "Success",
  "data": {
    "cabProps": {
      "privileges": "1111111111111111111111111",
      "lastName": "",

Sample value — 
"app-12345"

●

Default value — 
Not applicable

●

Sample value — 
"Y"

●

Default value — 
Not applicable

●

Sample value — 
"abcdef1234"

●

Default value — 
Not applicable

●

Sample value — 
"user"

●

Default value — 
Not applicable

●
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      "passwordNeverExpires": "Y",
      "dbServerOffset": 330,
      "AccessDetails": "<AppId>2b67b8a0-c784-4989-a474-8967861e4761
</AppId><AccessToken>eyJhbGciOiJIUzUxMiJ9.AEsNg
</AccessToken><SessionValid>Rae3WA4sMexr/A==</SessionValid>",
      "supportedUploadExtensions": [
        "png",
        "aac",
        "jpg",
        "tiff",
        "jpe",
        "doc",
        "avi",
        "m4v",
        "txt",
        "log",
        "mht",
        "mkv",
        "tif",
        "ppt",
        "pps",
        "mp4",
        "mp3",
        "3gp",
        "pdf",
        "wav",
        "xps",
        "m4a",
        "zip",
        "ppa",
        "jpeg",
        "dwg",
        "dwf",
        "dat",
        "text",
        "pot",
        "eml",
        "xlw",
        "nmf",
        "docx",
        "xlt",
        "xls",
        "flv",
        "mdb",
        "mhtml",
        "gif",
        "java",
        "csv",
        "msg",
        "mp4a",
        "cpp",
        "xlb",
        "ini",
        "rtf",
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        "pptx",
        "mov",
        "3g2",
        "xlsx",
        "dot",
        "f4v"
      ],
      "configProp": {
        "DefaultMinorVersion": "N",
        "ShowRecordCount": "N",
        "ShowFacetCount": "Y",
        "NumberInBreadCrumb": "N",
        "MultiFilepartOpen": "N",
        "UpdateLocForPhase": "Y",
        "BindRenditions": "Y",
        "ShowExternalUserOnMailPanel": "Y",
        "LeadingZeroInNumber": "N",
        "CustomPropertiesIframe": "N",
        "MakerChecker": "N",
        "AutoApproveClass": "N",
        "StarSearchOnName": "N",
        "CustomProperties": "N"
      },
      "userImageType": "",
      "passwordExpiryTime": "",
      "imageVolumeIndex": 1,
      "theme": "1281dd",
      "cabinetName": "oracle17kanwal",
      "failureAttempts": null,
      "ip": "127.0.0.1",
      "userImageData": "",
      "Multilingual": "Y",
      "userName": "Supervisor",
      "firstName": "Supervisor",
      "loginUserIndex": 1,
      "userDbId": 0,
      "fileplanIndex": 280,
      "port": 3333,
      "mailId": "",
      "loginUserRights": "111111111111",
      "isDomainUser": "N"
    },
    "loginProps": {
      "lastLoginTime": null,
      "functionalSecurity": "FP#11111111111111111111111;
R#11111111111111111111111;
RR#11111;AF#11111111111111111111111111111111;
AL#1111;T#1111111111;S#1;",
      "isTwoFactorAuthentication": false,
      "isSSOConfigured": true,
      "securityClassificationLevel": 4,
      "isAdmin": true,
      "userTrash": 8
    },
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    "userNameConfig": "",
    "eworkstyleProperties": {
      "AUD_TYPE": "mp3,m4a",
      "DP_TYPE": "jpeg,jpg,raw,bmp",
      "CreateClassPreHookUrl": "",
      "CreateRecordPostHookUrl": "",
      "SpecialCharsForParsing": "&:&amp;!",
      "CreatePPPreHookUrl": "",
      "RMSType": "DOD",
      "RMSContextName": "rms",
      "CreateClassPostHookUrl": "",
      "CreateFPPreHookUrl": "",
      "GlobalSessionOutURL": "",
      "retentionScheduleEndPoint": "/customRMS/custom/scheduleList",
      "isRMSEncryptUserDbId": "N",
      "RMSSupportedLocales": "ar,en,es,fr",
      "HealthCheckPoolTime": "900000",
      "SSOUrl": "/newgensso/rms/web",
      "CreatePPPostHookUrl": "",
      "SI_TYPE": "gif,tif,jpeg,biif,jpg,bmp",
      "CreateFilePreHookUrl": "",
      "PDF_TYPE": "pdf",
      "UserDefinedLinkTabFilePart": "",
      "RMSView": "VR#1;CR#00000000;",
      "UserDefinedLinkTabFile": "",
      "VDO_TYPE": "mp4,3gp,mov,m4v,3g2",
      "EnableCreatePrePostHooks": "N",
      "CreateRecordPreHookUrl": "",
      "ReportFontFileName": "Amiri-Regular.ttf",
      "HealthCheckEnabled": "N",
      "CreateFPPostHookUrl": "",
      "RenditionMapping_PDF": "TIF#com.newgen.rms.shared.rendition.
PDFToTIFRendition",
      "UserDefinedLinkTabRecord": "",
      "WEB_TYPE": "doc,html,csv,htm,xml,mht",
      "NotificationCheckTime": "0",
      "CreateFilePostHookUrl": "",
      "EML_TYPE": "eml,msg",
      "DateFormat": "DD/MM/YYYY",
      "RMSLocaleResourceFiles": "RMLogConst",
      "isEncryptForCustom": "A",
      "RMSLocaleSelection": "N"
    }
  }
}

 

The following are the response parameters description of the Login API:

Parameter Description

status This parameter displays the status code of the requested API.
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Parameter Description

message This parameter displays the description of the requested API.

data This parameter displays the data response of the respected API.

privileges Privileges are assigned to the users, such as creating and modifying 
users, groups, and roles, assigning rights, and so on.

lastName Last name of the user.

cabinetName Name of the RMS cabinet.

failureAttempts Count of unsuccessful login attempts.

passwordNeverExpires It is a flag that displays the expiration of the password. The values of 
this flag are as follows:

Y — Expiry is enabled.

N — Expiry is disabled.

ip IP address of the server machine.

supportedUploadExtensions List of supported extensions that are allowed to upload.

configProp Configuration properties of RMS.

userName User name of the logged-in user.

firstName First name of the logged-in user.

loginUserIndex User indexing system.

port Port of the server machine.

imageVolumeIndex Default Volume index associated with the RMS cabinet.

mailId Registered email ID of the user.

loginUserRights Rights of the logged-in user.

isDomainUser It is a flag that defines whether the user is a domain user or not.

lastLoginTime It displays the last logged-in time of the user.

functionalSecurity Functional Rights that are assigned to the user by the RMS 
administrator.

isSSOConfigured It is a flag that defines whether the SSO is configured or not.

securityClassificationLevel Security classification level of the user.
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Parameter Description

isAdmin It is a flag that defines whether the user is part of the admin group 
or not.

userTrash Folder ID index of the user trash folder.

eworkstyleProperties Required keys and values from eworkstyle.ini.

Error codes and description

The following table lists the error code:

Code Description
 -8007 Invalid session 
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Fileplan service
This section provides information about the APIs that deal with fileplan, such as 
assigning documents to a fileplan.

AssignFileplan API
AssignFileplan API allows you to assign documents to the fileplan. For example, a 
record manager in an organization can use AssignFileplan API to assign the required 
documents to a particular location in a fileplan.

Header parameter description

The following are the parameters description of the request headers:

Parameter Data type Description Mandatory

JSESSIONID String

Example: 5as45df4as5df

The ID of the generated session on 
the server and associated with the 
currently logged-in user. It is a 
cookie that the server sets and 
uses.

Yes

csrf-token String

Example: 
2536816792685777716

This parameter provides the CSRF 
token. It contains a unique value to 
protect from unsafe resources. It 
must be included in every request.

Yes

 

Service URL — http or https://<IP address>:<Port>/RMSRestClient/api/fileplan/
assign

●

Method type — POST●

Request content type — application/json●

Response content type — application/json●
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Sample request

{
  "destinationFolderIndex": 1,
  "documentsArray": [
    {
      "barcode": "123ab",
      "dataclassFields": [
        {
          "indexAttribute": 1,
          "indexId": 1,
          "indexLength": 1,
          "indexName": "name",
          "indexType": "string",
          "indexValue": “abc”
        }
      ],
      "dataclassIndex": 1,
      "dataclassName": "None",
      "documentIndex": 1,
      "orginatingOrganisation": "NewGen",
      "physicalProperties": "Y",
      "publicationDate": "2018-04-30T05:47:00.000Z"
    }
  ]
}

The following are the parameters description of the AssignFileplan API request body:

Parameter Parameter data type Description Mandatory

destinationFolderIndex Integer($int32)

Example: 1

The index of the folder 
where the document must 
be placed.

Yes

documentsArray NA List of documents required 
for moving a document to 
fileplan.

Yes

barcode String

Example: 123ab

Barcode number on the 
document.

Yes

dataclassFields NA List of values for the 
dataclass field, if applied.

No

indexAttribute Integer($int32)

Example: 1

Index attribute of the 
dataclass field.

Yes
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Parameter Parameter data type Description Mandatory

indexId Integer($int32)

Example: 1

Index ID of the dataclass 
field.

Yes

indexLength Integer($int32)

Example: 1

Maximum allowed length 
of the dataclass field value.

No

indexName String

Example: name

Name of the dataclass field. Yes

indexType String

Example: string

Type of dataclass fields like 
integer or string.

Yes

indexValue String

Example: abc12

The index value of the 
dataclass field.

Yes

dataclassIndex Integer($int32)

Example: 1

The index value of 
dataclass.

Yes

dataclassName String

Example: None

Name of the dataclass 
associated with the 
document.

Yes

documentIndex Integer($int32)

Example: 1

Index of the document. Yes

orginatingOrganisation String

Example: NewGen

The organization with 
which it is affiliated.

Yes

physicalProperties String

Example: Y

Pattern: Y|N|RMU

Y: Physical property of 
document is existing.

N: Physical property of 
document is not existing.

Record Managing Unit 
(RMU): Physical property of 
the document is existing 
with RMU.

Existence of physical 
property of the document.

Yes

publicationDate String ($date)

Example: 
2018-04-30T05:47:00.000Z

Date of publication. Yes
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Sample response

{
  "status": 0,
  "message": "success",
  "data": {
    "status": 0
  }
}

The following are the response parameters description of the AssignFileplan API:

Parameter Description

status This parameter displays the status code of the requested API.

message This parameter displays the description of the requested API.

data This parameter displays the data response of the respected API.

Error codes and description

The following table lists the error code:

Code Description

-505 No Rights for the current operation.

-14007 Class not approved.

-14008 Class locked.

-14009 Box not with the user.

-14016 Box locked.

-6004 Invalid record.

-13070 Parent folder, not a filepart or file.

-6021 Record cannot be added since the parent filepart is closed.

-16001 Parent security classification level cannot be less than the child.

-6038 Filepart cutoff cannot be determined.

-6032 Open filepart cannot be closed.
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Code Description

-6005 Filepart is closed. Record cannot be added into this filepart.

-6039 Filepart name cannot be generated.

-6011 Properties cannot be fetched.

-6010 Folder cannot be created.

-6019 Record cannot be moved.

-6023 References cannot be created.

-6008 Record properties cannot be modified.

-3001 Transfer notes cannot be generated. Filepart is not Closed.

-6024 All records already belong to the fileplan.

-501 Invalid User Group or Role ID.

-508 An error occurred at JTS. Try again or contact your server administrator.

-502 An error occurred at the server. Try again or contact your server 
administrator.
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Record service
This section provides information about the APIs that deal with records, such as 
making a record.

MakeRecord API
MakeRecord API allows you to finalize a document as a record, hence you cannot edit it 
once it is finalized. All the record policies and rules are applicable on the finalized 
record.

For example, a record manager in an organization can use MakeRecord API to finalize 
the required documents as records.

Header parameter description

The following are the parameters description of the request headers:

Parameter Data type Description Mandatory

JSESSIONID String

Example: 5as45df4as5df

The ID of the generated session on 
the server and associated with the 
currently logged-in user. It is a 
cookie that the server sets and 
uses.

Yes

csrf-token String

Example: 
2536816792685777716

This parameter provides the CSRF 
token. It contains a unique value to 
protect from unsafe resources. It 
must be included in every request.

Yes

Service URL — http or https://<IP address>:<Port>/RMSRestClient/api/record/
make

●

Method type — POST●

Request content type — application/json●

Response content type — application/json●
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Sample request

{
  "recordIndex": [
    1
  ]
}

The following are the parameters description of the MakeRecord API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

recordIndex MakeRecordModel Integer array
Example: [1,2]

Record Index of the records 
that need to be created.

Yes

Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

The following are the response parameters description of the MakeRecord API:

Parameter Description

status This parameter displays the status code of the requested API.

message This parameter displays the description of the requested API.

data This parameter displays the data response of the respected API.

Sample value — [1]●

Default value — Not 
applicable

●



     Record service

            Version: 5.0 REST Web Services Developer Guide 36            

Error codes and description

The following table lists the error code:

Code Description

-505 No Rights for the current operation.

-14007 Class not approved.

-14008 Class locked.

-14009 Box not with the user.

-14016 Box locked.

-6004 Invalid record.

-16002 Insufficient rights on security classification.

-50027 Record already finalized.

-6008 Record properties cannot be modified.

-501 Invalid User Group or Role ID.

-508 An error occurred at JTS. Try again or contact your server administrator.

-502 An error occurred at the server. Try again or contact your server 
administrator.
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Legal hold service
This section provides information about the APIs that deal with legal hold.

Header parameter description
The following are the parameters description of the request headers: 

Parameter Data type Description Mandatory

JSESSIONID String

Example: 
5as45df4as5df

The ID of the generated session on 
the server and associated with the 
currently logged-in user. It is a 
cookie that the server sets and 
uses.

Yes

csrf-token String

Example: 
2536816792685777716

This parameter provides the CSRF 
token. It contains a unique value to 
protect from unsafe resources. It 
must be included in every request.

Yes

GetHoldTypeList
GetHoldTypeList API allows you to extract the list of hold types.

Service URL — http://127.0.0.1:8080/RMSRestClient/api/hold/list●

Method type — POST●

Request content type — application/json●

Response content type — application/json●
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Sample request

{
"status": "",
"noOfItemsToFetch": 10,
"startFrom": 1,
"orderBy": 1,
"sortOrder": "A"
}

The following are the parameters description of the GetHoldTypeList API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

startFrom Root Integer

Specifies the value from 
where to start that is used 
for batch (next or 
previous)

Yes

noOfItemsFetched Root Integer

Specifies the number of 
items you want to fetch at 
a time

Yes

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 10●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

sortOrder Root String

Sorts by ascending or 
descending

Yes

orderBy Root Integer

Defines the column name 
mapping index which you 
sort

Yes

status Root String

Provides the status of the 
hold type

Yes

Sample response

{
    "status": 0,

Sample value — "A"●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 2●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value 
— Active

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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    "message": "success",
    "data": {
        "searchResult": [
            {
                "endDate": "2024-11-21 00:00:00",
                "name": "allen default",
                "description": "testing big boss",
                "holdIndex": 106,
                "startDate": "2024-11-21 00:00:00",
                "status": "COMPLETED"
            },
            {
                "endDate": "2024-12-25 00:00:00",
                "name": "alllen new",
                "description": "dsfdsf",
                "holdIndex": 109,
                "startDate": "2024-12-02 00:00:00",
                "status": "ACTIVE"
            },
            {
                "endDate": "2024-11-14 00:00:00",
                "name": "Campaign Atlas",
                "description": "Atlas report",
                "holdIndex": 75,
                "startDate": "2024-11-11 00:00:00",
                "status": "INACTIVE"
            },
            {
                "endDate": "2024-11-14 00:00:00",
                "name": "ffsdfdsf",
                "description": "sdfdsf",
                "holdIndex": 95,
                "startDate": "2024-11-12 00:00:00",
                "status": "COMPLETED"
            },
            {
                "endDate": "2024-12-25 00:00:00",
                "name": "gaurav hold type1",
                "description": "today it self",
                "holdIndex": 110,
                "startDate": "2024-12-02 00:00:00",
                "status": "ACTIVE"
            },
            {
                "endDate": "2024-11-20 00:00:00",
                "name": "Himanshu-v",
                "description": "fdf",
                "holdIndex": 80,
                "startDate": "2024-11-11 00:00:00",
                "status": "COMPLETED"
            },
            {
                "endDate": "2024-11-21 00:00:00",
                "name": "Hr Policy",
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                "description": "dfvf",
                "holdIndex": 59,
                "startDate": "2024-11-11 00:00:00",
                "status": "COMPLETED"
            },
            {
                "endDate": "2024-11-21 00:00:00",
                "name": "hunan kind",
                "description": "dsfdsf",
                "holdIndex": 83,
                "startDate": "2024-11-13 00:00:00",
                "status": "INACTIVE"
            },
            {
                "endDate": "2024-11-21 00:00:00",
                "name": "ironman",
                "description": "sd",
                "holdIndex": 60,
                "startDate": "2024-11-11 00:00:00",
                "status": "COMPLETED"
            },
            {
                "endDate": "2024-11-22 00:00:00",
                "name": "lagacy hold type",
                "description": "array check type",
                "holdIndex": 103,
                "startDate": "2024-11-20 00:00:00",
                "status": "EXPIRED"
            }
        ],
        "listCount": {
            "noOfItemsFetched": 10,
            "maximumHitCount": 0,
            "totalNumberOfItems": 11
        }
    }
}

The following are the response parameters description of the GetHoldTypeList API:

Parameter Parent tag Parameter Data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.
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Parameter Parent tag Parameter Data type Description

data Object Object
This parameter displays 
the data response of the 
respected API.

searchResult data ArrayList

This parameter displays 
the SearchResult tag 
returned by the API, 
which contains all the 
hold type list items

HoldType searchResult list item
This parameter stores 
the hold type list item.

HoldIndex searchResult Integer
This parameter displays 
the index of the hold 
type item.

HoldName searchResult String
This parameter displays 
the name of the hold 
type item.

StartDate searchResult Date
This parameter displays 
the start date of the hold 
type as the current date.

EndDate searchResult Date

This parameter displays 
the end date of
the hold type when the 
hold type completes.

HoldDescription searchResult String
This parameter describes 
the hold type.

HoldStatus searchResult String

This parameter displays 
the state of the hold type 
(inactive, active, 
complete, expired)
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ManageHoldType
ManageHoldType API allows users to create, modify, activate, complete, or delete hold 
types. For example, a compliance officer in an organization can use the 
ManageHoldType API to create, modify, activate, complete, or delete holds on 
documents based on their review or approval status.

Sample request

Case 1: To create new hold types:

{
"objectList": [
{
"actionType": "A",
"name": "Apple Donut",
"description": "new task added",
"startDate": "2024-12-03",
"endDate": "2024-12-19"
}
]
}

Case 2: To modify hold types:

{
"objectList": [
{
"actionType": "M",
"holdIndex": 75,
"startDate": "2024-12-03",
"endDate": "2024-11-14",
"description": "Atlas report",
"name": "Campaign Atlas"
}
]
}

Service URL — http://127.0.0.1:8080/RMSRestClient/api/hold/manage●

Method type — POST●

Request content type — application/json●

Response content type — application/json●
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Case 3: To activate hold types:

{
"objectList": [
{
"actionType": "M",
"holdIndex": 75,
"startDate": "2024-12-03",
"endDate": "2024-11-14",
"description": "Atlas report",
"name": "Campaign Atlas"
}
]
}

Case 4: To complete hold types:

{
"objectList": [
{
"actionType": "M",
"holdIndex": 111,
"startDate": "2024-12-03",
"endDate": "2024-12-03",
"description": "asdfgh",
"name": "atlas"
}
]
}

Case 5: To delete hold types:

{
"objectList": [
{
"actionType": "D",
"holdIndex": 111
}
]
}



     Legal hold service

            Version: 5.0 REST Web Services Developer Guide 45            

The following are the parameters description of the ManageHoldType API request 
body:

Parameter Parent tag Parameter data 
type Description Mandatory

objectList Root object

Provides the tag name 
that stores newly added 
hold type data list item

Yes

actionType objectList String

Defines the action 
performed on a hold type 
based on its status

Yes

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value —●

"A" for new 
hold type

o

"M" for 
modified, 
activated, and 
completed 
hold type

o

"D" for delete 
hold type

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter data 
type Description Mandatory

name objectList String

Defines the name of the 
newly created hold type

Yes

description objectList String

Describes the newly 
created hold type

Yes

Sample value — 
"atlas"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 
"Atlas description"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●



     Legal hold service

            Version: 5.0 REST Web Services Developer Guide 47            

Parameter Parent tag Parameter data 
type Description Mandatory

startDate objectList String

Defines the initiation date 
for a hold type based on 
its status

Yes

Sample value 
— startDate: "YYYY-
MM-DD"

●

For a newly 
created hold 
type, use the 
date when the 
hold type is 
created.

●

For an existing 
hold type, use 
the date when 
the hold type 
is first applied 
or initiated.

●

For an 
activated hold 
type, set the 
start date to 
the current 
date

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter data 
type Description Mandatory

endDate objectList String

Defines the expiration or 
termination date for a 
hold type based on its 
status

Yes

Sample value 
— endDate: "YYYY-
MM-DD"

●

For a newly 
created hold 
type, set the 
end date 
based on the 
expected 
duration or 
conditions for 
the hold to 
expire.

●

For an existing 
hold type, set 
the end date 
to reflect when 
the hold is 
resolved or 
removed.

●

For a complete 
hold type, set 
the end date 
to the current 
date, 
indicating the 
hold has been 
completed.

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter data 
type Description Mandatory

holdIndex objectList Integer

Specifies the holdIndex of 
the existing hold type

Yes

Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

The following are the response parameters description of the ManageHoldType API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

data Object Object
This parameter displays 
the data response of the 
respected API.

Sample value — 25●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Error codes and description

The following table lists the error code:

Code Description

-18000 Hold type modification not possible.

-18001 Invalid start date for hold.

-18002 Start date cannot be empty.

-18003 Unable to delete hold type

-18004 HoldType index not found.

HoldFile
HoldFile API allows you to suspend documents in the file.

Sample request

{
"objectList": [
{
"objectIndex": 383,
"suspend": true,
"suspendedBy": 1,
"suspensionReason": "suspend file",
"suspensionReasonIndex": 0,
"holdIndex": 109
}
]
}

Service URL — http://127.0.0.1:8080/RMSRestClient/api/file/suspend●

Method type — POST●

Request content type — application/json●

Response content type — application/json●
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The following are the parameters description of the HoldFile API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

objectList Root Object

Provides the tag name 
which stores hold type 
data list item

Yes

objectIndex objectList Integer

Defines the index of a file

Yes

suspend objectList Boolean

Controls the suspension 
state of a hold type

Yes

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value —●

True 
— Suspend

o

False — 
Release

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspendedBy objectList Integer

Defines the user index 
that suspends the record

Yes

suspensionReason objectList String

Defines the suspension 
reason of record

Yes

suspensionReasonIndex objectList Integer

Defines the suspension 
reason index, by default, 0 
for a new reason

Yes

holdIndex objectList Integer

Holds an index of the 
selected hold type

Yes

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Reason"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 0●

Default value — 0●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 23●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

The following are the response parameters description of the HoldFile API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

data Object Object
This parameter displays 
the data response of the 
respected API.

Error codes and description

The following table lists the error code:

Code Description

-13063 File already suspended.

HoldFilepart
HoldFilepart API allows you to suspend documents in the file part.

Service URL — http://127.0.0.1:8080/RMSRestClient/api/filepart/suspend●

Method type — POST●
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Sample request

{
"objectList": [
{
"objectIndex": 383,
"suspend": true,
"suspendedBy": 1,
"suspensionReason": "suspend filepart",
"suspensionReasonIndex": 0,
"holdIndex": 109
}
]
}

The following are the parameters description of the HoldFilepart API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

objectList Root Object

Provides the tag name 
which stores hold type 
data list item

Yes

objectIndex objectList Integer

Defines the index of a file

Yes

Request content type — application/json●

Response content type — application/json●

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●



     Legal hold service

            Version: 5.0 REST Web Services Developer Guide 55            

Parameter Parent tag Parameter 
data type Description Mandatory

suspend objectList Boolean

Controls the suspension 
state of a hold type

Yes

suspendedBy objectList Integer

Defines the user index 
that suspends the record

Yes

suspensionReason objectList String

Defines the suspension 
reason of record

Yes

Sample value —●

True 
— Suspend

o

False — 
Release

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Reason"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspensionReasonIndex objectList Integer

Defines the suspension 
reason index, by default, 0 
for a new reason

Yes

holdIndex objectList Integer

Holds an index of the 
selected hold type

Yes

Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

The following are the response parameters description of the HoldFilepart API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

Sample value — 0●

Default value — 0●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 23●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter data type Description

data Object Object
This parameter displays 
the data response of the 
respected API.

Error codes and description

The following table lists the error code:

Code Description

-13063 File already suspended.

HoldRecord
HoldRecord API allows you to suspend records.

Sample request

{
"objectList": [
{
"objectIndex": 383,
"suspend": true,
"suspendedBy": 1,
"suspensionReason": "suspend record",
"suspensionReasonIndex": 0,
"holdIndex": 109
}
]
}

Service URL — http://127.0.0.1:8080/RMSRestClient/api/record/suspend●

Method type — POST●

Request content type — application/json●

Response content type — application/json●
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The following are the parameters description of the HoldRecord API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

objectList Root Object

Provides the tag name 
which stores hold type 
data list item

Yes

objectIndex objectList Integer

Defines the index of a file

Yes

suspend objectList Boolean

Controls the suspension 
state of a hold type

Yes

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value —●

True 
— Suspend

o

False — 
Release

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspendedBy objectList Integer

Defines the user index 
that suspends the record

Yes

suspensionReason objectList String

Defines the suspension 
reason of record

Yes

suspensionReasonIndex objectList Integer

Defines the suspension 
reason index, by default, 0 
for a new reason

Yes

holdIndex objectList Integer

Holds an index of the 
selected hold type

Yes

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Reason"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 0●

Default value — 0●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 23●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

The following are the response parameters description of the HoldRecord API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

data Object Object
This parameter displays 
the data response of the 
respected API.

Error codes and description

The following table lists the error code:

Code Description

-13063 File already suspended.

ReleaseFile
ReleaseFile API allows you to release the documents in the file.

Service URL — http://127.0.0.1:8080/RMSRestClient/api/file/release●

Method type — POST●
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Sample request

{
"objectList": [
{
"objectIndex": 385,
"suspend": false,
"suspendedBy": 1,
"suspensionReason": "suspend filepart",
"suspensionReasonIndex": 95,
"suspendedByName": "Supervisor",
"suspendedDateTime": "2024-12-04 12:39:55.683583",
"holdName": "lasttimeAdded",
"holdIndex": 105
}]}

The following are the parameters description of the ReleaseFile API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

objectList Root Object

Provides the tag name 
which stores hold type 
data list item

Yes

objectIndex objectList Integer

Defines the index of a file

Yes

Request content type — application/json●

Response content type — application/json●

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspend objectList Boolean

Controls the suspension 
state of a hold type

Yes

suspendedBy objectList Integer

Defines the user index 
that suspends the record

Yes

suspensionReason objectList String

Defines the suspension 
reason of record

Yes

Sample value —●

True 
— Suspend

o

False — 
Release

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Reason"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspensionReasonIndex objectList Integer

Defines the suspension 
reason index, by default, 0 
for a new reason

Yes

holdName objectList String

Defines the hold name of 
the selected hold type

Yes

holdIndex objectList Integer

Holds an index of the 
selected hold type

Yes

Sample value — 1●

Default value — 0●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Hold"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 23●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspendedByName objectList String

Specifies the name of the 
user who is suspended

Yes

suspendedDateTime objectList String

Specifies the current date 
and time

Yes

Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

Sample value — 
"Username"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value 
— startDate: "YYYY-
MM-DD hh:mm:ss"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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The following are the response parameters description of the ReleaseFile API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

data Object Object
This parameter displays 
the data response of the 
respected API.

Error codes and description

The following table lists the error code:

Code Description

-13064 File already released.

ReleaseFilepart
ReleaseFilepart API allows you to release the documents in the file part.

Service URL — http://127.0.0.1:8080/RMSRestClient/api/filepart/release●

Method type — POST●

Request content type — application/json●

Response content type — application/json●



     Legal hold service

            Version: 5.0 REST Web Services Developer Guide 66            

Sample request

{
"objectList": [
{
"objectIndex": 385,
"suspend": false,
"suspendedBy": 1,
"suspensionReason": "suspend filepart",
"suspensionReasonIndex": 95,
"suspendedByName": "Supervisor",
"suspendedDateTime": "2024-12-04 12:39:55.683583",
"holdName": "lasttimeAdded",
"holdIndex": 105
}]}

The following are the parameters description of the ReleaseFilepart API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

objectList Root Object

Provides the tag name 
which stores hold type 
data list item

Yes

objectIndex objectList Integer

Defines the index of a file

Yes

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspend objectList Boolean

Controls the suspension 
state of a hold type

Yes

suspendedBy objectList Integer

Defines the user index 
that suspends the record

Yes

suspensionReason objectList String

Defines the suspension 
reason of record

Yes

Sample value —●

True 
— Suspend

o

False — 
Release

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Reason"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspensionReasonIndex objectList Integer

Defines the suspension 
reason index, by default, 0 
for a new reason

Yes

holdName objectList String

Defines the hold name of 
the selected hold type

Yes

holdIndex objectList Integer

Holds an index of the 
selected hold type

Yes

Sample value — 1●

Default value — 0●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Hold"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 23●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspendedByName objectList String

Specifies the name of the 
user who is suspended

Yes

suspendedDateTime objectList String

Specifies the current date 
and time

Yes

Sample value — 
"Username"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value 
— startDate: "YYYY-
MM-DD hh:mm:ss"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

The following are the response parameters description of the ReleaseFilepart API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

data Object Object
This parameter displays 
the data response of the 
respected API.

Error codes and description

The following table lists the error code:

Code Description

-13064 File already released.

ReleaseRecord
ReleaseRecord API allows you to release the records.

Service URL — http://127.0.0.1:8080/RMSRestClient/api/record/release●
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Sample request

{
"objectList": [
{
"objectIndex": 134,
"suspend": false,
"suspendedBy": 1,
"suspensionReason": "release record",
"suspensionReasonIndex": 96,
"suspendedByName": "Supervisor",
"suspendedDateTime": "2024-12-04 12:47:24.67174",
"holdName": "lasttimeAdded",
"holdIndex": 105
}]}

The following are the parameters description of the ReleaseRecord API request body:

Parameter Parent tag Parameter 
data type Description Mandatory

objectList Root Object

Provides the tag name 
which stores hold type 
data list item

Yes

objectIndex objectList Integer

Defines the index of a file

Yes

Method type — POST●

Request content type — application/json●

Response content type — application/json●

Sample value — Not 
applicable

●

Default value — Not 
applicable

●

Minimum value — 1●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspend objectList Boolean

Controls the suspension 
state of a hold type

Yes

suspendedBy objectList Integer

Defines the user index 
that suspends the record

Yes

suspensionReason objectList String

Defines the suspension 
reason of record

Yes

Sample value —●

True 
— Suspend

o

False — 
Release

o

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 1●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Reason"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspensionReasonIndex objectList Integer

Defines the suspension 
reason index, by default, 0 
for a new reason

Yes

holdName objectList String

Defines the hold name of 
the selected hold type

Yes

holdIndex objectList Integer

Holds an index of the 
selected hold type

Yes

Sample value — 1●

Default value — 0●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●

Sample value — 
"Hold"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value — 23●

Default value — Not 
applicable

●

Minimum 
value — -2147483648

●

Maximum value 
— 2147483647

●
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Parameter Parent tag Parameter 
data type Description Mandatory

suspendedByName objectList String

Specifies the name of the 
user who is suspended

Yes

suspendedDateTime objectList String

Specifies the current date 
and time

Yes

Sample response

{
  "status": 0,
  "message": "success",
  "data": {}
}

Sample value — 
"Username"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●

Sample value 
— startDate: "YYYY-
MM-DD hh:mm:ss"

●

Default value — Not 
applicable

●

Minimum 
value — Not 
applicable

●

Maximum value 
— Not applicable

●
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The following are the response parameters description of the SuspendReleaseRecord
API:

Parameter Parent tag Parameter data type Description

status Root Integer

This parameter displays 
the status code of the 
requested API.
If the status is 0, then the 
call is successful.

message Root String
This parameter displays 
the description of the 
requested API.

data Object Object
This parameter displays 
the data response of the 
respected API.

Error codes and description

The following table lists the error code:

Code Description

-13064 File already released.
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Logout API
Logout API allows you to exit from the RMS Web services.

Header parameter description
The following are the parameters description of the Logout API request headers:

Parameter Data type Description Mandatory

JSESSIONID String

Example: 
5as45df4as5df

The ID of the generated session on the 
server and associated with the currently 
logged-in user. It is a cookie that the server 
sets and uses. It is a cookie that the server 
sets and uses.

Yes

csrf-token String

Example: 
2536816792685777716

This parameter provides the CSRF (Cross 
Site Request Forgery) token. It contains a 
unique value to protect from unsafe 
resources. It must be included in every 
request.

No

 

Sample request
There is no sample request for the Logout API.

Service URL — http or https://<IP address>:<Port>/RMSRestClient/api/logout●

Method type  — POST●

Request content type  —application/json●

Response content type  — application/json●
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Sample response
{
  "status": 0,
  "message": "Success",
  "data": {
      }
}

The following are the response parameters description of the Logout API:

 

Parameter Description

status This parameter displays the status code of the requested API.

message This parameter displays the description of the requested API.

data This parameter displays the data response of the respected API.

Error codes and description
The following table lists the error code:

Code Description

-8008 Some problem in logout.

-401 Invalid session.
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Common errors
This section lists the errors that are common to all APIs mentioned in this document. 
For errors specific to an API, see the respective errors section of that API.

Code Message Description

200 OK The request is executed successfully and returned the required 
information.

201 Created The request is received successfully and created the required 
information.

401 Unauthorized This error code specifies the authentication error.

403 Forbidden This error code indicates that the credentials provided in the 
request are insufficient to authorize the access.

404 Not Found This error code indicates that the required page or resource is 
not found.
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