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Preface

Preface

This chapter provides information about the purpose of this guide, details on the

intended audience, revision history, and related documents for NewgenONE Content
Cloud.

Revision history

Revision date Description

June 2024 Initial publication

About this guide

This guide explains how to perform administrative operations for managing the Micro
User Interfaces (Uls), roles, users, data class, and OAuth 2.0 application registration. This

guide also describes the metering dashboard to have a comprehensive view of your
user activities.

To ensure you are referring to the latest and most recent revision of this guide, download it from one of the
o following locations:

e Newgen Internal Doc Portal, if you are a Newgen employee.
e Newgen Partner Portal, if you are a Newgen partner.

Intended audience

This guide is intended for tenant administrators responsible for managing and
monitoring the tenant created in the content services platform. The reader can be a
knowledge worker with a basic understanding of using cloud native Software as a
Service (SaaS) applications. The reader can also be a developer with a basic
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understanding of web development concepts like consuming REST APIs and using

iframes. The reader must have access to the Internet.

Related documents

The following documents are related to NewgenONE Content Cloud for admin:

* NewgenONE Content Cloud User Guide for Micro Ul
* NewgenONE Content Cloud Developer Guide

Documentation feedback

To provide feedback or any improvement suggestions on technical documentation,

write an email to docs.feedback@newgensoft.com.
To help capture your feedback effectively, share the following information in your email.

e Document name

e Version

e Chapter, topic, or section
e Feedback or suggestions

Version: 2024.1 NewgenONE Content Cloud Administration Guide
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Introduction to NewgenONE Content Cloud

Introduction to
NewgenONE Content Cloud

NewgenONE Content Cloud allows you to register a new tenant account. This account
provides you access to the microservices-based REST APIs for content services. It also
offers a comprehensive view through the dashboard to view user activities under your
tenancy, application registration for quick integrations, user and rights management,

and Micro Ul creation for file viewing capability.
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Getting started

This chapter describes how to get started with the administration module of
NewgenONE Content Cloud. It includes the following sections:

e Registering a new tenant account
* Exploring home page

Registering a new tenant account

To register a new tenant account, perform the following steps:

1. On the NewgenONE Content Cloud web page, click Try for free.

’?z}{ newgenonNE FAQs ContactUs Login

NewgenONE Content
Cloud A

Secure content management services for ok, &
developing software solutions. We believe in: - *

INNOVATE 63 ‘A

a connected and digital workplace leveraging a ’

cloud-native and microservices architecture
|

[ ]

14 Days Unlimited Access

The page to sign up for a tenant account appears.

2. Fill the required details. Fields marked with * are mandatory to fill. The Password
must follow the below criteria:
e At least 1 capital letter.
e At least T numeric.
e At least T punctuation.
* At least 8-16 characters.
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* No space allowed.

Click Sign Up to receive an activation link on your registered email address.

Go to your registered email and open the activation link mail.

5. Click the ACTIVATE ACCOUNT NOW link to activate the registered account. Once
the account is activated, you can sign in using your registered account details.

W

Signing in to NewgenONE Content Cloud

To sign in to NewgenONE Content Cloud Admin, perform the following steps:

1. Go to the NewgenONE Content Cloud web page.

2. Click Log In displayed on the top-right corner of the page. The section to enter
sign-in details appears.

3. Enter your registered email address and click Continue. The message “Verification
code has been sent to your registered email address.” appears.

4. Enter the verification code sent to your registered email address. If the verification
code expires, you can request a new verification code using the Resend button.

o The verification code is valid only for 10 minutes. You cannot reuse an expired verification code.

5. Click Verify. The additional fields to sign in appear. If the selected user is part of
multiple Organizations, then click the Organization Name dropdown menu and
select the required option.

6. Enter the remaining details and click Sign In. The NewgenONE Content Cloud
Admin home page appears.

Resetting password

In case you forget the password of your registered email address, you can reset it from
the Log In page.

To reset your password, perform the following steps:

1. On the Log In page, verify the email address and verification code. The additional
fields to sign in appear.
2. Click the Forgot password? link to reset your password.

Version: 2024.1 NewgenONE Content Cloud Administration Guide 9
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The page to enter your forgotten email address appears to receive a reset
password link.

3. Enter your email address and click Send Verification Code. The message
“Verification code has been sent to your registered email address. appears.

4. Enter the verification code sent to your registered email address. If the verification
code expires, you can request a new verification code using the Resend button.

5. Click Verify. The additional field to select the organization name appears. In case
you are registered through multiple organizations, then select the required
organization to continue.

6. Click Send Link for Reset. The Link to reset your password is sent to your
registered email address.

7. Go to your registered email address and open the respective mail to reset your
password.

8. Click the CHANGE PASSWORD link. The page to reset the password appears.

9. Enter the new password. The password must follow the below criteria:
e At least 1 capital letter.
e At least 1 numeric.
e At least 1 punctuation.
e At least 8-16 characters.
* No space allowed.

10. Click Change Password. Once the password resets successfully, you can sign in

with the updated password.

Exploring home page

On successful sign-in, the NewgenONE Content Cloud Admin home page appears. You
can view the following options on this page:

* Menu bar — The Menu bar allows you to access the following tabs:
> Metering Dashboard
> Micro Ul
> Roles Management
o User Management
o Application Registration
> Data Class Management
> Audit Log

Version: 2024.1 NewgenONE Content Cloud Administration Guide 10
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* Help icon — Selecting the Help icon redirects you to the NewgenONE Content
Cloud Administration Guide which helps you to understand and perform various
administrative tasks.

* Notification icon — Selecting the Notification icon displays messages triggered
by certain defined events. Whenever there is any notification, the notification
icon & appears with a count in blue, indicating the number of notifications.
Once you select a notification to mark it as read, its background changes to
white.

The notifications are classified into the following categories:

- Successful © — Indicates that a certain activity was implemented
successfully.

> Information ® — Provides general information or updates.

- Warning /\ — Alerts you when your subscription plan is about to expire, you
are currently in your grace period, or any other subscription plan expiry
notifications.

e User icon — Selecting the User icon displays information about the signed-in
user, including their username, organization name, and the number of
subscription days remaining. It also allows you to change your password and
sign out from the NewgenONE Content Cloud Admin module. You can raise a
request for Newgen's executive support using the Request Support button.
Additionally, you can view the APl documentation and perform the required API
operations using the API Guide & Try-out button.

Help icon User icon
Menu bar Notification icon |
|

7/ newgenoNE | Content Cloud Admin o0 0

My Usage (D
ive (3 Current Plan
Basic - 100K Document or 20K Multi-Media Total Users )
."') 3 Basic
ctive (0) Expiry: Jul 27, 2023 Details
Remaining Limit
100K pocument Files
OR
@  Mostused APl Large Files ()
0% 100% 20K wvuitimedia Files o) Search DataClasses (22) 0
Business Activity Report | Top 5 App Selected Last Week v || Load on Application Last Week “

Account opening form Health insurance Invaice management Loan application Marketing

® Loan application
Taop APls TopAPIs: Top APIs Top APIs TopAPIs:
® Marketing

Search DataClasses Search DataClasses 2 Create Note Fetch Folder Children Search DataClasses

® Whitepapers

Fetch Folder Children Fetch Folder Children Fetch a Content Fetch Root Folder hei Fetch a Content

# Account openin..

Fetch Microservice B... Fetch Microservice B... Fetch Microservice ... # Invoice manage.

Fetch Root Folder hei... Fetch Root Folder hei.. Grant Code Update Content Grant Code: Other

MOROR W R
MR

8 3

7 2

Search DataClasses 7 Fetch Microservice ... 2
4 2

2

Grant Code Grant Code Grant Token Grant Code 2 Grant Token

To view all application load click here
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Changing password

The NewgenONE Content Cloud Admin home page provides you with the option to
change your login password.

To set a new password, perform the following steps:

1. On the Admin home page, click the User icon displayed at the top-right corner of
the page.
2. Select Change Password. The Change Password dialog appears.
3. Enter the required details. Fields marked with * are mandatory to fill. The password
must follow the below criteria:
* At least 1 capital letter
e At least T numeric
e At least 1 punctuation
* At least 8-16 characters
* No space allowed
4. Click Change. The message “Password has been reset successfully” appears.

Version: 2024.1 NewgenONE Content Cloud Administration Guide 12
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Metering Dashboard

The Metering Dashboard empowers you with a comprehensive view of your user
activities. It enables you to gain insights and make quick decisions for your strategic
priorities.

To access the Metering Dashboard, on the NewgenONE Content Cloud Admin home
page, click the Metering Dashboard tab from the menu bar. By default, the Metering
Dashboard tab appears when you sign in to NewgenONE Content Cloud Admin.

2 newgencnE Content Cloud Admin [GEAS o
My Usage (0
Active (3) Current Plan
Basic - 100K Document or 20K Multi-Media o j[alll=r ;
m s — Basic
nactive (0} Expiry: Jul 27, 2023 Details
Remaining Limit
100K pocument Files
OR
v Most used API Large Files ()
0% 1009% 20K multimediz Files & Search DataClasses (22) o
Business Activity Report | Top 5 App Selected Last Week v || e Load on Application Last Week v
Account opening form Health insurance Invoice management Loan application Marketing
® Loan application
Top APIs - Top APls: Top APls : Top ARIS: TopAPis
® Marketing
Search DataClasses 4 Search DatsClasses 2 Create Note 2 Fetch Falder Children ] Search DataClasses 3 ® Whitepapers
Fetch Folder Children 3 Fetch Folder Children 1 Fetch & Content 2 Fetch Root Falder hei... 7 Fetch & Content 2 & ACcount ooEnin..
Fetch Microservice B... 2 Fetch Microservice B. 1 Fetch Microservice . 2 Search DataClasses 7 Fetch Microservice . 2 ® Invoice manage...
Fetch Root Folder hei.. 2 Fetch Root Folder hei.. 1 Grant Code 2 Update Content 4 Grant Code 2 Qher
Grant Code 2 Grant Code 1 Grant Token 2 Grant Code 2 Grant Token 2
To view all application load click here

The Metering Dashboard consists of the following sections:

Section Description

This section displays your existing subscribed plan that includes the plan's total
limit allotted, limit consumed, and the remaining limits. Here, the limit signifies
the number of documents and multimedia files that you can upload into the
My Usage organization’s current system.

In case you purchased an add-on plan, an add-on graph also appears in the My
Usage section by default.

You can also hover over the graph to see the extent of your current usage.

Version: 2024.1 NewgenONE Content Cloud Administration Guide 13
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Metering Dashboard

Section Description

This section displays the total number of users existing on your tenant portal that
includes the count of activated and inactivated users. The inactivated users are
those who have been invited but have not registered on the NewgenONE
Content Cloud portal under your tenancy.

Current Plan

This section displays your current subscribed plan and its expiration date.

In the Current Plan section, you can click the Details link to view further details of
your upcoming plan (if already requested and invoiced), current plan status, add-
on plan status, and your overall plan history since your association with
NewgenONE Content Cloud. For more details, refer to the Managing subscription
plan section.

Most used API

This section displays the count of most consumed API by all the active users
currently under your tenancy.

Large Files

This section displays the count of files that are larger than 500 MB in size. These
files are not included in any of the subscription plans by default and are
categorized separately.

Business
Activity
Report

The default setting of this section displays the top five most used applications
and the top five APIs consumed within these applications.

You can view the business activity report for a time duration ranging from the last
one hour to the past one year and also get an option to choose a custom date
range, based on your business requirements. Additionally, you can use the
custom filter to obtain more details about a specific application and its associated
APIs, allowing you to understand the corresponding number of requests and
their average response time. For procedural details, refer to the Filtering a
business activity report section.

Load on
Application

This section displays the percentage of loads on the top five most used
applications. You can filter the required applications as per the time duration. You
can also click the click here link to view the load and the total number of
requests on each application in the tenant's current system.

o The click here link is displayed only if there are more than five applications
registered.

Version: 2024.1
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Managing subscription plan

This section explains how to manage your current subscribed plan.

In the Current Plan section of the Metering Dashboard tab, you can click the Details
link to open the Plan Details page. This page contains detailed information about your
upcoming plan (if already requested and invoiced), current plan status, add-on plan
status, and your overall plan history since your association with NewgenONE Content
Cloud.

& Plan Details A\ Large Files: 0
Current Plan © Request Add On Request Upgrade
Plan Name Start Date Expiry Date Total Limit Used Limit
Enterprise May 6, 2024 May 6, 2025 1000K Docs or 200K Media 0 Docs & 0 Media{0.000%)

1000K Docs or 200K Media

Add On Plan Request Add On
Plan Name Start Date Expiry Date Total Limit Used Limic
May 6, 2025 100K Document In Progress
Documents May 6, 2025 100K Document [ 1 progres: ]
Plan History ©
Start Date Expiry Date Total Limit Used Limit Add on Plar
Basic May 6, 2024 May 20, 2024 100K Docs or 20K Media 0 Docs & 0 Media (0%) 0

The Plan Details page consists of the following sections:

e Upcoming Plan — This section displays your upcoming subscribed plan
status which includes the requested upcoming plan name, start date, expiry
date, and total limit allotted.

o The Upcoming Plan section only appears if you have subscribed to a new plan before your current
plan expires.
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e Current Plan — This section displays your current subscription plan status which
includes your existing plan name, start date, expiry date, total limit allotted,
and consumed limit of the plan. It also displays a progress bar that shows the
consumption of your current plan limit.
In case your current plan is getting expired or you want to upgrade to a new
plan, you can raise a request for it. To request an upgrade, renewal, or update in
your current plan, click Request Upgrade. A notification is sent to your Newgen
representative.

* Add On Plan — This section displays the status of your subscribed add-on plan
which includes the add-on plan category subscribed consisting of the add-
on plan name, start date, expiry date, total limit allotted, and consumed limit of
the add-on plan.
In case your current plan limit gets exhausted, you can raise a request for an
add-on plan. The NewgenONE Content Cloud offers two add-on plans, one for
storing documents and another for storing multimedia files. To request an add-
on plan, click Request Add On. A notification is sent to your Newgen
representative.

* Plan History — This section tracks all your subscription plans since your
registration on the NewgenONE Content Cloud portal. It includes all
the subscription plan hames, their start dates, expiry dates, total limits allotted,
consumed limit, and the status of the add-on plan throughout the years.

Version: 2024.1 NewgenONE Content Cloud Administration Guide
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Filtering a business activity report

To filter a business activity report, perform the following steps:

1. On the Business Activity Report section, click the filter icon ¥. The Filters dialog
appears.

Filters

Show Business Report
@ Top 3 Application O Custom Application

Select Application

MN/A o

Select API
MN/A V
Cance Apply

2. Click the Custom Application option.

3. From the Select Application dropdown list, select the required application.

4. From the Select API dropdown list, select the required API. Here, you can select
multiple APIs simultaneously.

5. Click Apply. The filter gets applied and displays information about the selected
API. You can clear the applied filter using the Clear button next to the filter icon.

Version: 2024.1 NewgenONE Content Cloud Administration Guide
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Micro Ul

The Micro Ul capability in NewgenONE Content Cloud offers independent interfaces of
the content service platform for consuming the microservices-based APIs. It allows the
users to access and perform basic operations on files and folders stored in NewgenONE
Content Cloud. Micro Uls are available for browsing through files and folders, it also
displays interactive interfaces for documents, images, audio, videos, and so on. You can
embed these pre-built Micro Uls into your application using the embeddable URL
generated for each Micro Ul.

To access the Micro Ul tab, click the Micro Ul tab from the menu bar. The tab displaying
all created Micro Ul appears. This tab allows you to search a specific Micro Ul using the
search box.

Creating a new Micro Ul

The NewgenONE Content Cloud Micro Ul home page provides you with the option to
create a Micro UL.

e Once you create a new Micro U, silently OAuth 2.0 application is also created with it. The created
o application appears in the Application Registration tab.

e Only the user who is part of the Admin role can create, edit, and delete a Micro Ul.

To create a new Micro Ul, perform the following steps:

1. On the Micro Ul home page, click +New Micro Ul. The Create New Micro Ul page
appears. This page comprises four tabs to configure a Micro Ul:
 Basic Details
e Login Details
* Integration Type
e Summary

By default, the Basic Details tab appears on the Create New Micro Ul page.

Version: 2024.1 NewgenONE Content Cloud Administration Guide 18
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2. In the Basic Details tab, specify the following details:
e Application Name — Name of the Micro Ul.
* Window Title — Tab name that appears on the browser. It contains a maximum
of 50 characters.
e Comments — This optional field allows you to enter additional information
related to the Micro Ul. It contains a maximum of 128 characters limit.

e Fields marked with * are mandatory to fill.
e The Application Name and Window Title fields must follow the below criteria:
o It contains a maximum of 1-50 characters limit.
0 o Leading or trailing spaces are not allowed.
o Special characters are not allowed except “-“and “_".

o Numbers are allowed.

3. Click Next. The Login Details tab appears. This tab provides information about
Your generated secret code, Redirect URI, and Whitelisted Domain under
OAuth 2.0 Web Flow. All the fields in the Login Details tab are filled automatically.

You can save the Micro Ul configuration at any level by clicking Save Draft at the bottom left of each

tab. The saved Micro Ul appears on the Micro Ul tab. You can click the More actions icon == against the
Micro Ul and select Edit to reconfigure the Micro Ul.

The NewgenONE Content Cloud Micro Ul does not allow you to perform the Preview and Embed Code
actions on a Micro Ul saved as a draft.

4. Click Next. The Integration Type tab appears.

5. Select the relevant integration type from the following list using the Integration
Type dropdown:

* Folder List — This integration allows the end user to add folders and files.
e Document Viewer — This integration allows the end user to view the
documents.

e Media Player — This integration allows the end user to play the audio and video
files.

Version: 2024.1 NewgenONE Content Cloud Administration Guide 19



6. Specify the details as follows:

Applicable

integration types

Micro Ul

Description

Enable Header

Folder List, Document
Viewer, Media Player

Enables the NewgenONE header on the
user interface.

Layout

Folder List

It allows you to select a layout for the user
to display the folder list. The available layout
options are as follows:

e List and Grid View — Select this
option to display the folder list in both
list and grid view.

e List view — Select this option to
display the folder list in the list view.

e Grid View — Select this option to
display the folder list in grid view.

Enable Comments

Document Viewer,
Media Player

Allows the user to comment on a file.

Zoom Level

Document Viewer

Set the zoom level of the document viewer.
By default, Fit to Width is selected.

Enable Streaming

Media Player

Enables audio and video streaming.

Operations Allowed

Folder List, Document
Viewer, Media Player

It allows you to select the different actions
for the user to perform on a folder and file.
The actions are as follows:

¢ Rename — This operation allows the
user to rename folders and files.

e Download — This operation allows the
user to download files.

e Move — This operation allows the user
to move folders and files into another
folder available in the folder list.

e Copy — This operation allows the user
to create a copy of folders and files in
another folder available in the folder
list.

e Delete — This operation allows the
user to delete folders and files.

e Audit Log — This operation allows the
user to view the audit logs.

Version: 2024.1
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7. Click Next. The message “Micro Ul created successfully” appears.
8. The Summary tab appears that provides the following details:

e The summary of the published Micro Ul.

e The Embeddable URL and Embeddable Code. You can copy the embeddable
URL and use the published Micro Ul in a separate browser tab. You can also copy
the embeddable code and embed it into the source code of an application to use
the published Micro Ul.

e To delete the created Micro Ul, click the More actions icon - displayed at the
top-right corner of the page and select Delete.

e Click Preview to view the published Micro Ul. The Preview page appears.

e Click Finish to exit from the Micro Ul configuration page.

Actions on Micro Ul

The supported actions of Micro Ul are described in the following sub-sections:

* Previewing Micro Ul

* Opening a Micro Ul

* Embedding code for Micro Ul
* Editing Micro Ul

* Deleting Micro Ul

Previewing Micro Ul

The Preview feature allows you to view a published Micro Ul interface that appears to
the end user.

To preview a Micro Ul, perform the following steps:

1. On the Micro Ul page, click the More actions icon .- against the required Micro Ul.
2. Select Preview. The Preview page of the selected Micro Ul appears.

Version: 2024.1 NewgenONE Content Cloud Administration Guide 21



Micro Ul

Opening a Micro Ul

This feature allows you to open and view the selected Micro Ul in a separate browser
tab.

To open a Micro Ul in a separate browser tab, perform the following steps:

1. On the Micro Ul page, click the More actions icon - against the required Micro Ul.
2. Select Open. The selected Micro Ul opens in a separate browser tab.

Embedding code for Micro Ul

This feature allows you to copy the embeddable URL and use the Micro Ul in a separate
browser tab. You can also copy the embeddable code and embed it with the other

application to consume the Micro Ul services.
To access the embed code, perform the following steps:

1. On the Micro Ul page, click the More actions icon - against the required Micro Ul.

2. Select Embed Code. The Embed Code dialog appears.
3. Copy the Embeddable URL and Embeddable Code to use the published Micro Ul

as per your requirement.

Editing Micro Ul

This feature allows you to modify a published Micro Ul.
To modify a Micro Ul, perform the following steps:

1. On the Micro Ul page, click the More actions icon - against the required Micro Ul.
2. Select Edit. The Update Micro Ul page appears. For further procedural details refer

to the Creating Micro Ul section.
3. Click Update to save the modifications. The message “Micro Ul updated

successfully” appears.

Version: 2024.1 NewgenONE Content Cloud Administration Guide
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Deleting Micro Ul

This feature allows you to delete a published Micro Ul.
To delete a Micro Ul, perform the following steps:

1. On the Micro Ul tab, click the More actions icon--- against the required Micro Ul.
2. Select Delete. The Delete Micro Ul dialog appears.
3. Click Delete to confirm the deletion. The message “Micro Ul deleted successfully”

appears.

Using the Micro Ul

The Micro Ul capability allows you to perform various operations such as adding folders,
uploading new files, viewing documents, playing audio and video files, and so on. The
different types of Micro Uls available are as follows:

e Folder list
e Document viewer
* Media player

Folder list

The Folder List Micro Ul allows you to add new folders and files to the Micro Ul. The
following options are available on the folder list home page:

* Folder view panel — The folder view panel consists of the existing folders in the
Folder List type of Micro Ul. You can view the existing folders with their Folder
Name, Owner, Last Modified On, and Actions.

0 Explore Sample Application is a system generated folder. You can only perform the View Properties
action on this folder.

e Layout — This feature allows you to arrange the layout of the listed folders as List
View or Grid View.

o The Layout option appears only if the Layout is selected as List and Grid view while creating the Micro
Ul.
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e Sort — This feature allows you to sort the listed folder in ascending or
descending order with respect to the folder name or recent folder modification
date.

* New folder — This feature allows you to add a new folder. The added folder
appears in the folder view panel.

e User icon — The User icon contains the information about the signed-in user.
Clicking on this icon allows you to view and perform various tasks such as view
the user name, view the user's organization name, view subscription days left,
reset password, and sign out from the Micro Ul user module.

e Actions icon — This icon allows you to access various operations for folders and
files such as rename, download, move, copy, delete, audit log, and view
properties.

0 The actions that appear on clicking the Actions icon are defined while creating the Micro Ul. By
default, the View Properties action is enabled for all folders.

Actions icon

Folder view panel Sort User icon
Layout New folder

2% hewgenonE ()

Home

EJITIRRERUAN M) New Folder

Folder Name Owner Last Modified On

My Documents John Marshal 1
Markeing Files Jahn Marshal 19/08/2022 10:19 AM ~
Brochures John Marshal 19/08/2022 10:19 AM

Whitepaper John Marshal 19/08/2022 10:18 AM Copy

Explore Sample Application System 28/07/2022 10:04 AM

I}

/08/2022 10:19 AM

Rename

Mave

Delete
Audit Log

View Properties

Document viewer

The Document Viewer Micro Ul allows you to view the documents in the document
viewer. The following options are available on the document viewer page:

e Standard toolbar — You can perform various operations using tools on the

Standard toolbar such as selection, print, adjusting the page size, zoom, and so
on.

* User icon — The User icon contains the information about the signed-in user.

Clicking this icon allows you to view and perform various tasks such as view the
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Standard ___|

toolbar

Version:

Micro Ul

user name, view the user's organization name, view subscription days left, reset
password, and sign out from the Micro Ul user module.

e Show Comment — This feature allows you to add, modify, and delete comments
on a document. You can perform the following actions in the comment section:

e Add a comment — This option allows you to add a comment to a document. The
added comment appears in the comment section.

e Edit — This option allows you to modify the added comment.

e Delete — This option allows you to delete the added comment.

o The Edit and Delete options on a comment are enabled only for those users who have added that
comment.

e Actions icon — This icon allows you to access various operations for a document
such as rename, download, move, copy, delete, audit log, and view properties.

o The actions that appear on clicking the Actions icon are defined while creating the Micro Ul. By
default, the View Properties action is enabled for all documents.

* View Properties — This feature displays the details of a document.

Show View
Comment Properties
2% newgenone @ —— Usericon
User Guide S| @ --——Actionsicon
‘| vy 3 C D [ BJ 1 4[5 ]mop p| (FitTowin YA a Comments X

@ sor vershat 735z s

Update the document.

2 Introduction

The Micro Ul capability in ECM NEXT offers independent interfaces of the content service platform for @Juhn Marshal  19-08-2022 10:40 Al

consuming the microservices-based APIs. It allows the users to access and perform basic operations on

Replace the document. o a — Delete
files and folders stored in ECM Next. Micro Uls are available for browsing through files and folders, it
also displays interactive interfaces for documents, images, audios, videos, and so on. You can embed Edit
these pre-built Micro Uls into your application using the embeddable URL generated for each Miero UL @JM” Marshal 1382522 61 A4

Delese the document
3 Getting started
This chapter describes how to get started with the User module of the Micro UL
3.1 Accessing the Micro Ul
Based on your requirements the ECM NEXT administrator configures a Micro Ul The following ways Add

a
are available to access a configured Micro Ul: % P
| dd a comment = comment

s Embeddable URL
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Media player

The Media Player List Micro Ul allows you to play audio and video files. The following
options are available on the media player page:

e User icon — The User icon contains the information about the signed-in user.
Clicking on this icon allows you to view and perform various tasks such as view
the user name, view the user’s organization name, view subscription days left,
reset password, and sign out from the Micro Ul user module.

e Show Comment — This feature allows you to add, modify, and delete comments
on an audio or video file as required. The following options appear in the
comment section:

- Add a comment — This option is used to add a comment on an audio or
video file as required. The added comment appears in the comment
section.

- Edit — This option is used to modify the added comment.

- Delete — This option is used to delete the added comment.

o The Edit and Delete options on a commment are enabled only for those users who have added that
comment.

e Actions icon — This icon allows you to access various operations for an audio or
video file such as rename, download, move, copy, delete, audit log, and view
properties.

o The actions that appear on clicking the Actions icon are defined while creating the Micro Ul. By
default, the View Properties action is enabled for all audio and videos.
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* View Properties — This feature displays the details of an audio or video file as

required.

Show View
Comment Properties

2 newgenonE

°—— User icon

Micro Ul Overview

jack@mailinator.com

2 newgen

Comments

Q]chr\ Marshal ~ 20-08-

Edit this video.

Q]uhn Marshal

Share this video

Qlchr\ Marshal ~ 20-08-2022 322 Fh

Delets this video.

S ««—— Actions icon
X
2022 321 PM
20-08-2022 3:21 PM
2 —— Delete
— Edit

Add a

commnet



Roles Management

Roles Management

Roles Management allows you to create and manage the type of access a user has in
an organization. For example, a user may have access across all folders and files, while
another user may have only read permission, and other users may have both read and
write permissions. It is to be used in conjunction with a security classification. You can
associate the created role with an application or a user.

To access the Roles Management tab, click the Roles Management tab from the menu
bar. The tab displaying all the created roles appears. This tab allows you to search for a
specific role using the search box.

Creating a role

The Roles Management tab allows you to create roles that you can associate with the
available users to perform the desired tasks.

@ Only the user who is part of the Admin role can create, edit, and delete a role.

To create a role, perform the following steps:
1. On the Roles Management tab, click + Create Role. The Create Role dialog
appears.
Create Role b4

Role Name™

Security Class * Create Custom

w

Global Tag Create Custom

L

SelectRights” ] Select A

[ Read [ Write O Modify O Delete (0 Secured Data

Cancel

Version: 2024.1 NewgenONE Content Cloud Administration Guide 28



Roles Management

2. Specify the following fields:

Field Action

Role Name

Enter a required role name. It must follow the below criteria:
e |t contains a maximum of 1-50 characters limit.
e Digits or special characters are not allowed.
e Spaces are allowed.

Security Class

Security classification allows the admin user to impose restrictions
on other users for accessing certain documents. To apply an
appropriate level of security for different roles, the NewgenONE
Content Cloud provides the following level of security hierarchy:

e Secret

e Top Secret

e Confidential

¢ Non-confidential
You can also create a custom class using the Create Custom link
displayed above the dropdown box. For more information, refer to
the Creating a class section.

Global Tag

Select a global tag from the Global Tag dropdown list. You can also
create a custom tag using the Create Custom link displayed above
the dropdown box. For more information, refer to the Creating a tag
section.
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Field Action

Select the rights to assign with the role. The following rights are
available:
® Read — It allows you to perform the following operations:
° Download file
° View files and folders
° Listing of files and folders
® Write — It allows you to perform the following operations:
° Upload file
° Add folder
° Create versions
® Modify — It allows you to perform the following operations:
o Rename files and folders
o Add and update the security class of files and folders

Select Rights o Add and update global tag on files and folders
o Update file and folder

® Delete — It allows you to perform the following operations:
° Delete file
° Delete folder
® Secure Data — It allows you to secure the selected data class
fields. Based on the rights (Read, Write, Modify, and Delete)
assigned to the end-users, they can perform a suitable
operation on the secured field. Otherwise, the data in the
secure field appears as masked.
Click the Select All checkbox to select all rights.
To ensure files and folders appear in the repository list, a minimum Read

0 right must be added. In case Read right is not applied, files and folders do
not visible in the list at the user's end.

o Fields marked with * are mandatory to fill.

3. Click Save to add the configured role. The added role appears on the Roles
Management tab.

o You can Edit and Delete the added role using the More actions icon -*- against the required role. Only
the Edit right is available for the system-generated role.
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Creating a class

Security class is a tag that can be applied to a document or folder based on which the
security clearance of a document can be managed.

0 Only the user who is part of the Admin role can create, edit and delete a class.

To create a class, perform the following steps:

1. On the Roles Management home page, click Class Library. The Class Library page
appears. All created classes appear on this page.
2. Click + Create Class to create a new class. The Security Class dialog appears.
3. Specify the following details:
* Security Class Name — This mandatory field allows you to enter the required
class name. It must follow the below criteria:
o |t contains a maximum of 1-50 characters limit.
> Digits or special characters are not allowed.
> Spaces are allowed.
* Description — This optional field allows you to enter additional information
related to the security class. It contains a maximum of 128 characters.
4. Click Save to add the configured class. The added class appears on the Class
Library home page.

Deleting a class

This feature allows you to delete an added class.
To delete a class, perform the following steps:

1. On the Class Library page, click the More actions icon - against the required
class.

2. Select the Delete option. The Delete Security Class dialog appears.

3. Click Delete. The message “Security Class deleted successfully” appears.
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Creating a tag

Roles Management allows you to create tags that can be applied to a document or
folder based on which the security clearance of a document can be managed.

0 Only the user who is part of the Admin role can create, edit, and delete a tag.

To create a tag, perform the following steps:

1. On the Roles Management tab, click Tag Library. The Tag Library page appears. All
created tags appear on this page.
2. Click + Create Tag to create a new tag. The Global Tag dialog appears.
3. Specify the following details:
* Global Tag Name — This mandatory field allows you to enter the required tag
name. It must follow the below criteria:
o |t contains a maximum of 1-50 characters limit.
> Digits or special characters are not allowed.
> Spaces are allowed.
* Description — This optional field allows you to enter additional information
related to the global tag. It contains a maximum of 128 characters.
4. Click Save to add the configured tag. The added tag appears on the Tag Library
page.
0 You can Edit and Delete the added Tags using the More actions icon ==+ against the required Tag.
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User Management

User Management allows you to register and manage user operations. It deals with
operations like user registration, editing, deactivation of the registered user, and so on.

To access the User Management tab, click the User Management tab from the menu
bar. The page displaying all the registered users with their name, email, role, and status
appears. You can search for a specific user using the search box that appears on the

page.

Registering a new user

The User Management tab allows you to register and manage users inside a tenant
account. You can also edit and deactivate the registered users.

o Only the user who is part of the Admin role can register and deactivate a user.

To register a new user, perform the following steps:

1. On the Roles Management tab, click + User Registration. The User Registration
dialog appears.

User Registration X

Full Name™
Email

Role

Cancel
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2. Specify the following fields:

e Ful

I Name — Enter the full name of the required user.

e Email Address — Enter the email address of the defined user.

* Rol

3. Click
from

e — Select a role from the dropdown list.

Fields marked with * are mandatory to fill.

Send Invite to send an invitation link to the defined user's email address
where the user can join. To join the invitation, the user must follow the below

steps:

a.
b.
C.

Go to the email address where the invitation is sent.

Open the invitation mail.

Click SETUP YOUR ACCOUNT NOW. It redirects to the Create Password
page.

Enter a required password. The password must contain:

* At least 1 capital letter.

* At least T numeric.

e At least T punctuation.

* At least 8-16 characters.

* No space allowed.

Click Create Password. The message “The password has been created”
appears.

Operations on created users

The following operations are available to perform on the created user:

e Editing
* Deactivating
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Editing

To edit the user information, perform the following steps:

1. On the User Management tab, click the More actions icon =against the required
user.

2. Select the Edit option. The Update User dialog appears. You are only allowed to

update the roles associated with the selected user.

Modify the Role as required.

4. Click Update to save the modification.

W

Deactivating

To deactivate a user, perform the following steps:

1. On the User Management tab, click the More actions icon == against the required
user.

2. Select the Deactivate option. The Deactivate User dialog appears.

o Once you deactivated a particular user ID, then you cannot join the same user ID again.

3. Click Deactivate. The user gets deactivated.
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Application Registration

Application Registration allows you to leverage the OAuth 2.0 authentication and
authorization mechanism of NewgenONE Content Cloud for the integration purpose of
any custom application. It helps to integrate an application scope rather than a user
scope. This is useful for integrations where users and corresponding rights may be
managed by invoking the application.

To access the Application Registration tab, click the Application Registration tab from
the menu bar. The page displaying all the registered applications appears. You can
search for a specific application using the search box that appears on the page.

Registering an application

The Application Registration tab allows you to register an application.

o Only Admin user can register, edit, and delete an application.

To register an application, perform the following steps:

1. On the Application Registration tab, click + Register Application. If there is no
application registered earlier, then you can also register an application using the +
New App Registration displayed on the right pane. The Register Application page
appears. This page comprises four tabs to register an application:

e Configure Platform
e Client Credentials
e Security Settings

e SUMmMmary

By default, the Configure Platform tab appears to configure the application.

2. Specify the following fields:

e Application Name — Enter the application name. It must follow the below
criteria:

o |t contains a maximum of 1-50 characters
o Leading or trailing spaces are not allowed.
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o Special characters are not allowed “-" and “_".
> Numbers are allowed.
* Please Select platform — Select the required platform where you want to host
the registered application. The following options are available:
- Web — Select this option to configure for browser client applications and
then follow the below step:
- Specify the Redirect URI where the registered application redirects.
The following are the validation criteria of Redirect URI:
= It must be unique.
= It must be unique.
= The character length must be less than 256.
° |t does not contain wildcard characters.
° [t must start with HTTPS or http://localhost.
It must be a valid URL.
=Only 5 redirect URIs can be added.
- Click Add URI to add the specified URI.

o Redirect URI associated with a Micro Ul cannot be edited or deleted.

> Server — Select this option to configure for web or application server-based
applications.
3. Click Next. The Client Credentials tab appears. This tab allows you to generate a
Client Secret to access the registered application.

o Secret associated with a Micro Ul cannot be deleted.

4. Click + Generate Client Secret. The Client Secret dialog appears. The generated
secret code appears in the Your Generated Secret Code field.
If you edit the Expiry Period of a saved Client Secret, then the Secret Code updates automatically. Due to

this change, the URL of the associated Micro Ul or the OAuth 2.0 client is impacted. It is recommended
that you must update the latest Micro Ul URL or OAuth 2.0 client wherever it is needed.

5. Select an expiry date from the Select Expiry Period dropdown list. Or, click the
Create Custom link to set a required expiry date that is not available in the
dropdown list.

e |f you have selected the Server option to host your application as described in
Step 2, then an additional field Select Role appears.
e Select an appropriate option from the Select Role dropdown list.

6. Click Save to finalize the expiry period for the generated Secret Code. The added

Client Secret code appears in the Client Credentials tab.
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o You can Preview, Edit, and Delete the generated Client Secret code using the More actions icon ===
against it.
7. Click Next. The Security Settings tab appears.

8. Specify the following information:
e |f you have selected the Web option to host your application as described in Step

2, then specify the Whitelisted Domain to access the registered application and
click Add to save the specified whitelisted domain. The following are the
validation criteria of Whitelisted Domain URI:

o [t must be unique.

> The character length must be less than 256.

o |t does not contain wildcard characters.

o [t must start with HTTPS or http://localhost.

o [t must be a valid URL.

o Whitelisted domains associated with a Micro Ul cannot be edited or deleted.

e |f you have selected the Server option to host your application as described in

step 2, then follow the below steps:
o From the right pane, add a required whitelisted IP address. It must follow

the below criteria:
You can Edit and Delete the added IP address using the More actions icon *=+against the

o required IP address.

- It contains a maximum of 7-15 characters limit.
- |P addresses with wildcards are allowed.

Example:
192.12.12.1,192.12.11.*,192.12.*%, and so on are valid.

192.*%,192.12.12*% and so on are not valid.
o Click Browse File that appears on the left pane to upload a certificate from
your system. The following certificate file types are supported:

-crt
-.cer

o Once the domain is added, you can Edit and Delete the added domain using the More actions
icon *=+against it.

9. Click Finish. The Summary tab appears. This tab displays the details of the
registered application.
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Data Class Management

The Data Class is a set of indexes that can be associated with any document or folder
by providing a unigque entity to them. These indexes store the values provided so that
the user can perform a search on them.

To access the Data Class Management tab, click the Data Class Management tab from
the menu bar. The page displaying all the existing data classes appears. You can search
for a specific data class using the search box that appears on the page.

The following actions are available to perform on a data class:

e Creating a Data Class
* Modifying a Data Class
* Deleting a Data Class

Creating a Data Class

To create a data class, perform the following steps:

1. Click Data Class Management from the menu bar.
2. Click + New Data Class. The New Data Class dialog appears.
3. Specify the following fields:

e Data Class Name — It is a mandatory field that specifies the name of the
required data class. The name of the data class field must follow the below
criteria:

> The maximum number of characters limit is 50.

> Only alphanumeric values with special characters hyphen (-) and
underscore (_) are allowed and numeric value at the start of the text is not
allowed.

* Description — It is an optional field to provide a brief description of the specified
data class. The maximum character limit for this field is 128 characters.

0 To create a Data Class, you must add a minimum of one field within a data class.
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4. Click New Fields to add the required fields with the entered data class. The
section to add new fields appears.
5. Specify the following fields:

Field Description

It specifies the associated field name within the data class. This field
allows only alphanumeric values with special characters such as hyphen

Name )
(-) and underscore (_). The numeric values at the start of the text are not
allowed.
It specifies the type of content allowed for entered data class field. The
following types are available to select:
Type e Text
e Date

® Integer Number
e Decimal Number

Mandatory Field

It allows you to set or modify the mandatory field for data class until it gets
associated with any folder or document.

Secure Field

It allows you to secure the selected data class fields. Based on the rights
(Read, Write, Modify, and Delete) assigned to the end-users, they can
perform a suitable operation on the secured field.

Once a data class field is saved as secured, it does not allow you to clear the
Secure Field checkbox while modifying a field.
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MNew Data Class

Data Class Name

Loan

Fields

Mame

Description

Loan process

Type Mandatory Field

Co ntac:l

Number v

Address

Mame

Text

Text

Data Class Management

=+ MNew Fields

Secure Field

v X

Cancel

6. Click the check icon + to add the entered data class field. To add more fields
within the data class, repeat the above steps.
7. Click Save to finalize the added data class fields. The added data class appears on
the Data Class Management tab's home page.

Modifying a Data Class

To modify a data class, perform the following steps:

1. In the Data Class Management tab, click the More actions icon - against a
required data class and select Edit to modify its properties.
The Edit Data Class dialog appears. Here, you can perform the following actions:
e Add new data class fields — Refer Creating a Data Class section for procedural

details.

* Delete the existing data class fields — To delete an existing data class field,
perform the following steps:

a. click the More actions--icon against the specific field and select Delete. The
Delete Data Class Field appears.

b. Click Delete to confirm the deletion of the selected field.

d. Click Save to finalize all the modifications.
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Deleting a Data Class

To delete a data class, perform the following steps:
1. In the Data Class Management tab, click the More actions icon--against a
required data class to delete it.

o You can delete only those data classes that are not associated with any folder, document, or media files
at the user's end.

2. Select the Delete option. The Delete Data Class dialog appears.
3. Click Delete to permanently delete the data class.
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Audit Log

Audit Log allows you to keep track of APl consumption and actions performed using
the NewgenONE Content Cloud Admin module.

For example, the accounts payable department of an organization can leverage the

Audit Log feature to monitor APl usage and track actions performed within an

application, ensuring compliance and streamlining audit processes. This ensures

transparency and accountability in managing financial documents and transactions.

To access the Audit Log tab, click the Audit Log tab from the menu bar.

Filters

Refresh

Y newgenone

Content Cloud Admin

oo @

Audit Log

APl Log Operational Log
Last 24 Hours v 7

Date & Time T APl Name
05/06/2024 2:54 PM Grant Token
05/06/2024 2:54 PM Grant Code
05/06/2024 11:15 AM Search Users
05/06/2024 11:15 AM Fetch All User Roles
05/06/2024 11:13 AM Fetch All Applications
05/06/2024 11:15 AM Fetch All User Roles
05/06/2024 9:52 AM Search Users
05/06/2024 9:52 AM Fetch a Content
05/06/2024 9:52 AM Validate Token
05/06/2024 9:52 AM Validate Token

Status

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Request URL

httpi//nce.newgendocker.com:443/ecmapifappservice/a...

https//nce.newgendocker.com:443/ecmapi/appservice/s...

httpi//nccnewgendocker.com:443/ecmapif/userregisters..

htep://ncc.newgendocker.com:443/ecmapi/rolesservice...

hrepef/nce.newgendocker.com:443/ecmapi/appservice/a...

httpi//nce.newgendocker.com:443/ecmapifrolesservicef...

https//nce.newgendocker.com:443/ecmapifuserregisters...

http://ncc.newgendacker.com:443/ecmapi/contentseri...

htep://ncc.newgendocker.com:443/ecmapi/appservice/a...

hrepef/nee.newgendocker.com:443/ecmapif/appservice/a...

Method

POST

POST

GET

GET

GET

GET

GET

GET

GET

GET

Application Name

DefaultApp

DefaultApp

DefaultApp

DefaultApp

DefaultApp

DefaultApp

DefaultApp

DefaultApp

DefaultApp

DefaultApp

Showing 1- 11 o112 | O

User Name
MNone
MNone
Ryan
Ryan
Ryan
Ryan
Ryan
Ryan
Ryan

Mone

The Audit Log tab contains the following sub-tabs:

* APl Log — This is a default tab that opens while selecting the Audit Log tab from

the menu bar. This tab displays the following details:

Date & Time

Description

Displays the list of the date and time when the specific APIs were
called.

Version: 2024.1

NewgenONE Content Cloud Administration Guide

43



Audit Log

Option Description

APl Name

Displays all the APl names that are consumed.

Status

Displays the success or failure status of all the consumed APIs.

Request URL

Displays the list of request URLs for all consumed APIs that
includes the request parameters of each APIs.

You can copy the request URL by hovering over a specific URL and
then clicking the copy icon L against the URL.

Method

Displays the list of APl methods depending on the request type.
The following are the APl methods:

e GET — To request data from a specified resource.

e PUT — To send data to a server to create a resource.

e POST — To send data to a server to update a resource.

e DELETE — To delete the specified resource.

Application Name

Displays the list of application names associated with the specific
APls.

User Name

Displays the list of users who have consumed the specific APls.

e Operational Log — Selecting this tab displays the following details:

Option Description

Date & Time

Displays the date and time of the action performed.

User Name

Displays the username of the admin user who has performed or
approved any action.

Action Performed

Displays the action or activity performed by an admin user.

Description

Displays a brief description of the action performed.

Following are the additional options available on the Audit Log tab:

e Filters — This option allows you to filter the audit log for the specified period. For more details,

see Filtering audit logs.

e Download — Selecting this option downloads audit logs to your local machine. The audit logs
are downloaded in the CSV format.
e Refresh — Selecting this option refreshes the list of generated audit log.
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Filtering audit logs

You can filter the API Log or Operational Log for a specified period, such as the last 24
hours, the last 48 hours, or any specific date range. Additionally, you can filter the
required audit log results based on API details such as status, method, APl name, user
name, and application name. The filter results appear in batches of 20 logs at a time.

You can filter the audit logs on the following bases:

* Based on time period
e Based API details

Filtering audit logs based on time period
To filter audit logs based on time period, perform the following steps:

1. From the API Log or Operational Log tab, click the time range filter dropdown.

Audit Log

API Log Operaticnal Log

~ [v Shovng 1- er21 | O

Last 24 Hours

¥ \PI Name Status Request URL Method Application Name User Name
Last 48 Hours

Custom Range search Users Success http://ncc.newgendocker.com:443/ecmapi/userregisters... GET DefaultApp Ryan

05/06/2024 3:26 PM Fetch Multiple Users... Success http://nce.newgendocker.com:443/ecmapi/rolesservice/... POST DefaultApp Ryan

05/06/2024 3:26 PM Search Users Success htp://nce.newgendocker.com:443/ecmapi/userregisters... GET DefaultApp Ryan

2. Select one of the following options:
e Last 24 Hours — Selecting this option displays the audit logs of the last 24 hours.
* Last 48 Hours — Selecting this option displays the audit logs of the last 48 hours.
* Custom Range — Selecting this option allows you to filter audit logs for a
specific date range as follows:
a. From the time range filter dropdown options, select the Custom Range
option.
b. In the From and To fields, select the calendar icon E and specify a required
date range.
c. Click Save. The audit logs for the selected date range appear.

Filtering audit logs based on API details
To filter audit logs based on API details, perform the following steps:
1. From the API Log or Operational Log tab, click the filter icon ™.
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Filters

Status

All

APl Name
All

User Mame

All

Application Name

All

Clear
Method
All w Filters Clear
Action Performed
v All '
User Name
L All o
Cancel Apply
W
Cancel Apply

API Log Filter Operational Log Filter

2. Specify the following details:
* |[n case of applying filter query for API Log:

Field Description

Allows you to set a filter query by selecting one of the following
API status codes:

® 200 — OK: The request was successful.

® 201 — Created: The request was successful and a new
resource was created.

® 400 — Bad Request: The server does not understand the

Status
request due to invalid syntax.
® 500 — Internal Server Error: The server encountered an
unexpected condition that prevented it from fulfilling the
request.
® 404 — Not Found: The requested resource is not available
on the server.
Allows you to set a filter query by selecting one of the following
API methods:
Method e GET — To request data from a specified resource.

e POST — To send data to a server to update a resource.
e DELETE — To delete the specified resource.
e PUT — To send data to a server to create a resource.
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Field Description

APl Name

Audit Log

Allows you to set a filter query by selecting the specific API.

User Name

Allows you to set a filter query by selecting the specific username.

Application Name

Allows you to set a filter query by selecting the specific application

name.

* |In case of applying filter query for Operational Log:

Field Description

Action Performed

Allows you to set a filter query by selecting the specific action

performed.

User Name

Allows you to set a filter query by selecting the specific username.

You can reset or clear the selected fields of the Filter dialog by clicking the Clear

button.

3. Click Apply. The filter results appear.
You can review and then download the filter result in the CSV format by clicking

the Download button.
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Viewing API Log details

API Log allows you to view the detailed summary, request body, and response body of
the specific API call. The admin user can utilize these details to debug and monitor API
interactions.

To view API log details, from the API Log tab, click the More actions icon-.- against the
required API and select View Details. The Detailed Info screen appears displaying the

following information:

Tab Description
Displays a detailed summary of the selected API. It contains the following
information:
e Date & Time e User |IP Address
e APl Name e User Name
Summary
e Method e User ID
e Status e Request URL
e Application Name e Response Time
e Application ID
Displays the request body of the selected API.
Request o
You can copy the request body by clicking the Copy button.
Displays the response body of the selected API.
Response L
You can copy the response body by clicking the Copy button.
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