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1 Preface

This guide describes the deployment of OmniDocs suite deliverables like OmniDocs Container
images and their required configuration files on the OpenShift Container Platform.

1.1 Revision history

Revision Date Description

July 2024 Initial publication

1.2 Intended audience

This guide is intended for System Administrators, developers, and all other users who are seeking
information on the deployment of OmniDocs containers on OpenShift Container Platform. The
reader must be comfortable in understanding the computer terminology.

1.3 Documentation feedback

To provide feedback or any improvement suggestions on technical documentation, write an email
to docs.feedback@newgensoft.com.

To help capture your feedback effectively, share the following information in your email.
e Document Name
e \Version
e Chapter, Topic, or Section
e Feedback or Suggestions

1.4 Third-party product information

This guide contains third-party product information about configuring OpenShift Container Platform
and Jenkins CICD Pipeline for Container Deployment on OpenShift. Newgen Software Technologies
Ltd does not claim any ownership of such third-party content. This information is shared in this
guide only for the convenience of our users and could be an excerpt from the OpenShift
documentation. For the latest information on configuring the OpenShift Container Platform and
Jenkins CICD Pipeline refer to the respective official documentation.
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2 Deploying the OmniDocs containers

This section describes the prerequisites, deliverables and other changes required to deploy the
OmniDocs Containers.

2.1 Prerequisites

Following are the prerequisites:
e OpenShift Container Platform is already configured, and its Worker nodes are in Ready
state.
e RedHat Quay Registry is already configured to store container images.
e NAS server is already configured, and a mount path is already created.

2.2 Deliverables

Newgen has isolated the product suite into multiple Container containers to enable the
independent scalability of each container image. This separation is done based on the product's
usability. At a broad level, Web components and EJB components are isolated for deployment in
separate container instances. Web components get deployed on the underlying web server JBoss
WebServer 5.7.x. EJB components gets deployed on the underlying application server JBoss EAP
7.4.x. Newgen releases multiple Container images for the different product suites along with some
configuration files for data persistence, YAML files for deployment, and some documentation for
end-to-end configurations and deployments.
Newgen product team delivers the following:

e Docker images

e Configuration files

e YAML files

2.2.1 Docker images

The following Docker images are delivered for the initial product deployment:
e OmniDocs Web Components
e OmniDocs Web Service Components
e OmniDocs EJB Components
e OmniDocs Add-on Services (Wrapper, AlarmMailer,
Scheduler, ThumbnailManager and LDAP)
e EasySearch (Apache Manifold only)
e Text Extraction Manager or Full-Text Search (TEM/FTS)
e OmniScan Web Components
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e OmniDocs SMS (Storage Management System) Service

e OmniDocs WOPI
OmniDocs SMS service is required to store the PN files. PN files are encrypted files that contain all
the added/uploaded/scanned documents by Newgen products.

NOTE:

These Container images can be delivered to a private Container repository like Azure ACR (Azure Container Registry),
AWS ECR (Elastic Container Registry), RedHat Quay Registry or in the form of compressed files that can be shared over
the FTP or similar kind of media.

2.2.2 Configuration files

Configuration files are dynamic in nature and data is written at runtime. Database details in
configuration files such as Server.xml and standalone.xml! are written at runtime. These types of
files must be kept outside the container to persist the data. Here NAS (Network-attached Storage)
server will be used to persists the configuration files.
The following configuration files are shared for OmniDocs Docker images:

e OmniDocsWeb

e OmniDocsEJB

e (ODServices

e EasySearch

e TEM
e OmniScanWeb7.0
e (ODSMS

e OmniDocsWOPI

2.2.3 YAML files

YAML files stands for “YAML Ain’t Markup Language”. It is a human-readable object configuration
file that is used to deploy and manage the objects on the OpenShift cluster. In other words, it is a
manifest file that contains the deployment descriptor of OpenShift containers. YAML files can be

executed using oc apply —f <YAMLFile> or we can use these files in Jenkins Pipeline to deploy the

containers.

The following configuration files are shared for OmniDocs Container images:

L
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e OmniDocsWeb.yml e OmniDocsSMS.yml

e OmniDocsWeb_Services.yml e quay-secret.yml
e OmniDocsEJB.yml e Storage_PV_PVC.yml
e OmniDocsServices.yml e IngressController.yml

e EasySearch_ApacheOnly.yml
e TEM.yml
e OmniScanWeb7.0.yml
e OmniDocswopi.yml|
Here’s an example of a YAML file:

apiVersion: apps/vl
kind: Deployment
metadata:
name: odllOweb
namespace: nNewgen
spec:
replicas:
selector:

matchLabels:

name: odllOweb
strategy:
type: RollingUpdate
rollingUpdate:
maxsurge:
maxUnavailable:
template:
metadata:

labels:
name: odllOweb

spec:

containers:

- name: odllOweb
image: Oaay_ServerfImageName:ImageTag
imagePullPolicy: Always
securityContext:

runAsNonRoot: true
resources:
reguests:
memory: 3072Mi
cpu: 1000m
limits:
memory: 3072Mi
cpu: 1000m
volumeMounts:
- name: nfs-volume-mount

Figure 2.1

Quay-secret.yml file is used to create image pull secret from RedHat Quay Registry.
Storage_PV_PVC.yml file is used for Persistent Volume and Persistent Volume Claim.

Persistent Volume (PV) is a piece of storage in the cluster that has been provisioned using Storage
Classes. It contains the NFS Server details along with mount path that will be used to store
product’s configuration files.

A PersistentVolumeClaim (PVC) is a request for storage by a user. It is similar to a Pod. Pods
consume node resources and PVCs consume PV resources. Pods can request specific levels of
resources (CPU and Memory). Claims can request specific size and access modes (For example, it
can be mounted ReadWriteOnce, ReadOnlyMany or ReadWriteMany).

OmniDocs Configuration and Deployment Guide for OpenShift Version: 11.3 Page 7



IngressController.yaml is used for the ingress controller. An ingress controller is an object running

inside the OpenShift cluster that is used to manage the host-based routing rules. For example, set

the host-based routing rules like if the URL is

OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net then the ingress controller redirects

the user request to OmniDocsWEB containers.

2.3 Changes in Quay-secret.yml file

RedHat Quay Registry can be used to store product’s container images.

e To get the Kubernetes pull secret YAML file, login to the https://quay.io/, go to the ‘Account
Settings’ then click on ‘Generate Encrypted Password’.

For example,

@ RED HAT Quayio EXPLORE  REPOSITORIES ~ TUTORIAL

V' vivek_kumar

(=) Docker CLI Password

The Docker CLI stores passwords entered on the command line in plaintext Itis therefore highly recommended to generate an an encrypted version of your password (o use for dacks

Logi

]
BB Clpasswora]  Generate Encryptes Passiord

User Settings

Username: vivek_kumar

Avatar:

Email Address:  vivel

Password:

Figure 2.2

e Here, Kubernetes pull secret file can be downloaded.

e Rename the downloaded file as Quay-secret.yml so that the same name can be used in Jenkins

pipeline.

e Open this file in edit mode and add namespace spec under the metadata. For example,

apiVersion: vl
kind: Secret
metadata:
name: gquay-pull-secret
namespace:! nNewWgen
data:

.dockerconfigjson:
ewogICuldXRDcylﬁli EICR
ZVnRIWE k3 TaRupd
tDWWDxUlpWaszVTukc
CIiCiAgICBOCiRAgEORS

type: kubernetes.io/dockerconfigjson

 REE YW1 d0Z0E

SR TRFIUT 1 ZabGVVRkSMMVpHTm

%Esﬁclnglcnglcu 1bWFpbCI6T

Figure 2.3
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2.4 Storage PV_PVC.yml file changes

Container-based applications often need to access and persist data in an external data volume. All
the files created inside a container are stored on a writable container layer. This means that the
data doesn’t persist when that container no longer exists, and it can be difficult to get the data out
of the container if another process needs it. Thus, NAS server can be used to persist these types of
data. NAS server persists the Newgen Product’s configuration files as well as Newgen Product’s
logs.

This YAML file is used to create a persistent volume and a persistence volume claim with NAS server
in OpenShift Container Platform.

Persistent Volume: Persistent Volume is a piece of storage in the cluster that has been provisioned
using Storage Classes. It contains the NAS server details like NAS server IP and mount path that is
already created. For example,

apiversion: vl
kind: PersistentVolume
metadata:
name: nfs-pv
namespace: newgen
spec:
capacity:
storage: 10Gi
accessModes:
— ReadWriteMany
nfs:
path: /mnt/nfs
SEerver:
storageClassName: nfs
persistentVolumeReclaimPolicy: ERetain

Figure 2.4

Here,

newgen: is the name of OpenShift project or namespace in which persistence volume will be
created.

192.168.156.73: is the IP address of NAS server.

/mnt/nfs: is the mount path created to NAS server.

Persistent Volume Claim: A PersistentVolumeClaim (PVC) is a request for storage by a user. It is
similar to a Pod. Pods consume node resources and PVCs consume PV resources. Pods can request
specific levels of resources (CPU and Memory). Claims can request specific size and access modes
means they can be mounted ReadWriteOnce, ReadOnlyMany or ReadWriteMany).
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apivVersion: vl
kind: PersistentVolumeClaim
metadata:
name: nfs-pvc
namespace: NeWIen
spec:
storageClassName: nfs
accessModes :
— EeadWriteMany
resSources:
requests:
storage: 10Gi

Figure 2.5

Here, newgen: is the name of OpenShift project or namespace in which persistence volume claim

will be created.

2.5 Product's YAML files changes

The changes in the Product’s YAML files are as follows:
e Name: In the OmniDocsWeb.yml file, od110web is given as the default name of Kubernetes
objects - deployment, replica-set, container, and service. You can change this name as per
your requirement. While changing the name, ensure that this name is not more than 13
letters in length and must contain small letters only.
e Namespace: In the YAML files, default namespace is given as newgen. You can change this

name as per your requirement.
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apiversion: apps/vl
kind: Deployment
metadata:
name: odlliweb
namespace: nNewgen
spec:
replicas:
selector:
matchlLabels:
name: odlliweb
strategy:
type: EollingUpdate
rollingUpdate:
maxsurge:
maxUnavailable:
template:
metadata:
labels:
name: odlliweb
spec:
containers:

Figure 2.6

e Replica: In the OmniDocsWeb.yml file, the default replica is given as 1. Thus, one
container gets created after the deployment. You can increase this number as per your
requirement.

e Image: In the OmniDocsWeb.yml file, update the image location. By default, the below
value is given:

| image: Quay Server/Imagelames:ImageTag |

Here, Quay_Server, ImageName, and ImageTag values will be updated at runtime by Jenkins
Pipeline during deployment.

e SecurityContext: In the OmniDocsWeb.yml file, SecurityContext [runAsNonRoot: true] is
defined. It means the OmniDocs WEB container can never be run with root privileges. If any
container tries to run with the root user, then Kubernetes stops its deployments.

securityContext:
runAsNonRoot: truq

e Resource request and limit: In the OmniDocsWeb.yml file, resource request and resource
limit parameters are defined. The request parameter specifies the minimum required
resources to run the container and the limit parameter specifies the maximum resource
limit that a container can use. In other words, a running container is not allowed to use
more than the resource limit you set.

OmniDocs Configuration and Deployment Guide for OpenShift Version: 11.3 Page 11



Here, 1000m CPU =1 Core CPU

TESOUrces !
regquests:
memory: 3I072Mi
cpu: 1000m
limits:
memory: 3I072Mi
cpu: 1000m

Figure 2.7

The above-specified limit is the minimum required resource to run a container. If users are
increasing, then you must increase the limit range accordingly.

e VolumeMounts and Volume: Volume mounts and volumes are used to persist the data
outside the container so that whenever the container terminates due to any reason our data
is always persisted. In the OmniDocsWeb.yml file, there’s a persisted configuration files or
folders and log files.

volumeMounts:
— name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/bin/Newgen/HGConfig

subPath: OmniDocsll.0/OmniDocsll.OWeb/Newgen/HGConfig
— name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/conf/redisson.yaml

subPath: CmniDocsll.0/CmniDocsll.0Webk/redisson.yaml
— name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/conf/web.xml

subPath: CmniDocsll.0/CmniDocsll.0Wek/wek.xml
— name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/lib/jboss-ejb-client.properties

subPath: OmniDocsll.0/0OmniDocsll.0Web/jboss-ejb-client.properties
— name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/logs

subPathExpr: CmniDocsll.O/ProductLogs/odllOweb-Jenkins Build Number/tomcat_ logs/$ (POD _NAME)
- name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/bin/Newgen/NGLogs

subPathExpr: CmniDocsll.O/Productlogs/odllOweb-Jenkins Build Number/NGLogs/$ (POD_NAME)
— name: nfs-volume-mount

mountPath: /Newgen/jws-5.7/tomcat/bin/Newgen/NGTemp

subPathExpr: CmniDocsll.O/ProductLogs/odll0Oweb-Jenkins Build Number/NGTemp/$ (PCD_NAME)
— name: nfs-volume-mount

mountPath: /Newgen/jboss-eap-7.4/bin/SystemReports

subPath: OmniDocsll.0/SystemReports

Figure 2.8

In volumeMounts, mountPath is a path inside the container that is being mounted. Here,
mountPath cannot be changed as this structure is predefined in a container image. subPath works
as a relative path that is appended to the attached persistent volume’s mount path. subPathExpr is
used to segregate the product logs container wise. And the name is a user-defined name that must
be matched with the name specified in volumes.
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volumes :
- name: nfs-—volume-mount
persistentVolumeClaim:
claimName: nfs-pvc

Figure 2.9

In volumes, nfs-pvc is the persistent volume claim name.
e Ports: In the OmniDocsWeb.yml file, containerPort 8080 is specified that means only 8080 port
gets exposed outside the container and no other port is accessible from outside.

ports:
- name: http
containerPort:

e ReadinessProbe: The kubelet used the readiness probe to know when a container is ready to
start accepting traffic. Until unless the readiness probe is not succeeded the container does not
serve the user requests.

readinessFrobe:
httpGet:
path: Jomnidocs/web
port:
$ Intial delay is set to a high walus to have a better

¥ vigibility of the ramped deployment
initialDelaySeconds:
periocdSeconds:

Figure 2.10

Here, until unless ip:port/OmniDocs/web is not accessible, the container not accepts the user
request.

e LivenessProbe: Docker containers have healing power, if an application running inside the
container gets down due to any reason or becomes unresponsive then Kubernetes auto-
restarts that application inside the container. This feature is known as LivenessProbe in
Kubernetes.

livenessProbe:
httpGet:
path: Jomnidocs/web
port:
initialDelaySeconds:
failureThreshold:
periodSeconds:

Figure 2.11
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e Environment variable: In the OmniDocsWeb.yml file, the JAVA_OPTS parameter is defined
that is used to set the heap size in the WEB container dynamically.

- name: JAVA OPTS
value: "-XX:+UseContainerSupport -XX:+DisableExplicitGC -XX:InitialRAMPercentage=50.0
-¥X¥:MaxRAMPercentage=50.0"

NOTE:

XX:MaxRAMPercentage is a parameter that tells the JVM how much available memory to use as a max heap size. In the
above example, 50% of total memory is allocated as heap size. You can use the above guidelines to update other YAML
files.

e ImagePullSecret: ImagePullSecret is a secret value that is used to pull an image from a private
container repository like RedHat Quay Registry.

imagePullSecrets:
- name: guay-pull-secret

This imagePullSecrets will be created using Quay-secret.yml file.

NOTE:
Follow the above steps to update the below YAML files:
e OmniDocsWeb_Services.yml
e OmniDocsEJB.yml
e  OmniDocsServices.yml
e EasySearch_ApacheOnly.yml
e TEM.yml
e OmniScanWeb7.0.yml
® OmniDocsSMS.yml

® OmniDocswopi.yml

2.6 IngressController.yml file changes

The changes are as follows:

e Along with the product’s YAML file, Ingress Controller’s YAML file IngressController.yml will also
be shared. Using an ingress controller and ingress rules, a single IP address can be used to route
traffic to multiple services in an OpenShift cluster. The Ingress Controller creates a separate
OpenShift route for each ingress rule which routes the incoming requests to the target
OpenShift services according to the host-based routing rules.

For example, set the rules as below:
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» If URL is OmniDocs.newgendocker.com, then redirect to the OmniDocsWeb container.
» If URL is omniscan.newgendocker.com, then redirect to the OmniScanWeb container.

e Inthe IngressController.yml file, default namespace is given as newgen. You can change this

name as per your requirement. For example,

apivVersion: networking.kZs.iofvl
kind: Ingress
metadata:

name: oCp-ingress

namespace: newgen

annotations:

route.openshift.io/termination: "edge"

haproxy.router.openshift.io/timeont: 300s

haproxy.router.openshift.io/balance: cookie
speoc:

Figure 2.12

e In the IngressController.yml file, there are multiple host-based rules defined. A few of them

are listed below:

» OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net

If the host URL is ‘OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net’, then it
redirects the user request to the od110web container’s service which is running on port
8080. Here, OmniDocs web is the name of the OmniDocsWeb container and
newgenopenshiftcluster is name of OpenShift cluster.

OmniDocswebservices.apps.newgenopenshiftcluster.newgensoftware.net

If the host URL is
OmniDocswebservices.apps.newgenopenshiftcluster.newgensoftware.net, then it
redirects the user request to the od110websvc container’s service which is running on
port 8080. Here, od110websvc is the name of the OmniDocs Web Service container and
newgenopenshiftcluster is name of OpenShift cluster.

OmniDocsconsole.apps.newgenopenshiftcluster.newgensoftware.net

If the host URL is OmniDocsconsole.apps.newgenopenshiftcluster.newgensoftware.net,
then it redirects the user request to the od110ejb container’s service which is running
on port 9990. Here, 0d110ejb is the name of the OmniDocsEJB container and
newgenopenshiftcluster is name of OpenShift cluster.

apachemanifold.apps.newgenopenshiftcluster.newgensoftware.net

If the host URL is apachemanifold.apps.newgenopenshiftcluster.newgensoftware.net,
then it redirects the user request to the easysearch11 container’s service which is
running on port 8345. Here, easysearch1l is the name of the EasySearch container and
newgenopenshiftcluster is name of OpenShift cluster.
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2.7

omniscan.apps.newgenopenshiftcluster.newgensoftware.net
If the host URL is omniscan.apps.newgenopenshiftcluster.newgensoftware.net, then it
redirects the user request to the omniscanweb container’s service which is running on
port 8080. Here, omniscanweb is the name of the omniscanweb container and
newgenopenshiftcluster is name of OpenShift cluster.

In this YAML file, change the host URL, ServiceName, ServicePort, and the name “name:

appgw-ingress” as per our choice.

After making the required changes, deploy the Ingress controller by executing this YAML file

using the below command:
kubectl apply —-f IngressController.yml

Configuration files changes

The section contains the prerequisites and other changes required in configuration files.

2.7.1 Prerequisites

The prerequisites are as follows:

All the configuration files and folders must be uploaded to the NAS server at mount path as
defined in the YAML file Storage_PV_PVC.yml.

The Redis Cache server must be configured.

A valid wildcard certificate and the domain are already configured.

SSL/TLS must be configured with the Ingress Controller or Load Balancer.

2.7.2 OmniDocsWeb changes

The changes in OmniDocsWeb are as follows:

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml file in between the <endPointURL></endPointURL> tags located inside the
OmniDocsWeb\Newgen\NGConfig\ngdbini folder kept inside the mount path on NAS server.

TR eI IO IS
[<ClientInfo>
<ProviderUrl></ProviderUrl>
<jndiServerlame></jndiServerame>
<jndiServerPort></jndiServerPort>
<Context3uffix></ContextSuffix>
<WildFlyUserName></WildFlyUserName>
<WildFlyPassword></WildFlyPassword>
<JIndiContextFactory></JndiContextFactory>
<ClientLockUplams>ejb:omnidocs ejb/omnidocs ejb/NGOClientServiceHandlerBean!com.newgen.omni. jts. tan.NGOClientServiceHandlerHome</ClientLockUpllams:
<RdminLoockUpName>ejb:omnidocs_ejb/omnidocs ejb/NGOAdminServiceHandlerBean!com.newgen.omni.jts. tan.NGOAdminServiceHandlerHome</RdminLoockUplame>
<UrlPackagePrefix></UrlPackagePrefix>
<endPoi ntU'RLihttp ://0d110ejb:8080/callbroker/execute/GenericC allBereri/ endPointURL>
<xml ParamName>InputiML</xml Paramiame>
<HeaderKey></HeaderKey>
<HeaderValue></HeaderValue>
[</ClientInfo>

Figure 2.13

Here, 0od110ejb is the name of the OmniDocsEJB container.

OmniDocs Configuration and Deployment Guide for OpenShift Version: 11.3 Page 16



e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in IS.ini file in
between the <endPointURL ></endPointURL > tags located inside the
OmniDocsWeb\Newgen\NGConfig folder kept inside the mount path on NAS server.

For example,

<LogPath>Replication.log</LogPath>
<5M5Timelut»>60000</ SMSTimeCut >
<5M5BeadInterval >30000</5M5ReadInterval >
<SMSBetryCount>5</SMSRetryCount >
<SMSGenerateLog>true</SMSGenerateLogs
<IsJNDI>true</IsJNDI>
{EnchintURh*ﬂﬁ;HffDdlerjb:BU8UfcallbrokerfexecutefﬁenericﬂallBerertfEnchintURL}
<¥xml Paramilame>InputXML< / xm]l Paramilame >
<HeaderkKey></HeaderkKey>

<HeaderValue>»< /HeaderValue>
<ProviderlUrl></ProviderlUrl:
<jndiServerName></jndiServerName>
<jndiServerPort></jndiServerPort>

Figure 2.14

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in jboss-ejb-

client.properties file located inside the OmniDocsWeb folder kept inside the mount path on

NAS server.
For example,

remote.connectionprovider.create.options.org.xnio.Options. 551 ENABLED=false
remote.connections=default

remote.connection.default.host=0dl10ejb

remote.connection.default.port = 8080

remote.connection.defaulc. '.Jsernan'.e=m

remote.connection. default . password=tiRiaem

remote.connection.default.connect.options.org.xnic.Options. SASL POLICY NOANONYMOUS=false

Figure 2.15

Here, od110ejb is the name of the OmniDocsEJB container.

e Update the Redis cache’s configuration endpoint in redisson.yaml file against the
singleServerConfig or clusterServersConfig. If redis cache is SSL enabled then use

rediss://<endpoint url>:port and if SSL is not enabled then use redis://<endpoint url>:port.

This file redisson.yaml is located inside the OmniDocsWeb folder kept inside the mount path

on NAS server.
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singleServerConfig:
idleConnectionTimecut:
connectTimeout:
timeout:
retryAttempts:
retryInterval:
password: "systeml23Is"
subscriptionsPerConnection:
clientName: null
address: "redis://19%2.1658.53.69:63749"
subscriptionConnectionMinimmIdleSize:
subscriptionConnectionPoolSize:
connectionMinimummIdleSize:
connectionPoolSize:
database:
dnsMonitoringInterval:
threads:
nettyThreads:
codec: !'<org.redisson.codec.MarshallingCodec> [}
transportMode: "NIO"

$Beference: https://github.com/redisson/redisson/wiki/2.-Configqurationg2é-single-instance-mode

#CLUSTER ---

#CLUSTER clusterServersConfig:

#CLUSTER idleConnectionTimecut: 10000

#CLUSTER connectTimecut: 10000

#CLUSTER timecut: 3000

#CLUSTER retryhttempts: 3

#CLUSTER retrylnterval: 1500

#CLUSTER failedSlaveReconnectionInterval: 3000
#CLUSTER failedSlaveCheckInterval: 60000
#CLUSTER password: null

#CLUSTER subscriptionsPerConnection: 5
#CLUSTER clientWame: null

#CLUSTER loadBalancer: !<org.redisson.connection.balancer.RoundRobinloadBalancer> [}

Figure 2.16

e Open the web.xml file in edit mode located inside the OmniDocsWeb folder kept inside the
mount path on NAS server.

e Search for filter httpHeaderSecurity and update the <param-value></param-value> tag’s
value with OmniDocs URL without context name against <param-name>
antiClickJackingUri</param-name>.

<filter>
<filter-name>httpHeaderSecurity</filter name>
<filter—-class>org.apache.catalina.filters.HttpHeaderSecurityFilter</filter—-class>
<async-supported>true</async-supported>
<init-param>
<param-name>antiCliekJackingOption</param—name>
<param-value>ALLOW-FROM</param-valus>
</init-param>
<init-param>
<param-name>antiClickJackingUri</param-name>
<param-value>romnidocs.newgendocker.com</param-valus>
</init-param>
</filter>

Figure 2.17
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e Search for filter-class <filter-class>org.apache.catalina.filters.CorsFilter</filter-class> and
update the <param-value></param-value> tag’s value with OmniDocs URL with protocol
against <param-name> antiClickJackingUri</param-name>.

<filter>
<filter-name>CorsFilter</filter-name>
<filter-class>org.apache.catalina.filters.CorsFilter</filter-class>
<init-param>
<param-nams>cors.allowed.origins</param-nams>
<param-value>https://omnidocs.newgendocker.com, https://88xggg. sharepoint.com</param-valus>
</init-param>
<init-param>
<param-name>cors.allowed.methods</param-names>
<param-valus>GET, POST,HEAD , OPTIONS , PUT</param-valus>
</init-param>
<init-param>
<param-name>cors.allowed.headers</param-name>
<param-valus>
Content-Type ,X-Requested-With,accept,Origin,Access-Control-Request-Method,Access-Control-Request-Headers,Access-Control
-Allow-Origin</param-valus>
</init-param>
</filter>
<filter-mapping>
<filter-name>CorsFilter</filter-name>
<url-pattern>/osaweb/*</url-pattern>
</filter-mapping>

Figure 2.18

e Open the web_svc.xml file in edit mode located inside the OmniDocsWeb folder kept inside
the mount path on NAS server.

e Search for filter-class "<filter-class>org.apache.catalina.filters.CorsFilter</filter-class>" and
update the <param-value></param-value> tag’s value with OmniDocs URL with protocol
against <param-name> antiClicklackingUri</param-name>.

<filter>
<filter-name>CorsFilter</filter-name>
<filter-cla=srorg.apache.catalina.filters.CorsFilter</filter-class>
<init-param>
<param-nams>cors.allowed.origins</param-names:>
<param-valus>rhttps://omnidocs . bpmsonclond. co. in</param-valus>
<finit-param>
<init-param>
<param-name>cors.allowed.methods</param-nams>
<param—-value>GET, POST , HEAD, OPTIONS, PUT</param-value>
<finit-params>
<init-param>
<param-name>cors.allowed. headers</param-names>
<param-value>
Content-Type, X-Requnested-With,accept ,Origin, Access-Control-Reguest
</param-value>
</init-param>
<init-param>
<param-name>cors.exposed. headers</param-names>
<param—-valuerAccess—Control-Allow-0Origin</param-value>
</init-param:>

<ffilter>

Figure 2.19
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2.7.3 Wrapper changes
The changes are as follows:
e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside
the ODServices/Wrapper/ngdbini folder kept inside the mount path on NAS server.

<ClientInfox>
<ProviderUrl></ProviderUrl>
<jndiServerName></jndiServerName>
<jndiServerPort></jndiServerPort>
<ContextSuffix></ContextSuffix>
<WildFlyUserName><,/WildFlyUserName>
<WildFlyPassword></WildFlyPassword>
<JndiContextFactory></JndiContextFactory>
<ClientLookUpllame>ejb:omnidocs_ejb/omnidocs_ejb/NGOClientServiceHandlerBean!com.newgen.omni.jts. tan.NGOClientServiceHandlerHome</ClientLockUplams:
<RdminLookUplame>ejb:omidocs_ejb/omnidocs_ejb/NGOAdminServiceHandlerBean!com.newgen. omni. jts. txn. NGOAdminServiceHandlerHome</AdminLookUplame>
«UrlPackagePrefix></UrlPackagePrefin:
< an:chim:U‘RLlhttp ://odll0ejb:8080/callbroker/execute/Generi cCallBroleri/en:chintU‘RL >
<xmlParamName >InputXML</xml Paramlams>
<HeaderKey></HeaderKey>
<HeaderValus></HeaderValus>
</ClientInfo>

Figure 2.20

Here, od110ejb is the name of the OmniDocsEJB container.

2.7.4 AlarmMailer changes

Prerequisite:
The cabinet is created and associated with the running containers. If the cabinet is not created,
then refer to Cabinet and Data Source Creation section.

Make the changes in AlarmMailer that are as follows:

1. Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in /S.ini in between
the <endPointURL></endPointURL> tags file located inside the ODServices or AlarmMailer folder
kept inside the mount path on NAS server.

For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

2. Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside the
ODServices/AlarmMailer/ngdbini folder kept inside the mount path on NAS server.

For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

3. Update the below settings in the Alarm.ini file located inside the ODServices/AlarmMailer folder

kept inside the mount path on NAS server.
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i.  Update the OmniDocs URL without context name in between the

<webservername></webservername> tag.
For example,
<webservername>0mniDocs.apps.newgenopenshiftcluster.newgensoftware.net
</webservername>
Here, OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net is the host path
defined in the AppGateway-IngressController.yml file.

ii. Leave the WebServerPort as blank if OmniDocsWEB URL does not contain a port.
For example, <webserverport></webserverport>

iii.  Update the OmniDocs cabinet name in between <cabinetname></cabinetname> tag.
For example, <cabinetname>ecmsuite</cabinetname>
Here, ecmsuite is the OmniDocs cabinet name gets created.

iv.  Update the OmniDocs supervisor group’s user in between the <user></user> tag.
For example, <user>supervisor</user>

v. Update the OmniDocs supervisor group’s user password in between the
<password></password> tag. Ensure that this password must be in an encrypted
format.
For example, <password>:X-D;U:T-C;P-C;p5-C;b:d:</password>

2.7.5 LDAP changes

Prerequisite:
The cabinet is created and associated with the running containers. If the cabinet is not created,
then refer to the Cabinet and Data Source Creation section.

The changes in LDAP are as follows: (For On_Prem Active Directory)

e Ensure that the LDAP Domain server is configured, and a private tunnel is created between the
Kubernetes worker nodes and the LDAP Domain server.

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside the
ODServices/ODAuthMgr/ngdbini folder kept inside the mount path on NAS server.

For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

e Update the cabinet name and domain name in the ldap.ini and Hook.ini file located inside the

ODServices/ODAuthMgr folder kept inside the mount path on NAS server.
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#Ius Now 26 11:34:40 IST 2013

DISPort=1994%

DISIPRddress=127.0.0.1

Log4j properties_file=jtshook logd].properties
Encoding=UTF-2

PROTOCOL=1dap Hook.ini
LOGOUTTIME=15000

DIRECTORYSEEVICE=RActiwveD5

REACTUI=trus

# Default domain name to add user For multidomain LDAF
DEFAULTDOMA TH=eCo. COm
echsulte=eco.Ccom

Figure 2.21
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#Wed Dec 23 10:53:14 GMT+05:30 2009
DISPort=1999

DISIPAddress=127.0.0.1 o
Encoding=UTF-8 LDAP.ini
setEncoding=true

LogQutTime=15000

IsMakerChecker=N

# Default domain name to add user For multidomain LDAP
ecmsuite=eco.con

Figure 2.22
Here, ecmsuite is the cabinet name and eco.com is the domain name.
e Update the same cabinet name and domain name in the Idap.ini and Hook.ini file located inside
the OmniDocsWeb\Newgen\NGConfig folder kept inside the mount path on NAS server.
e Update the ODServices container’s service name [Defined in respective YAML file] in Idap.ini
and Hook.ini file located inside the OmniDocsWeb\Newgen\NGConfig folder kept inside the
mount path on NAS server.

ry
#

#Tue Nowv 26 11:34:40 IST 2013

DISPort=195949

DISIPAddress=odllOservices

Log4])_properties file=jtshook logd].properties
Encoding=UTF-&

FROTOCOL=1dap Hook.ini
LOGOUTTIME=15000

DIRECTORYSERVICE=RctiwveD5

REACTUI=trus

# Default domain name to add user For multidomain LDRP
CEFAULTDOMAIN=8Co.Com
ecmsuite=eco.com

Figure 2.23
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#Wed Dec 23 10:53:14 GMT+05:30 2009
DISPort=1999
DISIFPAddress=odllOservices
Encoding=UTF-8

setEncoding=true

LogOutTime=15000 Idap.ini
IsMakerChecker=N

# Default domain name to add user For multidomain LDAP
ecmsuite=eco.com

Figure 2.24

Here, od110services is the service name of the ODServices container.

e Set <Display> as true for LDAP in AdminMenuOptions.xml located inside
OmniDocsWeb/Newgen/NGConfig/ngdbini/Custom/CABINETNAME folder kept inside the
mount path on NAS server.

<SSRELink>
<LinkName>Ldap</LinkName>
<LinkDescription>LdapDescription</LinkDescription>
<JspName>/ldap/config.jsp</JIspName>
<Display>true</Display>
<IconURL></IconURL3]

</85ALink>

Figure 2.25

The changes in LDAP are as follows: (For Azure Active Directory)

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside the
ODServices/ODAuthMgr/ngdbini folder kept inside the mount path on NAS server.

For example,
<endPointURL>http://0d110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

e Update the cabinet name, domain name, and directory service as AzureAD in the Hook.ini file

located inside the ODServices/ODAuthMgr folder kept inside the mount path on NAS server.
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DISPort=1599

DISIPAddress=127.0.0.1

Logd4] properties_file=jtshook logd].properties
Encoding=UIF-£&

PROTOCOL=1dap Hook.ini
LOGCOUITIME=15000

DIRECTORYSERVICE=Lzur=AD

RELCTUI=trus

# Default domain name to add user For multidomain LDAP
DEFAULTDOMATIN=eCo. COm
ecmsuite=eco.Com

Figure 2.26

e Update the cabinet name and domain name in the Idap.ini file located inside the ODServices or
ODAuthMagr folder kept inside the mount path on NAS server.

=

#Wed Dec 23 10:53:14 GMT+05:30 2009
DISPort=199%

DISIPAddress=127.0.0.1 .
Encoding=UTF-8 LDAP.ini
setEncoding=true

LogOutTime=15000

IsMakerChecker=N

# Default domain name to add user For multidomain LDAP
ecmsulite=eco. cord

Figure 2.27

Here, ecmsuite is the cabinet name and eco.com is the domain name.

e Update the directory service as AzureAD in the DIS.xml file located inside the ODServices or
ODAuthMgr folder kept inside the mount path on NAS server.

L
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<HKMLZ>

<Title>Cabinet Mapping Information</Title>

<Body>

<Debug>
<Log4jPropPath>dissynch_log4j.properties</Log4jPropPath>
<SynchLog>true</SynchLog>

<DISLog>false</DISLog>
<changePazs>false</changsePass>
<Language>english</Languags>
<Encoding>UTF-8</Encoding>
<JTSIP>127.0.0.1</JTSIP>

<JTSPort>3333</JTSPort>

</Debug>

<RootDirectoryInformation>
{DirectoryService}AzureAﬂ</DirectoryService}
</RootDirectoryInformation>
<NoOfCabinets>0</NoOfCabinets>
<doSynch>true</doSynch>
<GroupSynch>true</GroupSynch>
<ExistingUserAsNonDomain>false</ExistingUzerAzNonDomain>
<NonDomainSupport>true</NonDomainSupport>
<InactivateDeleteUser>true</InactivateDeleteUser>
<Protocol>1ldap</Protocol>

<DISPort>1999</DISPort>

<CabinetList>

</CabinetList>

</Body>

</KML>

Figure 2.28

the OmniDocsWeb\Newgen\NGConfig folder kept inside the mount path on NAS server.

mount path on NAS server.
Update the directory service as AzureAD in Hook.ini and config.ini located inside the
OmniDocsWeb\Newgen\NGConfig folder kept inside the mount path on NAS server.

DISPort=19%4%

DISIPAddress=odlliservices

Log4j properties_file=jtshook logd].properties
Encoding=UTF-& ..
PROTOCOL~1dap Hook.ini

LOGOUTTIME=15000
DIRECTORYSERVICE=AzureiD
RELCTUI=true

# Default domain name to add user For multidomain LDAFP
CEFAULTDOMAIN=2CO. COm
echisuite=eco.col

Figure 2.29

Update the same cabinet name and domain name in the Idap.ini and Hook.ini file located inside

Update the ODServices container’s service name [Defined in respective YAML file] in Idap.ini
and Hook.ini file located inside the OmniDocsWeb\Newgen\NGConfig folder kept inside the
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#Wed Dec 23 10:53:14 GMT+05:30 2009
DISPort=1999
DISIPAddress=odllOservices
Encoding=UTF-8

setEncoding=true

LogOutTime=15000 Idaplnl
IsMakerChecker=N

# Default domain name to add user For multidomain LDAP
ecmsuite=eco.com

Figure 2.30

DIRECTORYSERVICE=AzureAD

REACTUI=true - ..
config.ini

Figure 2.31

Here, od110services is the service name of the ODServices container.

e Set <Display> as true for Idap in AdminMenuOptions.xml located inside
OmniDocsWeb/Newgen/NGConfig/ngdbini/Custom/CABINETNAME folder kept inside the
mount path on NAS server.

For example,

<3SRLink>
<LinkName>Ldap</LinkName>
<LinkDescription>LdapDescription</LinkDescription>
<JspName>/ldap/config.jsp</JIspName>
<Display>true</Display>
<IconURL></IconURL>|

</8SELink>

Figure 2.32

2.7.6 SSO changes

Prerequisite:

The cabinet is created and associated with the running containers. If the cabinet is not created,
then refer to Cabinet and Data Source Creation section.

The changes in SSO are as follows:

e Update the <Host-Path URL of OmniDocsWeb container> at the place of
ibps5aurora.newgendocker.com in mapping.xml file located inside the
OmniDocsWeb/Newgen/NGConfig/ngdbini/SSOConFig folder.

e Update the CabinetName in mapping.xml file located inside the
OmniDocsWeb/Newgen/NGConfig/ngdbini/SSOConFig folder.
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Configure the CabinetName=DomainName in sso.ini file located inside the
OmniDocsWeb/Newgen/NGConfig/ngdbini/SSOConFig folder.

ecmsuite=eco.com

2.7.7 Scheduler changes

Prerequisite:

The cabinet is created and associated with the running containers. If the cabinet is not created,

then refer to Cabinet and Data Source Creation section.

The changes in Scheduler are as follows:

Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in IS.ini in
between the <endPointURL></endPointURL> tags file located inside the ODServices or
Scheduler folder kept inside the mount path on NAS server.

For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside
the ODServices/Scheduler/ngdbini folder kept inside the mount path on NAS server.

For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

Update the ODServices container’s service name [Defined in respective YAML file] in
SchedulerConf.ini file located at ODServices or Scheduler folder kept inside the mount path
on NAS server.

For example: schedulerlpAddress=od110services

Update the ODServices container’s service name [Defined in respective YAML file] in
eworkstyle.ini file located at
OmniDocsWeb/Newgen/NGConfig/ngdbini/Custom/<CABINETNAME> folder kept inside the
mount path on NAS server.

For example: schedularLocation=0d110services

2.7.8 ThumbnailManager changes

Prerequisite:

The cabinet is created and associated with the running containers. If the cabinet is not created,

then refer to Cabinet and Data Source Creation section.
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The changes in ThumbnailManager are as follows:

Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in IS.ini in
between the <endPointURL></endPointURL> tags file located inside the ODServices or
ThumbnailManager folder kept inside the mount path on NAS server.

For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside
the ODServices/ThumbnailManager/ngdbini folder kept inside the mount path on NAS
server.

For example,
<endPointURL>http://0d110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

Update the cabinet name, supervisor group’s user name, and password in
ThumnailConfig.xml located inside the ODServices or ThumbnailManager folder kept inside
the mount path on NAS server.

<cabinets>»<cabinet><cabinetname>ecmsuite</cabinetname><jtsip>127.0.0.1
</jtsip><itsport>3333</jtsport><user>supervisor</user><password>:X-D;U:T-C;P-C;p5-C;b:
</password><BatchSize>10</BatchsSize><priority>1l</priority><encoding>UTF-8
f/encoding></cabinet></cabinets>

Figure 2.33

L
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2.7.9 TEM changes

Prerequisite:
The cabinet is created and associated with the running containers. If the cabinet is not created,
then refer to Cabinet and Data Source Creation section.

The changes in TEM are as follows:

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in IS.ini and

NGOClientData.xml in between the <endPointURL></endPointURL> tags file located inside
the TEM folder kept inside the mount path on NAS server.
For example,
<endPointURL>http://od110ejb:8080/callbroker/execute/GenericCallBroker</endPointURL>
Here, od110ejb is the name of the OmniDocsEJB container.

e Update the cabinet name in filename FTSServer-CABINETNAME-1.properties.

For example: FTSServer-ecmsuite-1.properties [ecmsuite is the cabinet name].

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in FTSServer-
ecmsuite-1.properties renamed earlier.

e Update the OmniDocs supervisor group’s user name.

e Update the OmniDocs supervisor group’s user password. Ensure this password must be in an
encrypted format.

ServerAddress=odllleib

SiteId=1

UserName=supervisor
Password=:¥-D;U:T-C; P-C;p5-C;b:d:
PollTime=10

OCRPath=tesseract
DocumentCount=1000

Language=eng

SleepTime=15

Figure 2.34

2.7.10 EasySearch changes

Prerequisite:

The cabinet is created and associated with the running containers. If the cabinet is not created,
then refer to Cabinet and Data Source Creation section.

The changes in EasySearch (Apache Manifold only) are as follows:

e Update the Database details in the ESconfig.ini file located inside the
EasySearch\ESConfigurator\conf folder kept inside the mount path on NAS server.
» ESClusterName=CABINETNAME_cluster
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OdDBIPAddress=DBIP

OdDBPort=DBPORT
OdCabinetName=CABINETNAME
OdDBUserName=DBUSER
OdDBPassword=DBPASSWORD in encrypted format
OdDBType=sqlserver | oracle | postgres

YVV YV V VYV

ESServerTCPPort=9300

ESServerHttpPort=9200

ESProtocol=http
ESClusterName:ecmsuite_cluster
OdDBIPAddress=omnidocs—aurorards—-db—-instance-l-restore
OdDBPort=5432

OdCabinetName=ecmsuite
OdDBUserName=postgres
OdDBPassword=:X-D;Y-D;L-C;N-C;VSJ-C;4T-C; r
OdDBType=postgres

MCFIPAddress=127.0.0.1|

Figure 2.35

e Update AppToBeConfigured=ApacheManifold in the ESconfig.ini file located inside the
EasySearch\ESConfigurator\conf folder kept inside the mount path on NAS server.

e Update the cabinet name in the CrawlerConfig.xml file located inside the EasySearch\apache-
manifoldcf-2.25\example folder kept inside the mount path on NAS server.

e Update the OmniDocs supervisor group’s user name.

e Update the OmniDocs supervisor group’s user password. Ensure this password must be in an
encrypted format.

<cabinsts>

<jtsip>127.0.0.1</jtsip>

<jtsport>3333</jtsport>
<StopPhraseFlag>»N</StopPhraseFlag>

<StopPhrases>

<StopPhrass>Newgen Software Techneolegies</StopPhrase>
<S3topPhrase>omnidocs</StopPhrase>

</StopPhrases>

<Pages>ALL</Pages>

<FeyVault>false</FeyVault>
<isAuthEnabled>N</isZuthEnabled>

<cabinet>

<cabinstnams>odazure24nov</cabinstnams>
<userrsupervisor</user>
<password>:¥X-D;Y-D;L-C;N-C;VSJ-C;4T-C;r</password>
<ESEnakled>N</ESEnabled>

</cabinet>

</cabinets>

Figure 2.36

L
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Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml and RMClientData.xml in between the <endPointURL></endPointURL>
tags file located inside the EasySearch/apache-manifoldcf-
2.25/example/Newgen/NGConfig/ngdbini folder kept inside the mount path on NAS server.
Update the EnableEasySearch=Y in the eworkstyle.ini file located inside the
OmniDocsWeb\Newgen\NGConfig\ngdbini\Custom\CABINET_NAME folder kept inside the
mount path on NAS server.

¥For EasySearch
EnableEasySearch=Y
EnableEasySsarchIindsxDropDowvn=N
EasySearchIPAddress=127.0.0.1
EasySearchHttpPort=5%200

Figure 2.37

2.7.11 WOPI changes

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in
NGOClientData.xml file in between the <endPointURL></endPointURL> tags located inside
the OmniDocs_WOPI\Newgen\NGConfig\ngdbini folder at the mapped location on the
Worker node.

TENT TS IO I

<ClientInfo>

<ProviderUrl></ProviderUrl>

<jndiServerName></jndiServerName>

<jndiServerPort></jndiServerPort>

<ContextSuffix></ContextSuffix>

<HildFlyUserName></WildFlyUserName:

<WildFlyPassword></WildFlyPassword>

<JndiContextFactory></JIndiContextFactory>

<ClientLockUplare>ejb:omnidocs_ejb/omnidocs_ejb/NGOClientServiceHandlerBean!com.newgen.omni.jts. txn. NGOClientServiceHandlerHome< /ClientLookUplame>
<RdminlockUplame>e]jb: omnidocs_ejb/omnidocs ejb/NGOAdminServiceHandlerBean!com.newgen.omni.jts. tan. NGOAdminServiceHandlerHome</RdminLockUpliame>
<UrlPackagePrefix></UrlPackagePrefix>

<endPoi m:U'RL'http ://odll0ejb:8080/callbroker/execute/GenericCal IBereWI.f endFPointURL>

<xmlParamfames>InputXMLs/xmlParamilame >

<HeaderKey></HeaderKey>

<HeaderValue></HeaderValue>

</ClientInfo>

Figure 2.38

Here, od110ejb is the name of the OmniDocsEJB container.

e Update the OmniDocsEJB container name [Defined in OmniDocsEJB.yml file] in IS.ini file in
between the <endPointURL ></endPointURL > tags located inside the
OmniDocs_WOPI\Newgen\NGConfig folder at the mapped location on the Worker node.
For example,
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<LogPath>Replication.log</LogPaths>
<SM5TimeCut>60000<,/SMSTimeCut >
<5M5BeadInterval >30000</5M5ReadInterval>
<3MS5RetryCount>5</5SM3RetryCount >
<3MSGenerateLog>true</SMSGenerateLogs
<IsJNDI>true</IsJNDI>
<EnchintURh*ﬂﬁ;HffDdlerjb:BU8UfcallbrokerfexecutefﬁenericﬂallBererkfEnchintURL}
<xml Paramlame>InputiML< / xml ParamName =
<HeaderBey></HeaderkKey>
<HeaderValue><,/HeaderValue>
<ProviderlUrl></ProviderlUrl>
<jndiServerName></jndiServerName>
<jndiServerPort></jndiServerPort>

Figure 2.39

e Update the WOPI_SOURCE, OMNIDOCS REDIRECTURL and CABINETNAMIE in
WOPIConfiguration.ini file located inside the
OmniDocs_WOPI\Newgen\NGConfig\AddInsConfig folder at the mapped location on the
Worker node.

WOFPIFPrivatsSecEng=T7+9PiBHaDZ3bglvvyT0pJde+/vSoTTT+97T4+9EL3vvT3wvTli77+9774+540+//veed
WOPI_SOURCE=https://wopi.newgendocker. com
#To enable custom app functionality and breadcrumb URL redirection,should incorporate the app at this location.

OMNIDOCS REDIRECTURI=https://omnidocsllalpine.newgendocker,.com/omnidocs/wopi/redirect.html
#HYEPP_A:D:REC?URL=httn3:fﬁwcn;.dcma;:.ccmfﬁtt fredirect . html

#Cabinet Index If admin wants to configure multiple cabinet then need to add new cabinet with increment index .
#:gcff;cewcp;_:HDEX This is example for ngofficewopli cabinetname and index 1

odpostgresibdec INDEX=1

Figure 2.40

Where,

https://wopi.newgendocker.com is host URL of WOPI container.
https://omnidocs11alpine.newgendocker.com is Host URL of Omnidocs WEB container.
odpostgresl5dec is cabinet name.

e Open the web.xml file in edit mode located inside the OmniDocs_WOPI folder at the mapped

location on the Worker node.
e Search for filter-class <filter-class>org.apache.catalina.filters.CorsFilter</filter-class> and

update the <param-value></param-value> tag’s value with OmniDocs URL against <param-

name> antiClickJackingUri</param-name> and * against <param-
name>cors.allowed.origins</param-name>
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<filter>
<filter-name>httpHeaderSecurity</filter-name>
<filter-class>org.apache.catalina.filters.HttpHeaderSecurityFilter</filter-class>
<async-supported>true</async-supporteds
<init-param>
<param-name>antiClickJackingOption</param-name>
<param-value>ALLOW-FROM</param-value>
</init-param>
<init-param>
<param-name>antiClickJackingUri</param-name>
<param-value>omnidocsllalpine?.newgendocker.com</param-value>
</init-param>
</filter>

<filter>
<filter-name>CorsFilter</filter-name>
<filter-class>org.apache.catalina.filters.CorsFilter</filter-class>
<init-param>
<param-name>cors.allowed.origins</param-name>
<param-value>*</param-values>
<finit-param>
<init-param>
<param-name>cors.allowed.methods</param-name>
<param-value>GET, POST, HEAD, OPTIONS , PUT< /param-value>
</init-param>
<init-param>
<param-name>cors.allowed. headers</param—name>
<param-valus>Content-Type, X-Requested-With,accept,Origin,Access-Control-Request-Method, Access-Control-Request-Headers, Access-Control-Allow-0Origin
</param-value>
</init-param>
</filter>

Figure 2.41

e Add the CSPHeaderAllowedDomains tag in the eworkstyle.ini file located inside the
OmniDocsWeb/Newgen/NGConfig/ngdbini/odwebini folder at the mapped location on the
Worker node.

CSPHeaderAllowedDomains=default-src * data: 'unsafe-inline' 'unsafe-eval';

e Add the WOPIOfficeExtensionSuppport and WOPIOfficeExtensionSuppportURL tag in the
eworkstyle.ini file located inside the
OmniDocsWeb/Newgen/NGConfig/ngdbini/Custom/CABINET_NAME folder at the mapped
location on the Worker node.

o WOPIOfficeExtensionSuppport = doc, docx, DOCX, DOC, xls, xlIsx, XLSX, XLS, ppt, pptx,
PPTX, PPT, wopitest, WOPITEST, wopitestx, and WOPITESTX
o WOPIOfficeExtensionSuppportURL = https://wopi.newgendocker.com

2.7.12 OmniScanWeb changes

Perform the below steps to register the cabinet in OmniScanWeb:
1. Openthe OmniScanWeb using the following URL:
http://<Host-Path URL of OmniScanWeb container>/omniscanweb
For example,
https://omniscan.apps.newgenopenshiftcluster.newgensoftware.net/omniscanweb
2. Click Register New Cabinet link on the OmniScan Web login screen.
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’.?‘», newgenomniScan

« Data entry support for user defined indexes.
+ Image assisted data entry.

» Auto blank page removal.

‘gen Software Technologies Limited.

Figure 2.42

3. Specify the Server URL as given below:

http://<Host-Path URL of OmniDocsWeb container>/NGServlet/servlet/ExternalServlet

For example,

https://OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net/NGServlet/serviet/Externa

IServlet

Port, and JBOSSEAP for AppServer Type.

€ Login Register Cabinet

° Connect @ Register

Server URL

7 newgen Omniscan

& Powered by Newgen Softwares

https://omnidocs.apps.newgenopenshiftcluster.newgensoftware.net/NGSe

AppServer [P
od110gjb
AppServer Port
2080
AppServer Type
|BOSSEAP v

Figure 2.43

5. Click Connect.
6. Select the Cabinet Name, Site ID, and Volume ID from the list.

Specify the OmniDocs EJB container name for AppServer IP or Server URL, 8080 for AppServer
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€ Login Register Cabinet

@ Connect e Register

Cabinet Name

odpostgres19nov hd
Site ID

odpostgres19novsite hd
Volume ID

odpostgres19novvel hd

2 newgen omniscan

© Powered by Newgen Softwares

Figure 2.44
7. Click Register.

2* newgen omniscan

supervisor
A

« Automated bulk scanning.
2 odpostgres19nov v

Register New Cabinet

» Creation of document types for segregation.

« Definition of data classes with fields.

@ Cabinet odpostgres19nov has been

successfully registered in OmniDocs. Ch-ome 100, Chromium 101, Firefox 99 and Screen resolution 1366 * 768

. ! oftware Technologies Limited. All rights r

Figure 2.45

The registered cabinet appears in the Cabinet Name list on the login screen. Now you can log
into OmniScan Web.

NOTE:
Ensure that the OmniScan_Template_Repository folder is already created in OmniDocs before logging into OmniScan
Web.
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2.8 Deploying containers

This section explains deployment of containers.

e Deployment of containers on OpenShift Container Platform can be done from the local

machine or bastion server by executing the below command or deploy them using Jenkins

pipeline. It is recommended to deploy the containers using Jenkins pipeline for better

traceability.
oc apply —-f <YAML File>

For example,
oc apply —-f OmniDocsWeb.yml

NOTE:

e To execute the above command, OpenShift CLI (oc) must be configured on your local server or bastion server.

e To deploy the containers using Jenkins pipeline, refer to the chapter “3 Configuration of Jenkins Release Pipeline”.

e InJenkins, a separate Release pipeline gets created for each Container images like:

OmniDocs Web

o OmniDocs EJB

o OmniDocs Web Services

o OmniDocs Services

o EasySearch

o TEM

o OmniScan

o OmniDocs SMS

o OmniDocs WOPI
® 1@: Openshift EasySearchli_ReleasePipeline N/A N/A N/A >
@ Z(:)Z OpenShift_OmniDocs_EJB_ReleasePipeline Tday 21hr #7 N/A 13 sec |>
@ Z(}Z OpenShift_OmniDocs_Services_ReleasePipeline Tday 21hr #4 N/A 3.4 sec |>
® Z(:)Z OpenShift_OmniDocs_SMS_ReleasePipeline Sdays21hr #3 N/A 3.3 sec |>
® Ol OpenShift OmniDocs WEB ReleasePipeline 1day21hr  #10 N/A 3.4 sec >
(S 1@: OpenShift OmniDocs Web Services ReleasePipeline N/A N/A N/A >
@ 1@: OpenShift OmniScan6.0_ReleasePipeline N/A N/A N/A >
@ ZC}I OpenShift_TEM11.0_ReleasePipeline N/A N/A N/A |>

Figure 2.46

e Trigger the Release Pipeline to deploy the required Container containers.
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e Once the deployment is done, deployed containers can be visible from the OpenShift
Console.

e Inany case, to restart the container then there are two options either redeploy the
container from Jenkins Release Pipeline which launches the new container by following up
the rolling update feature of Kubernetes or execute the restart command from Kubernetes’
pod’s shell.

e The restart command is different for each container.

Container Name Restart Command

OmniDocsWeb, OmniDocsWebService restartjws.sh
OmniDocsEJB restartjboss.sh
OmniDocsServices restartalarm.sh, restartauthmgr.sh,

restartscheduler.sh,restartthumbnail.sh,
restartwrapper.sh

EasySearch restartapache.sh
TEM restarttem.sh
OmniDocsSMS restartsms.sh
OmniScanWeb7.0 restartjws.sh
OmniDocs WOPI restartjws.sh

e Once the EasySearch11 container is deployed, execute the below command in Kubernetes pod’s
shell for the 1%t time to configure the Apache Manifold jobs. After that in subsequent

deployments, this execution is not required.
runESConfigurator.sh

2.9 Creating a cabinet and data source

Prerequisites:
e OmniDocsWeb, OmniDocsEJB, and OmniDocsServices are already deployed.
e Ingress Controller is already configured and deployed using the IngressController.yml file.

Once the above prerequisites are fulfilled, follow the below steps to create the Cabinet and Data
Source.

e Getting started with OSA

e Register JTS Server

e Connecting OSA to the JTS Server

e Creating a Cabinet

e Associating the Cabinet
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e Creating a Data Source

e Registration of the Cabinet

e Creating Site and Volume

2.9.1 Getting started with OSA

Perform the below steps to start the OSA:

1.

3.

4.

5.

Since the container is a CLI-based deployment you can’t launch any GUI-based application inside
the container. But you must use the OSA to create a cabinet that is a GUI-based application. In
such a case, deploy OSA to some GUI-based machine either on a local server or bastion server
along with OpenShift CLI (oc) installation on that bastion server.
Once OpenShift CLI is configured on the bastion server and it gets authenticated to access the POD
details, execute the below command to get local IP address and port number of the OmniDocs
Services container.

oc port-forward <ODServices_POD_NAME> 9996:9996 —n <namespace>

for example,

oc port-forward od110services-7b7655477-x7mrx 9996:9996 —n newgen

et pod -n newgen| findstr odll
Running

Figure 2.47

Once OSA is deployed on a machine, navigate to the OSA folder on that machine and double
click on RunAdmin.bat (For Windows) or RunAdmin.sh (For Linux) to start OSA.
When the application is launched. The Login dialog appears.

I =

Login
User iE-]rE'eem - F
IPasswaord | |

[ | |
I oK | | cancel |
Figure 2.48

Select the user as System and specify the password as system.
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6. Click OK to log in. After the successful login, the OSA screen appears displaying the list of
registered services.

& omniDocs Service Administration = u] X
Server Help
' serve Services
Select Service |<All> -
Server Location staf
Register
‘ »
Status
Initialization Complete Ready
Figure 2.49

2.9.2 Registering JTS server

Perform the below steps to register the JTS Server:
1. To register the JTS server, click Register button. The Register New Server dialog appears.
2. Specify the following details to register the SMS service.

e Server Type: JTS

e IP Address: 127.0.0.1

e Admin Port: 9996

Register New Server *
Enter the details

Server Type |JT5 | - |

IP Address  [127.0.0.1 |

Admin Port 9396 |

OK Cancel

Figure 2.50

3. Click OK to register the JTS Server.

OmniDocs Configuration and Deployment Guide for OpenShift Version: 11.3 Page 39



2.9.3 Connecting OSA to the JTS Server

Perform the below steps to connect the OSA to the JTS Server:

1. Once the JTS Server is registered, it is displayed in the list in a disconnected state.

& OmniDacs Service Administration - m] ®
Server Help
Servers Services
Setet Serviee [ [ |
Server Location 5ta
HNTS 127.0.0.1 : 9996 D
SMS 127.0.0.1 : 10000 Disconnected
[ st |[ s [ [umepse | [ o ]| [ iccomec
1] Il I ID
Status.
Initialization Complete Ready..
Figure 2.51

2. Select the registered JTS Server and click Connect. Once JTS is connected, the Manage button

gets enabled.

3. Click Manage button, after clicking on the Manage button, an entry of the connected JTS server

along with its IP Address is displayed on the upper-left panel in the repository view.

4. Select the JTS from the repository view. The list of already created and associated cabinets,

appears.

senver Jis Heip

Server Information

CabinefType.

Image £

[ ] [ |

CompileSP.

[

Figure 2.52
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2.9.4 Creating a cabinet

Perform the below steps to create a cabinet:

For Oracle:

1. Click Create. The Create Cabinet dialog appears.

Create Cabinet (127.0.0.1 : 9596) ot
Cabinet Type

l::l Document database D Image Server database @ Both

Database Type

l::} M55QL / Amazon RDS @ Crracle D Postgres l::} Azure l::l OracleRAC

Crracle Information

Service Name [ORCL | Port 1521 |
Cabinet information
Cabinet Name ||:r|:1 os07dec |
Server |.P. |1BZ.1EE.14EI.B:] |
User name |5y5 as sysdba |
Password |---------- |
Database Path |odosoTdec.db |
CD Key |¢ 8TQxVaeKT-VCquwifKiZhG6goebVU/Bu SThC 5cR:ku HRl
Security Lewel |Dbject Lawel | - |
Password Algorithm |PC1 |""|
Cabinet User ||:||:1 os07dec |
Cabinet Passwornd |--------- |

Enable FTS

Status

OK | | Cancel

Figure 2.53

2. Select the cabinet type that needs to be created from the Cabinet Type area. The Cabinet can be
a Document database, an Image server database, or both.
3. Select the database option from the Database Type section.
Oracle Information: Specify the Port number of the Oracle Database Server.
5. Specify the following cabinet information:
e Specify the cabinet name in the Cabinet Name textbox.
e Specify the server name (name of the machine where the Oracle server is running) in the
Server I.P. textbox.
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e Specify the Oracle server username in the User name textbox.
e Specify the Oracle server password in the Password textbox.
e Specify the CD key in the CD Key textbox.
e Specify the Cabinet User and Cabinet Password for further processing as once the cabinet is
created, that cabinet user and cabinet password will be used for all communications.
e Select the Enable FTS checkbox.
6. Click OK to create the cabinet. The Cabinet created successfully dialog appears.

2.9.5 Associating a cabinet

Perform the below steps to associate the cabinet:
For Oracle:
1. Click Stop to enable the Associate button.
2. Click Associate. The Associate a Cabinet dialog appears with the following tabs:
i. Database tab: Select the database type and specify Oracle server port and service name.
ii.  Cabinet properties tab: Specify the cabinet details that you have specified during cabinet
creation.

Associate a Cabinet (127.0.0.1: 9996) H
Database Cabinet properties |/ Connection
Specify the new cabinet name and the server name where the cabinet e
xists. Also specify the User name and password for accessing this cabi
net.
Cabinet Name |D:I os0Tdec
Map this cabinet to
Document database Image Server database
Server |.P. |152.1EE.1A{E.53 |
User name |DstUTdec |
S R |
==Back | | Hext=> | Cancel
Figure 2.54

iii.  Connection tab: Specify the maximum and the minimum number of connections that
the JTS must maintain with the database, specify the query time out for the selected
cabinet in the Query timeout text box and specify the refresh interval time for
connection.
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Associate a Cabinet (35.154.27.245 : 31370) X
| Database [ Cabinet properties I Connection [

Specify the ber of datab tion that can be made available t
o this cabinet. Also specify the query timeout period for this cabinet.

. .
Maximum connection [25
Minimum connection '10
Query timeout (] ‘ second(s)

Refresh Interval (60l Minutes

e | o[ e |

Figure 2.55

3. Click Done to associate the selected cabinet. Once the cabinet is associated successfully, it

appears with the list.

Serer J1s Hel
o B servers Server Information
7 L 413 (127.0.0.1 - 9996) IP Address ServerPort
B Locks
§ oo ercoten [ 772+ R
Start H Stop H Disconnect H Edit || Create
Cabinet | Transaction Pool
c | MinDBC i | MaxDBC i | Cabi
odos05dec |25 |50 |Both Document Database and Image
Cabinet Operations
e e e e

Figure 2.56
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2.9.6 Creating a data source

Perform the below steps to create the data source:

For Oracle:

1. Open the<Host-Path URL of OmniDocsEJB container> like
http://OmniDocsconsole.apps.newgenopenshiftcluster.newgensoftware.net as defined in the
IngressController.yml file. It automatically redirects to the JBoss EAP 7.4 Admin console.

2. Enter the newgen as username and password system123# respectively to login to the Admin
console. After a successful login, the Red Hat JBoss Enterprise Application Platform screen
appears.

Red Hat JBoss Enterprise Appication Plaform

Homepage

Red Hat |Boss Enterprise Application Platforrr

Figure 2.57

3. Go to the Subsystems in the Configuration tab.
Go to the Datasources & Drivers. Then, click Datasources.

Figure 2.58
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5. Click Plus + icon and select Add Datasource. The Add Datasource dialog appears.

6. For Oracle Database Server, select Oracle an

d click Next.

Add Datasource x
Choose Template Attributes JDBC Driver Connection Test Connection Review
1]
Choose one of the predefined templates to quickly add a dazasource or choose "CustomT™ oo Specify your own sertings.
O Custom
H2
icrosoft SQLServer
) IEMDB2
() Sybase
Cancel Ba Next >
Figure 2.59
7. Provide a DataSource Name and JNDI Name.
e Name: Enter the OmniDocs cabinet name that is cabinet name.
¢ JNDI Name: java:/same as OmniDocs cabinet name
8. Click Next.
Add Datasource X
Choose Template Attributes JDBC Driver Connection Test Connection Review
O ®
®
Name * ecmsuite
JNDI Name * avaz/ecmsuite
el
Figure 2.60
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9. Select JDBC Driver Name.
10. For Oracle, select ojdbcé.jar.
11. Clear Drive Module Name and Driver Class Name textboxes.

12. Click Next.
Add Datasource x
Choose Template Attributes JOBC Driver Connection Test Connection Review
o
Driver Name * ojdbet.jar
Driver Module Name
Driver Class Name
e fie = h*
Gt | [
Figure 2.61

13. Provide the following Connection Setting details and click Next:
e Connection URL:
jdbc:oracle:thin:@Oracle_Server_IP:Oracle_Server_Port/Oracle_Servicename
e UserName: Oracle DB User Name
e Password: Oracle DB Password
e Security Domain: Keep this blank.
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Add Datasource

@ Halp

Connect tion URL

User Name

Passward

Choose Template Attributes JDBC Driver Connection Test Connection Review

o

jdbcoraclecthin@192.168.148 §3:1521 /pdbord

cancel || < aacx | [N

Figure 2.62

14. Click Next on the Test Connection page.

15. Click Finish. After the creation of the datasource, a success message appears.

Add Datasource

Connection URL

Driver Name

User Name

Password

Choose Template Attributes JDBC Driver Connection Test Connectiocn Review
@H
Name uite
JNDIName

cancel || < escx | [

Figure 2.63

16. Click View Datasource to view the created datasource. The created datasource appears in the

list of Datasource.

17. Click View against the datasource. A screen appears with the attributes of the datasource

appears.
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18. Click Edit link.

Red Hat JBoss Enterprise Application Platform

«Back | Configuration — Subsystems | Subsystem - Datasourc... Drivers v ' Datasources & Drivers - Datasources

ecmsuite

IDBC data-source configuratio

INDI Name

Statistics Enabled false

Figure 2.64

19. Clear the Datasource Class textbox and click Save.

Red Hat JBoss Enterprise Applicat

«Back | Configuration - Subsystems | Subsystem - Datasourc... Drivers v / Datasources & Drivers - Datasources | Datasource = ecmsi

ecmsuite

A JDEC data-source configuratior

Datasource Class

Driver Class
Driver Name * sqlidbeaz jar
INDI Name *

Statistics Enabled % OFF

Figure 2.65

20. After that restart the OmniDocsEJB container.

21. Once the OmniDocsEJB container is restarted, open the JBossEAP Admin console once again.

22. Go to the Subsystems in the Configuration tab.

23. Go to the Datasources & Drivers. Then, click Datasources.

24. Select the created data source and click Test connection from the dropdown list. On the
successful data connection, a success message appears.
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Red Hat JBoss Enterpris A

Configuration Subsystem (29) Datasources & Drivers Datasource [oR P e
ecmsuite

Configuration

Figure 2.66

25. Add the below connection pool setting and idle-connection-timeout setting inside the created
DataSource in standalone.xml file located inside the OmniDocsEjb or configuration folder kept

inside the mount path on NAS server.

<pool>

<min-pool-size>100</min-pool-size>
<initial-pool-size>100</initial-pool-size>
<max-pool-size>600</max-pool-size>
<flush-strategy>Gracefully</flush-strategy>

</pool>
<timeout>

<idle-timeout-minutes>5</idle-timeout-minutes>

</timeout>

For example,

<datasource jndi-name="java:/ecmsuite"

</datasource>

ool-nam=="ecmsuite">
1521/pdborel</connection-url>

<connection-url>jdbe:oracle
<driver>ojdbe6.jar</driver>
<pool>
<min-pool-size>0</min-pool-size>
<initial-pool-size>0</initial-pool-size>
<max-pool-size>200</max-pocl-size>
<flush-strategy>Gracefully</flush-strategy>
</pool>
<security>
<user—name>ecmsuite</user-name>
<password>ecmsuite</password>
</security>
<validation>
<valid-connection-checker class-name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleValidConnectionChecker"/>
<validate-on-match>true</validate-on-match>
<exception-sorter class-name="org.jbess.jeca.adapters.jdbc.extensions.oracle.OracleExceptionSorter"/>
</validation>
<timsout>
<idle-timeout-minutes>5</idle-timeout-minutes>

</timeout>

Figure 2.67

26. Restart the OmniDocsEJB container once again.
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2.9.7 Registering a cabinet

Perform the below steps to register a cabinet:

1. Register the cabinet for OmniDocs Admin using the following URL:
http://<Host-Path URL of OmniDocsWeb container>/OmniDocs/register
For example,
http://ecmsuite.newgendocker.com /OmniDocs/register

Z* newgen omniDocs

Register Cabinet

Cabinet List

Select Cabinet Ov

Cabinet Is required

Site List

Select Site v
Username
lLIsemame 0] l
Username is required
Password
lPasswom 0] I

Password Is required

Register as
O Admin () Web @ Both

This site is best viewed in Firefox 105 and above, chrome 107 and above, Edge 107 and above or Safari 16.1 and above and Screen resolution 1366 * 768
bt @ 2073 N s i itard A1l righ "

Figure 2.68

All the created cabinets get auto populated in the Cabinet List dropdown list.

Select the required cabinet, select the associated site, and specify the Username and Password.

Select the Register as Both and click Register. After successful registration, a confirmation
message appears.

2/ newgen Omnibocs

Register Cabinet
Cabinet List

odazure0Sdec v
Site List

odazure05decsite A
Username

supervisor

Password

Register as
© Admin () Web @ Both

TR

Figure 2.69
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2.9.8 Creating site and volume

To create site and volume, follow the below steps:
Create Label:

1. SMS labels can be created using OSA (OmniDocs Service Administration) which is a GUI
based application and container is a CLI-based deployment you can’t launch any GUI-based
application inside the container. But you must use the OSA to create an SMS label that is a
GUI-based application. In such a case, deploy OSA to some GUI-based machine either on a
local server or bastion server along with OpenShift CLI (oc) installation on that bastion
server.

2. Once OpenShift CLI is configured on the bastion server and it gets authenticated to access
the POD details, execute the below command to get local IP address and port number of the
SMS container.
oc port-forward <SMS_POD_NAME> 10000:10000
for example,
oc port-forward 0d110sms-7ccf747bf8-7xq64 10000:10000

4 16666:16060

Forward
Forwa

Figure 2.70

3. Once OSA is copied on bastion server, navigate to the OSA folder on that machine and
double click on RunAdmin.bat (For Windows) or RunAdmin.sh (For Linux) to start OSA.
4. When the application is launched. The Login dialog appears.

[ Login “
User iS],I'EEiTI- - |
\Passwaord |- |
i Ol [ | Cancel |
Figure 2.71

5. Select the user as system and specify the password as system.

L
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6. Click OK to log in. After the successful login, the OSA screen appears displaying the list of

registered services.

Server Help

@ OmniDocs Service Administration

Services

Server

Select Service l<kll>

‘ Location

Sta

Register L

ol

Status

Initialization Complete

Ready..

Figure 2.72

7. Click Register button. The Register New Server dialog appears.
8. Specify the following details to register the SMS service.

e Server Type: SMS

e |P Address: 127.0.0.1

e Admin Port: 10000
9. Click OK.

Register Mew Server .
Enter the details
Server Type | SM5 | b |
IP Address  [127.0.0.1 |
Admin Port  |10000| |
oK Cancel
Figure 2.73

10. Select the registered SMS service and click Connect.
11. On successful connection, ‘Manage’ button will be enabled.
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12. Click on Manage button.

& OmniDocs Service Administration - X
server Help
[ — Services
Setect serviee [<ar> |+
= o — |
sms 127.00.1 - 10000 s |
swop Register Dsconect || manage
St
Comnection with SMS Sucoesshi Ready...
Figure 2.74

13. After click on Manage SMS service will be list out under Servers tree in Top-Left corner.
14. Click on SMS Service.

15. Click Add button to add a new label

& OmniDecs Service Administration B3
Server SMS Help
Servers =
) 55 (127.0.0.1:10000) | s1orage Management Server
1P Address ServerPort AdminPert
[ soe ][ pisconnes [
Volume View Monitor
Label Location Space Usec[ME| Created on Last accessed on staws
1BP SOS14IUNE NewgenPHFiles o un 14, 2023, 11:39 AM un 23, 2023, 10:07 AM Mountzd
1BP S0523JUNELABEL o o un 23, 2023, 10:12 AM un 23, 2023, 10:12 AM Mountzd
18P S0525 JUNELABEL 3 un 26, 2023, 12:16 PM un 30, 2023, 10:45 AM Mountzd
< I IBD
sod [ memove ][ cramge
4171 I ID
Stats
Ready.
Figure 2.75

16. Specify the following details to add a new label:

e Location of Media: /Newgen/PNFiles/<iBPS Cabinet name>

e SMS Volume Label Name: User defined name
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e Checked the checkbox ‘Create Directory’.

17. Click OK.

Add a Labe >
Enter the details

Location of Media

|J'NewgenJ'F"N Files/newgenonecs06sep

5M 5 Volume Label Name

newgencnecsiEsep | Create Directory

| O | | Cancel |

Figure 2.76

NOTE:

Make sure the location of media must always start with /Newgen/PNFiles path as this path is mentioned as a mounted
path in OmniDocsSMS YAML file that is, ‘OmniDocsSMS.yml’.

18. After successfully addition of SMS label, the below screen appears.

& omniDocs Service Administration X
Server SMS Help
Servers Server
) SM3 (127.0.01: 10000} | siorage Management Server
1P Address Servarport AdminFort
s ][ s [eomeat ][ =
Volume View Monitor
Label Locatien Space Used(MB) Created on Status
{PsosiaiuNE INewgenPNFiles o un 14, 2023, 11:39 AM un 23, 2023, 10:07 AM Mounted
IBP 50523JUNELABEL. g it 0 un 23, 2023, 10:12 AM jun 23, 2023, 10:12 AM Mounted
|BPSOSRDS 11AUGLABEL Newgen/PNFles ibpsosraz 11aug [0 Aug 11, 2023, 10:42 AW ug 11, 2023, 10:48 AM Mounted
1P SOSRDS 12JULYLABEL 2y o ul 12, 2023, 7:59 AM ul 12, 2023, 7:55 AM Mounted
|EPSOSRDS 14AUGLABEL ww lhug 14,2023, 8.12 AM hug 14, 2023, 2:12 AM Mounted
I8P sOsRDS20JULY 3 o ul 21, 2023, 10.38 AM i 21, 2023, 1033 AM Mounted
|BPSOSRDS26JULYLABEL v o 125, 2023, 5.57 AW 1 26, 2023, 6:57 AM Mounted
I8P SOSRDSI1JULYLABEL INswgen J o ui 31,2023, 12:55 P ui 31,2023, 12:55 P Mounted
NEWGENONEOS0BSEP [Newgen/PNFiles inewgenoneos06sep |0 Oct 10, 2023, 5:01 AM (Oct 10, 2023, B:01 AM Mounted
< ] T
P |
41 1 D
Status
Label Added newgenoneos0sep on SMS (127.0.0.1 : 10000) Successful Ready.

Create Site & Volume:

Figure 2.77

1. Login to the OmniDocs Admin using the following URL:
http://<Host-Path URL of OmniDocsWeb container>/OmniDocs/admin
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For example,

http:// OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net/OmniDocs/admin

7 newgen omnibocs

Login to Administration

o supervisor

= =
=
= B | select Cabinet v
=
4 @ a9

¥ [ Remember Me Forgot Password?

»
=]

This site is best viewed in Firefox 105 and above, chrome 107 and above, Edge 107 and above or Safari 16.1 and above and Screen resolution 1366 * 763
copyright @ 2023 Newgen Software Technologies Limited. Allrights reserved.

Figure 2.78

2. After a successful login, click Sites link under Administration.

3 NEWGEN  OmniDocs  ADMIN DESKTOP o0
n Administration n Configure n Personalize

~ OmniProcess * Search siblity

- Web AP + Dashboard

B e

« License Management « Trash Management

Figure 2.79

3. Click +Add. The Add Site dialog appears.
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SMS Site Site*
Hadoop Site | |
Amazon 53 Site Site Address*
HCP Site | |
MS Azure Site Port No*
| |
(o) N
Figure 2.80

4. Specify the following details:
e Site: Specify the user defined name.
e Site Address: Specify the ODSMS container’s service name [Defined in respective YAML

file].
e Port Address: Specify the SMS client port that is, 1111
5. Click Save.

Create Site
Add SM5 Site Site*
Add Amazons3 Site newgenoneos06sepSite
Add MS Azure Site Site Address*

od110sms

Port Address*
1
Cancel m
Figure 2.81

6. The added Site appears under Sites in the left pane.
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2% newgenormniDocs  Admin Desktop ol - }

Home > Administration- Sites

Sites. + newgenaneaso6sepsite

newgenoneosO6sepsite

Site*

newgancneosDEsepSite

Site Address*

o0110sms.

Port Address*
111

Figure 2.82

7. Go back to the Home page.

2 newgenomniDocs  Admin Desktop

®
©

Home Administration- Sites

Sites + newgenoneosO&sepSite
Z newgen OmniDocs Admin Desktop @ ﬂ
n Administration n Configure u Personalize
* Cabinet Details * DataClasses * OmniProcess * Search * Color and Accessibility The...  * Landing Page Configuration
« Applications = Global indexes * Web API = Dashboard * Repository View = Tool Bar
« Folders = Keywords * Custom Operations
+ Users 2
* Groups
* Roles = Manage Audit Logs

* Mall Server Configurations

n Management

* Report Management * Service Management
* License Management = Trash Management

Figure 2.83

8. Select Volumes. The Volumes screen appears.
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%‘% NEWGEN OmniDocs  ADMIN DESKTOP o0
Home Administration- Volumes
Volumes +Add i Name your new volume here*

Home Site

Default Path*

Volume Bl

ck Size (MB) | 50 -

Encryption ® No Encryption Sefault 256-bit Custom Encryption

Encryption Class Name

Replication Type Immediate ~

Figure 2.84

9. Specify the following details:

e Volume Name: Specify the user-defined volume name.

e Home Site: Select the newly created Site name.

e Default Path: Select the created SMS label in which you want to store PN files.
10. Click Add.

ZY newgenomniDocs  Admin Desktop (o} - |

Home Administration- Volumes

Volumes + i newgenoneososepVol Run Compaction  Replicate

Home Site*

newgenoneos0Gsepsite -

Default Path*

5MS:NEWGENONEOSO06SEPLABEL

Volume block Size (MB)

50 M

Encryption
® Mo Encryption () Default 256-bit () Custom Encryption

Encryption Class Name

Replicate Type

Delayed -

T Delete m
Figure 2.85

The added volume appears under Image Volumes in the left panel.
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2 newgenomniDocs  Admin Desktop ol - ]

Home » Administration- Volumes

Volumes + i Enter the Volume Name Here

newgenaneosO6sepVol

Home Site*

Default Path*

Volume block Size (MB)
50 -

Encryption
@ No Encryption () Default 256-bit () Custom Encryption

Encryption Class Name

Replicate Type

Delayed -

Figure 2.86

11. Go back to the Home screen and click Cabinet Details

@'KQNEWGEN OmniDocs  ADMIN DESKTOP o0

o QU B B

DataClasses * OmniProcess

* Web AP * Dashboard

Figure 2.87

12. Click Cabinet Details.
13. Select the added volume from the Default Image Volume using the dropdown.
14. Click Save. The Site and Volume are now created successfully.
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%NEWGEN OmniDocs  ADMIN DESKTOP o0
e > Administration- Cabinet Details

Cabinet Details & v &

Cabinet Nam abinet Type reated Date and Time

auroraod23octl postgres. 08/11/2020 04:46
[ Inherit Ownership (] Remove the Rights of Supervisor [] Separate User! Group Privileges
[] Enable Maker Checker Functionality (] Enable Data Securlty Functionality [] Enable User Access Repart

Key Management Servce Default Imaging Volume [ Auto Versioning

uroraod2 Joct ol

[ Enable Two Factor Authentication Two Factor Authentication Class Name [ Enable Multiingual

Figure 2.88

15. Log in to the OmniDocs Web using the below URL to start.
http://<Host-Path URL of OmniDocsWeb container>/OmniDocs/web
For example: http://
OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net/OmniDocs/web

2.10 EasySearch post-deployment changes

Perform the below steps to do EasySearch post-deployment changes:
1. Login to the ApacheManifold Admin using the following URL:
<Host-Path URL of ApacheManifold>/mcf-crawler-ui/login.jsp
For example,
http://apachemanifold .apps.newgenopenshiftcluster.newgensoftware.net/mcf-crawler-
ui/login.jsp

‘ Apach
"" l\:aa(niFUIdCF'”

Figure 2.89

L
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2. Log in with the following credentials:
e User ID: admin
e Password: admin
3. After a successful login, click Jobs tree showing in the left panel.
Click Status and Job Management. The below job list appears:
e <CABINET_NAME>_ Document
e <CABINET_NAME>_Folder
5. Start both the jobs.
6. Once both the jobs started, the Job’s status appears as Running.

Apache — .
"1. b ~ = Document Ingestion
ManifoldCF
Status of Jobs
I8 Outputs
Action Name Status Start Time EndTime D Active
& Authorities
[ ma Pause | W Avort | ecmsuite_Document Running  7/29/20 5:07:54 PM 1 1 1
& Repositories
[ B Restart | # Restart moimal | 1 Pause | M Abor | ecmsuite_Folder Running  7/30/20 11:34:17 AM 1 1 1
0 Jobs v
e =
¥ Status and Job Management
8 Status Reports
"D History Reports
i Miscellaneous
Copyright 20102018 The Apache® Software Foundation Version 2.12
Figure 2.90

2.11 Registering a cabinet in OmniScanWeb

Perform the below steps to register the cabinet in OmniScanWeb:

1. Open the OmniScanWeb using the following URL:
http://<Host-Path URL of OmniScanWeb container>/omniscanweb
For example,

Error! Hyperlink reference not valid.
2. Click Register New Cabinet link on the OmniScan Web login screen.

L
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2 newgen omniscan

2. supenvisor

« Data entry support for user defined indexes.

+ Image assisted data entry.

* Auto blank page removal.

This site is best viewed in Microsoft Edge 100, Chrome 100, Chromium 101, Firefox
copyright @ 2022 Newgen Software Technologies Limited. Al

Figure 2.91

3. Specify the Server URL as given below:
http://<Host-Path URL of OmniDocsWeb container>/NGServlet/servlet/ExternalServlet
For example,
https://OmniDocs.apps.newgenopenshiftcluster.newgensoftware.net/NGServlet/servlet/Externa

IServlet
4. Specify the OmniDocs EJB container name for AppServer IP or Server URL, 8080 for AppServer
Port, and JBOSSEAP for AppServer Type.

€ Login Register Cabinet

o Connect @ Register

Server URL
https://omnidocs.apps.newgenopenshiftcluster.newgensoftware.net/NGSe
AppServer IP
od110ejb
AppServer Port

8080

AppServer Type
|BOSSEAP v

2 newgen omniscan

© Powered by Newgen Softwares

Figure 2.92

5. Click Connect.
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6. Select the Cabinet Name, Site ID, and Volume ID from the list.

€ Login Register Cabinet

@ Connect e Register

Cabiner Name

odpostgres19nov A
Site ID

odpostgres19novsite A
Volume ID

odpostgres19novvol A

Z* newgen Omniscan

© Powered by Newgen Softwares

Figure 2.93

7. Click Register.
The registered cabinet appears in the Cabinet Name list on the login screen. Now you can log
into OmniScan Web.

NOTE:
Ensure that the OmniScan_Template_Repository folder is already created in OmniDocs before logging into OmniScan

Web.

L
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3 Configuring Jenkins release pipeline

This chapter describes the configuration of Jenkins Release Pipeline, follow the below sections for
procedural details.

3.1 Overview

The Build Pipeline (aka Continuous Integration) and Release Pipeline (aka Continuous Deployment)
are separated into two parts. Build Pipeline and Release Pipeline both are done through the Jenkins
server which can be installed on an on-premises machine or a bastion server. In this architecture,
three stages are created, Dev, UAT, and Production, and in each stage, deployment is quite
different. You can have some more stages depending on the requirements. This document
describes the configuration of the Jenkins Release Pipeline for container deployment on the
OpenShift Container Platform.

3.2 CICD pipeline architecture

Commit code to the
Source code Repository

Dev
Jenkins Release Pipeline triggers
the replacement of containers
J with latest Image in pipeline.
Jenkins
T ~.
i \
Pull the Code \
i RedHat . .
|

N
Quay 'Dev Auto trigger of container

i replacement
| |
44—| 'UAT Approval based replacement of

container.

| o Approval based replacement of
/ prod T

7/

Continuous Integration Continuous Deployment

Create the
latest Docker
Image

Figure 3.1

1. The Newgen representative builds the product’s base container images on the company’s on-
premises servers using Jenkins.

2. Assoon as the Dev team commits the code to the source code repository, the Jenkins pipeline
gets triggered. It pulls the code then compiles them and prepares the build artifacts as well as
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creates container images and pushes the newly created container images to the RedHat Quay
Registry.

3. Assoon as any container image is pushed to the RedHat Quay Registry, Jenkins Release Pipeline
triggers the deployment to the Dev environment. Here, you can configure the performance
testing as well as security testing of the application. In Addition, you can perform manual testing
as required.

4. UAT and Production deployments are based on approval and are available on-demand. To
deploy to the UAT/Production environment, you need to trigger the UAT/Production
deployment. Upon deployment trigger, an approval mail is sent to the project manager or the
concerned team. As soon as the project manager or concerned team approves the go-ahead,
UAT/Production deployment gets started.

3.3 Configuring Jenkins release pipeline

This section describes the configuration of Jenkins for Build Pipeline.

3.3.1 Prerequisites

Following are the prerequisites:

e Operating System: Windows Server 2019 or above (Edition: Standard or Datacenter).

e Java 1.11 update 18 and above.

e Docker Engine 20.10.10 or later version must be installed.

e OpenShift CLI 4.12.8 or a later version compatible with OpenShift cluster.

e Cygwin utility must be installed. [This utility is used to execute the Linux commands on
Windows].

e Jenkins 2.246.0 or a later version must be installed with default suggested plug-ins along with
the following plug-ins.
» Credentials Binding
» Environment Injector
» Parameterized Trigger
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3.3.2 Configuration of Jenkins

Before creating any job, perform the following server-level configurations in the Jenkins.
1. Sign into the Jenkins Server.

Figure 3.2

2. After the successful login, click Manage Jenkins link showing on the left panel.

Jenkins

New Item

e Manage Jenkins

‘. My Views

%4 Lockable Resources

[ New View

Figure 3.3

3. Click Configure System in the System Configuration section.
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System Configuration

1. [[Configure system |
g %%

Configure global settings and paths.

-ﬂw Manage Nodes and Clouds
gﬁ Add, remove, control and monitor the various
nodes that Jenkins runs jobs on.

Security
j Configure Global Security

Secure Jenkins; define who is allowed to
access/use the system.

Manage Users
Create/delete/modify users that can log in to

Global Tool Configuration ]——J
Configure tools, their locations and automatic [y |
installers.

Manage Credentials

Configure credentials -

Manage Plugins

Add, remove, disable or enable plugins that can
extend the functionality of Jenkins.

A There are updates available

Configure Credential Providers
Configure the credential providers and types

Figure 3.4

4. Under the Global properties, define an environment variable PATH with the following values

separated with a semi-colon:

Docker installation path for example, C:\Program Files\Docker\Docker\resources\bin

Cygwin installation path for example, C:\cygwin64\bin
OpenShift CLI installation path for example, C:\Software\utilties\oc-4.12.8-windows
Windows System32 path [C:\Windows\System32]

For example,
PATH=C:\Program

Files\Docker\Docker\resources\bin;C:\cygwin64\bin;C:\Software\utilties\oc-
4.12.8-windows;C:\Windows\System32

Global properties

Disable deferred wipeout on this node 7

Enviranment variables

List of variables 7

Name

PATH

Value

PATH=C:\Program Files\Docker\Docker\resources\bin;C:\cygwind4\bin:C:\Software\utilties\oc-4.12.8-windows;C:\Windows\System32

5. Click Save the changes.

Figure 3.5
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3.3.3 Push and Pull Container Images to/from RedHat Quay

This section describes how to push and pull container images to/from RedHat Quay Registry.
Prerequisites - Ensure that you have installed the latest version of OpenShift CLI and Docker.

Following are the steps to push, and pull container images to/from RedHat Quay Registry:
e Authentication

e Push

o Pul

Authentication:
1. Before you push or pull the container images, you need to authenticate the Docker client to
RedHat Quay.

2. Execute the below command to authenticate the Docker client to RedHat Quay:
docker login -u="Quay User" -p="Quay Password" quay.io

Push:

1. To push any local container images to a registry, it is mandatory to first tag that image.

2. Execute the below command to push the container images from your local machine to RedHat
Quay registry:

docker tag <ImageName>:<ImageTag> <Quay Server>/<ImageName>:<ImageTag>
docker push <Quay Server>/<ImageName>:<ImageTag>

NOTE:

e Container images might be shared in the form of a compressed tar file. As compressed container images
cannot be used directly, first you need to decompress them in a container image form, and then you can use it.
In such a case, the client needs to perform the following:
» Download the compressed container image file.
» Convert the compressed file into a container image using the docker load command.
» Example: docker load —i C:\Containerimages\ OmniDocs110EJB.tar
» Re-tag the images with your own registry and push them up.

®  You can also configure these commands in Jenkins to execute them automatically.

3. Use the below batch scripts to configure the push container images to RedHat Quay in Jenkins:

@echo off

set Quay Server=quay.io/newgen

set Quay User=vivek kumar

set Quay Password=%Quay Password%

set ImageName=OmniDocsejb

set ImageTag=spl-jdkl7-patch3

set BuildNumber=%ImageTag$-build-%BUILD NUMBERS
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docker login -u="%Quay User3" -p="%Quay Password3" quay.io
docker tag %$ImageName%:%ImageTag$ %Quay Server$%/%$ImageName$:%$ImageTag$
docker push $%$Quay Server$%/%$ImageName$:%ImageTag$

docker tag %ImageName%:%ImageTag$% %$Quay Server$/%ImageName$:%BuildNumber$
docker push %$Quay Server$%/%$ImageName$:%BuildNumber$

Here,

Quay_Server =quay.io/newgen, in this server detail, newgen is the name of the organization
created inside quay.io server.

%Quay_Password% is encrypted using the Jenkins “Inject passwords to the build as environment
variables” Build Environment options. For example,

Inject passwords to the build as environment variables

Global passwords  ?

Job passwords  ?

Passwords list

Name 7

Quay_Password

Password ?

a Concealed Change Password

Figure 3.6

In the above scripts, images are tags and pushed 2 times, 1st time with default image tag and 2nd time with
BuildNumber tag. As for container image management, two tags creation is recommended for each
container image through Jenkins while pushing them to the container registry.
For Example,

e OmniDocsejb: spl-jdk17-patch3

e OmniDocsejb: sp1-jdk17-patch3-build10 (where build-10 is the build pipeline number)

This means that you will always have a copy of the container image of each build pipeline in the container
registry so that whenever we require to roll back the current deployment, we can use the previous build
pipeline number tag — container Image for rolling back the deployments.

L
OmniDocs Configuration and Deployment Guide for OpenShift Version: 11.3 Page 69



For example,

=s=at
=s=at
=s=at
=set
=et
st

docker login —-u="%Quay Useri%" -p="%Quay

decho off

Quay Server=guay.lo/nswgsn

Quay User=vivek kumar

Quay Password=%Quay Password?
ImageName=comnidocsll.lejb
ImageTag=spl-Jdkl7-patch3
BuildNumber=*%ImageTag¥%-build-$BUILD NUMBER%

Password%" quay.io

docker tag %ImageName%:%ImageTag¥% %Quay Server%/%ImageName®:%ImageTagh

docker push %Quay Server%/%ImageName$:%ImageTagh

docker push %Quay Server%/%ImageName%:%BuildNumbers

docker tag %ImageName$:%ImageTag¥ %Quay Server®/%ImageName%:%BuildNumber}

Pull:

Figure 3.7

1. Execute the below command to pull the Docker images from AWS ECR:
docker pull <Quay Server>/<ImageName>:<ImageTag>

2. Use the below batch scripts to configure the pull container images from RedHat Quay in

Jenkins:

@echo off

set Quay_ Server=quay.io/newgen
set Quay User=vivek kumar

set Quay Password=%Quay Password%
set ImageName=OmniDocsejb

set ImageTag=spl-jdkl7-patch3

docker login -u="%Quay User%" -p="%Quay Password%" quay.io
docker pull %Quay Server%/%$ImageName%:%$ImageTag$

fecho off

set Quay Server=quay.io/nswgen

set Quay Ussr=vivek kumar

set Quay Password=%Quay Passwordh

=et ImageName=omnidocsll.le]b

set ImageTag=spl-jdkl7-patch3

docker login —u="%Quay User$%" -p="%Quay Password%" gquay.io
docker pull %Quay_&erver%f%Imaqeﬂame%:%ImageTaq%

Figure 3.8
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3.3.4 Configuring Dev stage

Perform the below steps to configure a Jenkins job for the Dev Stage Release Pipeline:

NOTE:

Refer the following steps as a reference to configure the Release Pipeline for the below container Images.
e  OmniDocsWeb

e OmniDocsWeb_Services

e OmniDocsServices

e EasySearch_ApacheOnly

e TEM

e OmniScanWeb7.0

e  OmniDocsSMS

e  OmniDocsWOPI

Click New Item link given on the left panel.
Specify the item name or job name and select the project type as Freestyle project.
You can specify the project description.

P wnN PR

Select the checkbox Inject passwords to the build as environment variables given in the Build
Environment section.

5. Specify 2 Job passwords: OpenShift_APIServer_UserName and OpenShift_APIServer_Password
and provide the appropriate username and password to authenticate the OpenShift CLI to
connect to the OpenShift APl Server.

For example,

Job passwords 7

Passwords list
Name ? x

OpenShift_APIServer_UserName

Password 7

ﬁ Concealed ‘Change Password

Name ? =5

Openshift_APIServer_Password

Password  ?

a Concealed ‘Change Password

Figure 3.9
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6. Add ‘Execute Shell’ as a build step task under the Build section and specify the following shell
script:
#Quay Server=quay.io/newgen
Quay Server=678035612169.dkr.ecr.ap-south-1.amazonaws.com
OpensShift APIServer URI=https://api.newgenopenshiftcluster.newgensoftware.net:
6443
ImageName= OmniDocsejb
ImageTag=spl-jdkl7-patch3
YAML File Location="D:\RunningPods\OpenShift\YAML Files\OmniDocs"
YAML File Name=OmniDocsEJB.yml

mkdir -p TempDir
cp -rf "SYAML File Location/SYAML File Name" TempDir/

grep -q Quay Server TempDir/$YAML File Name

grep -q ImageName TempDir/$YAML File Name

grep -gq ImageTag TempDir/$YAML File Name

grep -q Jenkins Build Number TempDir/$YAML File Name

sed -i stQuay Server+SQuay Server+g TempDir/SYAML File Name

sed -i stImageName+S$ImageName+g TempDir/S$SYAML File Name

sed -i s+ImageTag+$ImageTag+g TempDir/$YAML File Name

sed -i s+Jenkins Build Number+$BUILD NUMBER+g TempDir/$YAML File Name

#oc login $OpenShift APIServer URI --username=$OpenShift APIServer UserName --
password=SOpenShift APIServer Password —--insecure-skip-tls-verify

#oc apply -f "SYAML File Location\quay-secret.yml"

oc apply -f "SYAML File Location\Storage PV PVC.yml"

oc apply -f TempDir/SYAML File Name

oc apply -f "SYAML File Location\IngressController.yml"

Here,

Quay_Server =quay.io/newgen, in this server detail, newgen is the name of the organization
created inside quay.io server where container images are stored. Jenkins will use this Quay
server to pull the container images and deploy them as containers to the OpenShift container
platform.

OpenShift_APIServer_URI: Provide the OpenShift APl Server URI which will be used by
OpenShift CLI to connect to the OpenShift cluster.

ImageName & ImageTag: The container image name and tag that you want to deploy.
YAML_File_Location: Directory in which all products YAML file are kept.

YAML_File_Name: Provide the YAML file name which will be used to deploy above mentioned
container images. For example., to deploy ibps5admininstanceejb container image,
iBPS5.0AdminInstanceEJB.yml will be used.
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3.3.5 Configuring UAT or Production stage

In this Jenkins Release Pipeline, UAT and Production deployments are approval-based and are
available on-demand. To deploy to the UAT or Production environment, you need to trigger the
UAT or Production deployment. Upon deployment trigger, an approval mail is sent to the project
manager or the concerned team. As soon as the project manager or concerned team approves the
go-ahead, UAT/Production deployment gets started.

Therefore, for UAT or Production deployment, 2 Jenkins jobs will be created in Release Pipeline.
e Waiting for Approval
e Trigger the Deployment

NOTE:

Refer the following steps as a reference to configure the Release Pipeline for the below container Images.
e  OmniDocsWeb

e  OmniDocsWeb_Services

e OmniDocsServices

e  EasySearch_ApacheOnly

e TEM

e OmniScanWeb7.0

e OmniDocsSMS

e  OmniDocsWOPI

Create Jenkins Job: Waiting for Approval
1. Click ‘New Item’ link given on the left panel.

2. Specify the item name or job name and select the project type as Pipeline.
3. You can specify the project description.
4. Specify the following Groovy script under the Pipeline Definition:

pipeline {
agent any
stages {
stage ('Send notification for approval') {
steps {
mail (to: 'amit.gaur@newgensoft.com',6 cc:

'vivek kumar@newgensoft.com,vikash.k@newgensoft.com',

subject: "Release Pipeline: OmniDocs EJB: Pipeline
#5${env.BUILD NUMBER} is waiting for approval",

body: "Dear Sir/Madam, \n\n OmniDocs EJB Release Pipeline is
waiting for your approval to deploy to the UAT/Production
environment.\n\nPlease refer to the below link to allow or reject.\n
${env.BUILD URL}console.\n\n Regards:\n DevOps Team") ;

//echo 'Send Notification to Developer'
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}
stage ('Waiting for approval') {
steps {
input 'Dear Sir/Madam, \nProceed to deploy to the
UAT/Production environment?'

}

5. Inthe above script you can update the following items as per your business requirement:
e To Recipient List
e Cc Recipient List
e Mail Subject
e Mail Body

NOTE:
Make sure Email Notification is configured in Jenkins before executing this job that is, Waiting for Approval

Create Jenkins Job: Trigger the Deployment
1. Click ‘New Item’ link given on the left panel.

2. Specify the item name or job name and select the project type as Freestyle project.

3. You can specify the project description.

4. Select the checkbox Inject passwords to the build as environment variables given in the Build
Environment section.

5. Specify 2 Job passwords: OpenShift_APIServer_UserName and OpenShift_APIServer_Password
and provide the appropriate username and password to authenticate the OpenShift CLI to
connect to the OpenShift API Server.

For example,
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Job passwords 7

Passwords list

Name ? *

OpenShift_APIServer_UserName

Password  ?
ﬂ Concealed ‘Change Password
Name ? &

Openshift_APIServer_Password

Password  ?

ﬂ Concealed Change Password

Figure 3.10

6. Add ‘Trigger/call builds on other projects’ as a build step task under the Build section and
provide the job name which is created for approval in the previous steps that is, Waiting for
Approval.

For example,

= Trigger/call builds on other projects X

Build Triggers
Projects to build  ? x

UAT_Stage_MewgenOne_AutomationStudioE)B_ReleasePipeline_Waiting_Fer_Approva

a Block until the triggered projects finish their builds 2

Fail this build step if the triggered build is worse than or equal to

FAILURE b

Mark this build as failure if the triggered build is worse than or equal to

FAILURE v

Mark this build as unstable if the triggered build is worse than or equal to

UNSTABLE hd

Add Parameters ~

Figure 3.11

7. Add ‘Execute Shell’ as a build step task under the Build section and specify the following shell
script:

Quay Server=quay.io/newgen

OpenShift APIServer URI=https://api.newgenoscluster.newgensoftware.net:6443
ImageName=OmniDocsejb

ImageTag=spl-jdkl7-patch3

YAML File Location="D:\RunningPods\OpenShift\YAML Files\OmniDocs"
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YAML File Name=OmniDocsEJB.yml

mkdir -p TempDir
cp -rf "SYAML File Location/SYAML File Name" TempDir/

grep -q Quay Server TempDir/$YAML File Name

grep -q ImageName TempDir/$YAML File Name

grep -q ImageTag TempDir/$YAML File Name

grep -q Jenkins Build Number TempDir/$YAML File Name

sed -i s+Quay Server+SQuay Server+g TempDir/SYAML File Name

sed -i stImageName+$ImageName+g TempDir/SYAML File Name

sed -i s+ImageTag+$ImageTag+g TempDir/$YAML File Name

sed -1 s+Jenkins Build Number+$BUILD NUMBER+g TempDir/$YAML File Name

oc login $OpenShift APIServer URI --username=$OpenShift APIServer UserName --—
password=$OpenShift APIServer Password --insecure-skip-tls-verify

oc apply -f "D:\RunningPods\OpenShift\YAML Files\OmniDocs\quay-secret.yml"

oc apply -f "D:\RunningPods\OpenShift\YAML Files\OmniDocs\Storage PV PVC.yml"
oc apply -f TempDir/$YAML File Name

oc apply -f

"D:\RunningPods\OpenShift\YAML Files\OmniDocs\IngressController.yml"

Here,

Quay_Server =quay.io/newgen, in this server detail, newgen is the name of the organization
created inside quay.io server where container images are stored. Jenkins will use this Quay
server to pull the container images and deploy them as containers to the OpenShift container
platform.

OpenShift_APIServer_URI: Provide the OpenShift APl Server URI which will be used by
OpenShift CLI to connect to the OpenShift cluster.

ImageName & ImageTag: The container image name and tag that you want to deploy.
YAML_File_Location: Directory in which all products YAML file are kept.

YAML_File_Name: Provide the YAML file name which will be used to deploy above mentioned
container images. For example, to deploy od110ejb container image, OmniDocsEJB.yml will be
used.

OmniDocs Configuration and Deployment Guide for OpenShift Version: 11.3 Page 76



	Configuration and Deployment Guide for OpenShift
	1  Preface
	1.1 Revision history
	1.2 Intended audience
	1.3 Documentation feedback
	1.4 Third-party product information

	2 Deploying the OmniDocs containers
	2.1 Prerequisites
	2.2 Deliverables
	2.2.1 Docker images
	2.2.2 Configuration files
	2.2.3 YAML files

	2.3 Changes in Quay-secret.yml file
	2.4 Storage_PV_PVC.yml file changes
	2.5 Product's YAML files changes
	2.6 IngressController.yml file changes
	2.7 Configuration files changes
	2.7.1 Prerequisites
	2.7.2 OmniDocsWeb changes
	2.7.3 Wrapper changes
	2.7.4 AlarmMailer changes
	2.7.5 LDAP changes
	2.7.6 SSO changes
	2.7.7 Scheduler changes
	2.7.8 ThumbnailManager changes
	2.7.9 TEM changes
	2.7.10 EasySearch changes
	2.7.11 WOPI changes
	2.7.12 OmniScanWeb changes

	2.8 Deploying containers
	2.9 Creating a cabinet and data source
	2.9.1 Getting started with OSA
	2.9.2 Registering JTS server
	2.9.3 Connecting OSA to the JTS Server
	2.9.4 Creating a cabinet
	2.9.5 Associating a cabinet
	2.9.6 Creating a data source
	2.9.7 Registering a cabinet
	2.9.8 Creating site and volume

	2.10  EasySearch post-deployment changes
	2.11 Registering a cabinet in OmniScanWeb

	3 Configuring Jenkins release pipeline
	3.1 Overview
	3.2  CICD pipeline architecture
	3.3 Configuring Jenkins release pipeline
	3.3.1 Prerequisites
	3.3.2 Configuration of Jenkins
	3.3.3 Push and Pull Container Images to/from RedHat Quay
	3.3.4 Configuring Dev stage
	3.3.5 Configuring UAT or Production stage




