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1 Preface

This administration guide describes how to manage the different services of OmniDocs such as Java

Transaction Server (JTS), Storage Management Server (SMS), LDAP, Alarm Mailer, and Thumbnail

Manager.

NOTE:
The NewgenONE OmniDocs 11.3 product documentation is available at the following locations:

e Newgen Internal Doc Portal — For Newgen employees.

® Newgen Partner Portal — For Newgen partners.

1.1 Revision history

Revision Date Description

July 2024 Initial publication

1.2 Documentation feedback

To provide feedback or any improvement suggestions on technical documentation, write an email to

docs.feedback@newgensoft.com

To help capture your feedback effectively, share the following information in your email.

e Document name
e \ersion
e Chapter, topic, or section

e Feedback or suggestions
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2 Introduction to OmniDocs

OmniDocs is an Enterprise Document Management platform for creating, capturing, managing,
delivering, and archiving large volumes of documents. It provides a highly scalable, unified repository
for securely storing and managing documents in an enterprise. It provides access to enterprise

documents directly and through integration with business applications.

OmniDocs offers a centralized repository for enterprise documents and supports rights-based archival.
It manages the complete lifecycle of documents through record retention, storage, and retrieval
policies. It also supports exhaustive document and folder searches based on date, indexes, and general

parameters as well as Full-Text Search (FTS) on image and electronic documents.

The very basic operation of the system is to access documents from a remote site and work on them,
without archival and retrieval hassles. In an enterprise-wide scenario, the Document Management
System (DMS) can be centralized with the robust and efficient “OmniDocs”. Further, this DMS can also

be accessed from any part of the world through OmniDocs Web.

|
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3 OmniDocs Service Administration

The OmniDocs Service Administration (OSA) is used for remote administration of the Java Transaction
Server (JTS), Storage Management Server (SMS) and LDAP service, Alarm Mailer, Thumbnail Manager,
and Listener.

The JTS, SMS, and Listener listen on a port called the Admin Port in addition to the client ports (for
OmniDocs client’s request). The OSA manages these servers by connecting to their Admin Port.

LDAP Service, Alarm Mailer, and the Thumbnail Manager do not have the additional Admin Port and

hence these services can be managed on the local computer where the OSA is installed.

3.1 Getting Started

To login into the OmniDocs Service Administration module:
1. Start the OmniDocs Service Administration module.

2. When the application is launched, the Login dialog box appears.

P )

Login @
User System -
IPassword |

oK Cancel
Figure 3.1

3. Select the username from the User dropdown list and specify the Password.

4. Click on OK to login.

( Login @
User System -
IPassword |iilill| |
oK Cancel
Figure 3.2
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5. OmniDocs Service Administration screen appears, displaying the list of all registered servers.

@ OmniDocs Service Administration EI@
Server Help
Servers Services
Select Service |=All» | - |
Server Location 5Sta
JTS 127.0.0.1 - 99599 Disconnected
5M5 127.0.0.1 = 10000 Disconnected
‘ Start | | Stop | | Begister | | Unregister | | Connect | | Disconnect
a Il [ ID
Status
Initialization Complete Ready...
Figure 3.3

There are no registered servers when the screen is invoked for the first time. The steps to register the
servers are:

1. Register the server.

2. Connect to the specific server (applicable only for JTS, SMS, and Listener)

3. Once the OSA is connected to the server, various operations like Start, Stop and Manage can be

performed on the selected server.

|
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NOTE:

The OSA must be first disconnected from the server and only then it can be unregistered (applicable only for JTS, SMS, and
Listener).

For LDAP service, Alarm Mailer, and Thumbnail manager, there is no need to connect to these services. These services can

be directly managed on the host machine.

3.1.1 Registering a Server

To Register a Server:
1. Click the Register button.

2. The Register New Server dialog box appears.

P )

Register Mew Server @
Enter the details
Server Type |JT5 | - |
IP Address | |
Admin Port | |
| oK | | Cancel |
Figure 3.4

(Similar dialog box applies to SMS and Listener services also)

Register Mew Server @
Enter the details
Server Type |ALA.RM MAILER | v|
1P Address
Ini Path | | | |
O Cancel
Figure 3.5

(Similar dialog box applies to Thumbnail Manager and LDAP services also)
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3. Select the type of the server from the Server Type dropdown list. It can be:

Thumbnail
ShS Manager

LDAP

ITS

Alarm
Mailer

4. Specify the IP address of the server in the IP Address textbox.

5. Specify the Admin Port in the Admin Port textbox (applicable only for JTS, SMS, and Listener).

6. Specify the path of the INI file of the service in the Ini Path textbox. The path can also be specified
by clicking the “..." button, which opens a file open dialog box from where the required INI File can

be selected (this is applicable only for Alarm Mailer, Thumbnail Manager, and LDAP services).

NOTE:

Once the server is registered it is displayed in the list and is in a disconnected state (applicable only for JTS and SMS).

7. A filter can be performed on the server (Alarm Mailer, JTS, LDAP, Listener, SMS, and Thumbnail

Manager).
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& OmniDocs Service Administration =[5

Seryer Help

Servers Services

Select Service | <Al

1> -

<Al
IALARM MAILER

TS |127.0.0.1 : 9399
TS

Sms [127.0.0.1 - 10000 |
Loar

LISTENER
sMS
THUMBNAIL MANAGER

Status

Please enter a value for the Server's Il File Ready...

Figure 3.6

8. Select All option from Select Service dropdown list, to display all the servers.

9. Select JTS option from Select Service dropdown list, to display only the JTS servers on the list.

10. Select Alarm Mailer option from Select Service dropdown list, to display only the Alarm Mailers on
the list.

11. Select LDAP option from Select Service dropdown list, to display only the LDAP services on the list.

12. Select Listener option from Select Service dropdown list, to display only the Listeners on the list.

13. Select Thumbnail Manager option from Select Service dropdown list, to display only the Thumbnail
managers on the list.

14. Select SMS option from Select Service dropdown list box, to display only the SMS servers on the

list.
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3.1.2 Connecting to the Server

To connect to the server
1. Select the server from the Select Service list box.

2. Click the Connect button to connect the OSA with the selected server.

NOTE:
Once the OSA connects with a server the start/stop operations can be performed on that server from the server screen.
Only JTS, SMS, and Listener services need to be connected to the OSA for their management. The Alarm Mailer, Thumbnail

Manager, and LDAP services are managed directly on the host machine and therefore there is no need to connect to them.

3.1.3 Managing the Server

To perform operations other than start/stop, the server needs to be managed.

To manage the connected server:

1. Select the connected server from the list of registered servers.

2. Click the Manage button. An entry of the connected server along with its IP Address is displayed on

the Servers list box of the Repository view.

& OmniDocs Service Administration == <
Server Help
Servers Services
£ sms (127.0.0.1 : 10000)
B —
Server | Location I Status
aTs |127.0.0.1 : 9989 | start
£ |127.0.0.1 - 10000 | start
47 I 3
Status
Server Managed Ready

Figure 3.7
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3. Select the SMS server from the list of servers in the Repository view.

[E= N =

& OmniDocs Service Administration
Server SMS Help
Servers Server Information
B o )
P JTS(127.0.0.1:9999) || sorage Management Server
B Locks
@ users
@ SMS (127.0.0.1 : 10000 IP Address ServerPort AdminPort
Please select the log to view or madify
Transaction Log : ) Irue (@ Ealse Log Size (M} [5 | Log Count [10
Start H Stop H Disconnect H Edit
Volume View Monitor
Label Location | Space Used(WB) | Created on Last accessed on Status
IABHIOD SPA0LABEL [abhiodspaoLabet o Joui 5, 2014 3:25 PMA lour 8, 2014 3:28 PM1 |mounted
] I [Tv
Add H Remove H Change
4] I D
Ready...

Status

Figure 3.8

NOTE:
Once a server is managed, all the server operations can be performed on it.

——
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3.14 SMS Server Operations

To perform operations on the SMS server
1. Click the SMS server from the Servers list.

2. Server information such as the IP Address, Server Port, and the Admin Port are displayed.

& OmniDocs Service Administration =R
Server Help
Services
acks
& users server [ Location | Status
) sms (127.0.0.1 : 10000} | (375

|127.0.0.1 : 3939 | start
5MS. |127.0.0.1 - 10000 |start

7] I ID
Status

Ready.

Figure
3.9

3. Select the SMS server from the list of servers in the Repository view.

4. If you wish to stop SMS server operations then click the Stop button to stop the server.
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& OmniDocs Service Administration o) &[]
Server SMS Help
ervers Server Information
£} sws (127.0.0.1 : 10000] Storage Management Server
1P Address ServarPort AdminPort
Please selact the log to view or modify
[ransactontog — [w| e @ Faise Log size ey 5 Log Count [10
[ s |5 [ meeomeet ][ =t
Volume View Monitor
Labal | Location | Space Used(VB} | Created on Last accessed on Status
IABHIOD SP40LABEL abhiodspaoLabel lo lsut 8, 2014 3:28 PM [Jut 8, 2014 3:29 PW1 |Mounted
4 i [ 1»
|
7 i ID
Status
Start SMS Successful Ready. .
Figure
3.10
Once the server is stopped, Start, Remove and Change buttons gets enabled.
& OmniDocs Service Administration = =
Seryer SMS Help
Server Information
B sMS (127.0.0.1: 10000} | storage management server
IP Address ServerPort AdminPort
Please select the log to view or modify
I True (@) False Log Size (MB) [5 | Loa Count [10
|Start H Stop. H Disconnect || Edit |
Volume View Monitor
Label T Location [ Space Used{MB) [ Created on Last accessed on Status
|ABHIODSP40LABEL |abhicdsp40Label o Jdur 8, 2014 3:29 PM |Jul 8, 2014 3:29 PM [Mounted

0

1
Status

Stop SMS Successful

Figure 3.11

|
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5. Click the Disconnect button to disconnect directly from the SMS.
6. A Confirm message box is invoked prompting whether, or not, you wish to disconnect from the

SMS server.

[ Confirm @-‘

Are you sure you want to disconnect from the selected server
@ 5M5 (127.0.0.1 : 10000)2

Yes N

Figure 3.12

e Click Yes button to disconnect from the connected server. Or,
e Click No button to stop the disconnection process.

7. Click Edit to edit the SMS Port.

NOTE:

The Edit button is a toggle button, which changes to Update.

|
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ﬁ OmniDocs Service Administration
Server SMS Help
ﬁ Servers Server Information
? E JT5 {127.0.0.1 : 9933} Storage Management Server
ﬁ Locks
Users
@ SMS [127.0.0.1 : 10000] IP Address ServerPort AdminPort
Please select the log to view or modify
Transaction Log |v| D True @ False Log Size (MB} |5 Log Count (10
‘ Start | | Stop ‘ ‘ Disconnect |I‘ Edit |I
Volume View Monitor
Label Location Space Used{MB} Created on Last accessed on Status
WMBHIODSPA0LABEL abhiodspd0Label |0 Wul 8, 2014 3:29 PMUJul 8, 2014 3:29 PM|Mounted
4] Il D
Add ‘ ‘ Remaowe | ‘ Change
q] [ [»
Status
Warning {Same server port specified) Ready...
Figure 3.13

8. Make the required changes and click Update. A screen with updated information appears.

NOTE:

Clicking on Update updates the server port.
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@ OmniDocs Service Administration
Server SMS Help
Q Servers Server Information
¢ [ J7s (127.0.0.1 - 9999 FrEre e G
ﬁ Locks
E’ Users
Fil sms (127.0.0.1 : 10000 IP Address ServerPort [500| AdminPort
Please select the log to view or modify
Transaction Log |v| ) True (@) False Log Size [MB) |5 Log Count |10
| Start ‘ ‘ Stop | | Disconnect ‘ Update
Volume View Monitor
Label Location Space Used{MB) Created on Last accessed on Status
IBHIOD5P40LABELabhiodspddLabel |0 Hul 8, 2014 3:29 PM{Jul 8, 2014 3:29 PM|Mounted
List of 5M5 Labels
4] Il [1»
Add ‘ ‘ Remowe | | Change ‘
1] I [»
Status
Warning (5ame server port specified) Ready...

Figure 3.14

NOTE:

The status Mounted implies that the selected label exists on the specified directory path of the hard disk.
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3.1.5 Adding Label

To add a label:

1. Visit the Server Information page.

& OmniDocs Service Administration ===
Server SMS Help
Servers Server Information
B) M5 (127.0.0.1:40000) | 5o g panagement Server
IP Address ServerPart AdminPort
Please select the log to view or modify
Transaction Log n () True (8 False Log Size (M8} 5 | Log Count [10
o e e ][ ]
Volume View Monitor
Label Location | Space Used{MB) | Created on Last accessed on | Status
IABHIOD SPAILABEL |abhiodspaoLabel jo Jour 2, 2014 3:29 Pm Jour 8, 2014 3:28 Pm [mounted
q] i [T»
ltt [ oo [[ @
T I [
Status
Start SWS Sucoess ful Ready

2. Click the Add button.
3. The Add a Label dialog box is invoked.

Figure 3.15

Add a Label [5m]

Enter the details

Location of Media

|'E:1Ia bel1 |

5M5 Velume Label Hame

|Ia bEI1| | |:| Create Directory

O Cancel

Figure 3.16

4. Specify the location where the label has to be created in the Location of Media textbox.

Page 18
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5. Specify the name of the label in the SMS Volume Label Name textbox.

6. Select the option Create Directory to create the directory in the specified location.
7. Click the OK button to create the label at the specified location.

8. Or, Click the Cancel button to close the Add a Label dialog box.

NOTE:

If there exists no path as that specified in the Location of Media and the Create Directory option is not checked then the

specified label is not created.

P )

Error @

)’ The specified Directory does not exist.
L

0K

Figure 3.17

3.1.6 Removing Label

To remove the label:

1. Visit the Server Information page.

NOTE:

To enable the option of "Remove" & "Change" stop the SMS server from OSA.

|
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& OmniDocs Service Administration (=R E=E =

Server SMS Help

Servers Server Information

A o ,
T agh JTS(127.0.0.1 - 9999) Storage Management Server
Locks

& users
FJ) sms (127.0.0.1 - 10000, IP Address ServerPort AdminPort

Please select the log to view or modify

Transaction Log = ) Irue (@ Ealse Log Size (MB) [5 Log Count [10

Volume View Monitor

Label | Location | Space Used(ME) | Created on [ Last accessed on I status
IABHIOD SPAILABEL [abhiodspaoLabet lo Jaui 8, 2014 3:25 Pma lour 8, 2014 3:29 P01 |Mounted
LABEL1 [cvaberz o Jaut 14, 2012 3:58 Pma loul 14, 2014 3:58 P11 [mounted

<7 I » -“

Status
Start SMS Successful

Ready...

Figure 3.18

2. Select the label that needs to be removed from the list.
3. |If the label is running, click Stop, to stop the label.

4. Click Remove button.

NOTE:

A message box is promptings you to confirm whether you want to remove the selected label from the list.

. "

Confirm @

@ Are you sure you want to remowe the label LABEL1

Yes N

Figure 3.19

5. Click Yes button to remove the selected label from the list.

6. Click No button to avoid removing the selected label from the list.
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3.1.7

Changing the Label

To change the label:

1. Visit the Server Information page.

& OmniDocs Service Administration =p[FE
Server SMS Help
B servers Server Information
§ & JTS(127.004:9999) || gtocage Management Server
B Locks
8 users
@ SMS {127.0.0.1 : 10000) IP Address ServerPort AdminPort
Please select the log to view or modify
 Transaction Log : () Irue (8 Ealse Log Size [ME} 5 Log Count |10
[ | peme][ =
Volume View Monitor
Label [ Losation | Space Used(MB) [ Created on | Last accessed on [ Status
IABHIOD SP40LABEL |abhicdsp0Label lo lsur 8, 2014 3:28 Pm |Jut &, 2014 3:28 P [Mounted
LABEL1 [c:usbeiz o [sur 14, 2014 3:58 P11 [Jut 14, 2014 3:58 PM [Mounted
[l ] [1»
Add H Remove H Change
401 I D
status
Start SMS Successful Ready.

3.20

2. Select the required label, which needs to be changed from the list.

@ OmniDocs Service Administration
Server SMS Help

g Servers Server Information
? O ots(127.0.0.1: aa99) Storage Management Server
ﬁ Locks
Users
@ SMS (127.0.0.1 : 10000] IF Address ServerPort AdminPort
Please select the log to view or modify
Transaction Log |v| () True (@ False Log Size (MB) |5 Log Count |10
| Start | | Stop | | Disconnect | | Edit |
Volume View Monitor
Label Location Space L Created on Last on Status
IRBHIODSP40LABEL i 40Label |0 Hul 8, 2014 3:28 PM{Jul 8, 2014 2:29 F
LABEL1 (C:\label1 o Hul 14, 2014 3:50 PRJul 14, 2014 3:50 F
4] i T
[ I [»
Status Remove Label

Label Added label1 on SMS (127.0.0.1 : 10000} Successful Ready...

Figure 3.21

Figure
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3. If the label is running, then click Stop.

4. Click the Change button. Set Label Property dialog box is invoked.

.

Set Label Property @

Enter the details

Location of Media

C:\labelq |

5M5 Volume Label Hame

|:| Create Directory

Cancel

Figure 3.22

5. The only editable mode is the Location of Media, which displays the location where the specific
label is located.

6. If you wish to change the path of the location of media, you do so by typing the path name in the
Location of Media textbox.

7. Click the OK button to close the Set Label Property dialog box and to save the changes made. The
following Confirm dialog box is evoked.

8. Click Yes to confirm, else, click No.

NOTE:

Click the Cancel button to quit from changing the label.

Confirm @
Before performing any cperation on this Label please ensure that
all the 5MS5 files are mowved

@ manually from the old path to the new path

to awvoid any data loss.Continue

Yes Mol

Figure 3.23
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3.2 JTS Server Operations

To start operations on the JTS server
1. Select the JTS option from the Select Service dropdown list.

2. Alist of all registered JTS servers is displayed.

ﬁ OmniDocs Service Administration EI@
Server Help
Servers Services
@ SMS (127.0.0.1 - 10000 )
Select Service |JTS | - |
Server Location Status
TS 127.0.0.1 - 9959 Start
| Start | | Stop | | Register | | Unregister | Connect | | Disconnect | | Manage
] I [»
Status
Warning (Same server port specified) Ready...
Figure

3.24
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3.2.1 Registering JTS server

To register the JTS server
1. Click the Register button.

2. The Register dialog box is invoked.

o )

Register Mew Server @
Enter the details
Server Type |.IT5 | - |
IP Address | |
Admin Port | |
oK Cancel
Figure 3.25

3. Enter IP Address and Admin Port Details.

4. Click OK to register, else click Cancel.

NOTE:

Once the server is registered it is displayed in the list and is in a disconnected state.
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3.2.2 Connecting OSA to JTS

To connect the JTS server:

1. Select the server that needs to be connected from the servers displayed on the list.

& OmniDocs Service Administration =8 =R 5
Server Help
B servers Services
WS (127.0.0.1 : 10000}
Select Service
Server [ Losation Status
TS |127.0.0.1 - 5398 |oi
on ][ e |[aerer | [mememe [ comeet ]| pucomest || e

47 T ¥
Status
Disconnect Successful Ready..

Figure 3.26

2. Click the Connect button. OSA gets connected with the JTS.

& OmniDocs Service Administration o[- | (3]
Server Help
Servers Services
£J) sms (427.0.0.1 - 10000}
B —
Server | Location [ Status
aTs |127.0.0.1 - 3988 | start
Start H Stop H Register H Unregister H Connect H Disconnect H Manage

471 i D
Statu
Conneotion with JTS success ful Ready

Figure 3.27
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3.2.3 Managing JTS

Only when the JTS is managed, all the server operations (other than Start and Stop) can be performed
on it. To manage the connected server:
1. Select the connected server from the list of registered servers.

2. Click the Manage button.

@ OrmniDocs Service Administration EI@
Server Help
Servers Services
@, SMS (127.0.0.1 - 10000 i
Select Service |JTS | - |
Server Location Status
JTS 127.0.0.1 - 9999 Start
| Start | | Stop | | Register | | Unregister | Connect | | Disconnect | | Manage
] I [»
Status
Connection with JTS successful Ready...
Figure 3.28

3. An entry of the connected server along with its IP Address is displayed in the Servers tree in the

repository view.
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& OmniDocs Service Administration (=R E=E =
Server Help
Servers Services
B Locks =
& vsers Server Location T Status
£) sws (127.0.0.1 - 10000) | 1578 |127.0.0.4 : 9989 | start
Start H Stop H Register | Unregister Connect H Disconnect H Manage
1 I »
Status
Server Managed

Figure 3.29

4. Select the JTS from the repository view.

The following screen is invoked displaying the JTS server information.

@ OmniDocs Service Administration EI@
Server JTS Help
Servers Server Information
o [ J1s(127.0.0.1 - 9999) IF Address. ServerPort AdminPort
& Locks
g Users Encoding l:l:l SocketTimeoutimins) BatchSize
@ SMS (127.0.0.1 : 10000 Log
Transaction | | Connection Kmil Emor [ | Socket Error Lag Size (M) |1D | Leg Count |1D
| Start || Stop ‘ | Disconnect | | Edit | | Create |
[ Cabinet | Transaction Pool |
Cabinetiame | MinDEConnections | MaxDEConnections. | CabinetType | DataBaseType
abhidms |5 |25 |Both Document Database and ... |mssql
Cabinet Operations
| Associate | | Dissociate || Upgrade || Property || Test | | Delete || Unlock | | Enable Trace ‘ | UpgradeLicense |
[l Ii [o]]al Ii D
Status
Cabinet List fetched successfully Ready...

Figure 3.30

|
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Server Port Server Port signifies the port at which the JTS would listen to the OmniDocs client's request.

Socket Timeout Socket Timeout signifies the time after which the OmniDocs Client would be timed out.

Batch Size Batch Size signifies the maximum number of records that have to be fetched for a request.

3.2.4 Editing JTS Properties

To edit the properties of the JTS server:
1. Select the Server.

2. Click Stop.

3. Click Edit.

NOTE:

Edit is a toggle button and changes to Update.

J@ OmniDocs Service Administration EI@
Server JTS Help
Servers Server Information
s JTS({127.0.0.1 : 9999} IF Address ServerPort AdminPort
& Locks
i1 Users Encoding l:l] SockefTimeout{mins) Batch Size
@ 5MS5 (127 .0.0.1 - 10000 Log
Transaction | | Connection Xml Emor | | Socket Error Log Size (ME) |1D | Log Count |1D
| Start || Stop || Disconnect || Edit || Create |
[ Cabinet | Transaction Pooi |
Cabi \ MinDEC [ MaxDBC 5 [ CabinefType \ D =
s |25 |Both D and I_. |mssql
Cabinet Operations
| Associate | | Dissociate | | Upgrade | | Property | | Test | | Delete | | Unlock | | Enable Trace | | UpgradeLicense |
] i [r]]4] Il D
Status
Server properties fetched successfully Ready...
Figure 3.31
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The editable modes are:

Server Port Enter the Server Port Number of the System.

Transaction log Select this checkbox to generate the Transaction Log.

Connection log Select this checkbox to generate Connection Log.

Batch Size The system takes the entered value and crates a batch of that size.

SocketTimeout (mins) Enter the SocketTimeout Duration in minutes.

Error Log Size (MB) The system takes the entered value and creates an error log of that size.

Log Count The system takes the entered value and creates error logs equal to the count.
XML Log Select this checkbox to generate XML log.

Error Log Select this checkbox to generate an error log.

Socket Log Select this checkbox to generate a Socket log.

4. Make the changes as per the requirement.

@ OmniDocs Service Administration EI@
Server JTS Help
Servers Server Information
| -
7 ‘:’-E‘,S (127.0.0.1 : 99989) IP Address ServerPort 2333 AdminPort
Locks
i1 Users Encoding = SockefTimeoutimins) (30 BatchSize (100
@ SMS (127.0.0.1 - 10000 Log
Transaction |:| Connection Xml Error D Socket ) |1D | Log Count |1D
e ra e
Cabinet Transaction Pool
Cabi [ MinDEC 5 [ MaxDBC 5 [ CabinefType [ D =
|5 |25 |Both D [ and I.. |mssql
Cabinet Operations
| Associate | | Dissociate || Upgrade | | Property | | Test | | Delete | | Unlock | | Enable Trace | | UpgradeLicense |
4] i [r]]4] Il D
Status
Server properties fetched successfully Ready...
Figure 3.32

5. Click the Update button to save the changes made.
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J@ OrniDocs Service Administration EIIEI
Server JTS Help
Servers Server Information
s JTS{127.0.0.1 : 9999} IF Address. ServerPort AdminPort
%’ t:c:: Encoding l:l] SockefTimeoutimins) BatchSize
@] sms (127.0.0.1 : 10000 Log
Transaction |:| Connecfion Xmil Error |:| Socket STl ) |1D | Log Count |1D
| Start | ‘ top | | Disconnect | | Edit | | Create |
[ Cabinet | Transaction Pool |
Cabi [ MinDEC " [ MaxDEC 5 [ CabinefType [ D ype
5 |25 |Both D and I_. |mssql
Cabinet Operations
| Associate ‘ | Dissociate || Upgrade || Property || Test | | Delete || Unlock | | Enable Trace ‘ | UpgradeLicense |
] Il DI KN Il D
Status.
Server properties fetched successfully Ready...
Figure 3.33
OmniDocs provides the following features:
e Option to generate XML log files. e Manipulate the value of Error Log Size.

e Enable or Disable Trace option.

These features help to:

e  Optimize the function of OSA.

e  Rectifying errors in operations.

There are various features which when added to the JTS properties screen of the OSA in OmniDocs,

Unlock button on the JTS properties screen of the

OmniDocs Service Administration (OSA).

Reduce time in identifying the properties.
Increase the speed of processing tasks using the

OmniDocs server.

helps optimize and increase the speed of operations of the OmniDocs server. These features are:-

e Option to generate XML log files to record all the

NewgenONE OmniDocs Service Administration Guide

Error Log Size textbox to define the maximum size of
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actions that you perform on the OmniDocs server the error log file
e Enable Trace or Disable Trace toggle button on the e Unlock button on the Cabinet Operations frame to
Cabinet Operations frame to generate trace files of unlock a locked user account

all SQL statements run at the database

The figure below shows the screen with new features added to the JTS properties screen of the OSA:

@OmniDnc; Service Administration EI@
Server JTS Help
Servers Server Information
A .
¢ [l J15(127.0.0.1 - 999) IP Address ServerPort AdminPort
@ Locks
0 Users Encoding Socke{Timeout{mins) BatchSize
@ SMS (127.0.0.1 : 10000 Log
Transaction | | Connection Xl Eror [] Socket | EFTOT Log Size (ME) |10 | Loa count [10
Start | Disconnect | | Edit | | Create |
l/ Cabinet rTrarlsactinn Pool |
Cabi [ MinDEC i [ MaxDECH i [ CabinetType [ D ype
|5 |25 |Both Dy [ and I_. |mssql
Cabinet Operations
| Associate ‘ | Dissociate || Upgrade || Property || Test | | Delete || Unlock | | Enable Trace ‘ | UpgradeLicense |
] i [e]]4] Il D
Status
Server properties fetched successfully Ready...
Figure 3.34

Generating XML Log Files

The Xml option on the Log frame of the JTS properties screen enables you to generate or prevent
generating an XML log file named xml.log. The XML log file consists of code in the form of XML tags and
maintains a record of all actions performed on the OmniDocs server. You need to set the value of the
XML log file to ‘true’ to enable the generation of the XML log file.

You select the Xml option on the Log frame to generate the XML log file of all operations performed on
the OmniDocs server. The record of all operations on the XML log file helps identify errors in an
operation and rectify the errors which help reduce the time needed for errors identification and

rectification. With the continuous generation of the logs of operations performed on the OmniDocs
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server, the size of the log file increases, and the log file occupies more storage space. The generation of
logs reduces the speed of operation of the server computer. You clear the Xml option on the Log frame

to prevent the generation of logs of the operations performed on the server computer.

To generate XML logs of all operations performed on the server:

1. Select the Xml option on the Log frame of the JTS properties screen of the OSA.

2. The Edit button, which is a toggle button present on the lower section of the Server Information
frame of the JTS properties screen and was unavailable, is made available.

3. The name of the Edit toggle button is changed to Update when the toggle button is made available.

The figure below shows the Update toggle button on selecting the Xml option:

& OmniDocs Service Administration EI@
Server JTS Help
Servers Server Information
? -:;HZT-D-D-* : §999) IF Address ServerPort 33_33] AdminPort
Locks
& Users Encoding SockefTimeoutmins) |30 BatchSize (100
@ S5MS (127.0.0.1 - 10000] Log
Transaction [ _| Connection Xml Emor || Socket Eaog S e |1D | LeEr |1D
Start | Disconnect | | Update | | Create |

l/ Cabinet rTrarlsactinn Pool |

Cabi [ MinDEC [ MaxDBC 5 [ CabinefType \ D ype
|5 |25 |Both D [ and L. mssql

Cabinet Operations

| Associate || Dissociate || Upgrade || Property || Test || Delete || Unlock || Enable Trace || UpgradeLicense |

] i [e]]4] Il D
Status

Server properties fefched successfully Ready...

Figure 3.35

4. Click the Update button to save the changes made.

5. The Update toggle button changes to the Edit button and remains unavailable.
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Steps to prevent generating XML logs of all operations performed on the server using the OSA:

1. Clear the Xml option on the Log frame of the JTS properties screen of the OSA.

2. The Edit toggle button, which was unavailable, changes to Update button and is made available.
3. Click the Update button to save the changes made.

4. The Update toggle button changes to the Edit button and remains unavailable.

5

The generating of XML logs of all operations performed on the server is terminated.

Defining Size of Error Log File

OmniDocs provides the Error Log Size textbox on the Server Information frame of the JTS Properties
screen to enable you to type the maximum size of the error log file, err.log, present on the server
computer. This helps to control the size of the error log file and prevents the err.log file from occupying
more storage space of the CPU and increases the speed of operation of the server computer. If the size
of the error log file increases, then defined on the Error Log Size textbox, the earlier error log records
are deleted and replaced by current error log records to enable the error log file to remain within

defined limits of size.

Steps to type or modify the size of the error.log file present on the server computer:

1. Enter the file size in Error Log Size textbox on the Server Information frame of the JTS Properties
screen.

2. Edit toggle button, which was unavailable, changes to Update button and is made available.

3. The figure below shows the Update toggle button after you type the size of the error.log file:

|
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@OmniDocs Service Administration EI@

Server JTS Help

Servers Server Information
s E"SHZT.D.DA :9999) IP Address. ServerPort 2332 AdminPort
Locks
i Users Encoding = SockefTimeout{mins) |30 BatchSize (100
@ 5MS5 (127 .0.0.1 - 10000 Log 1
. . Error Log SixJe{MB]lﬂJ |I|_-D‘JCDurIt |1D
Transaction |:| Connection Kml Error I:‘ Socket | |
Start | Disconnect | | Update | | Create |

l/ Cabinet rTransactiDn Pool |

Cabinetame [ MinDBConnections [ MaxDBConnections. [ CabinefType [ DataBaseType
abhidms s |25 |Both Document Database and I... |mssql

Cabinet Operations

| Associate || Dissociate || Upgrade || Property H Test || Delete || Unlock || Enable Trace || UpgradeLicense |

4] I [r]f4] I [[»
Status

Server properties fetched successfully Ready...

Figure 3.36

4. Click the Update button to save the changes made.

5. The Update toggle button changes to the Edit button and remains unavailable.

Generating Trace Files

OmniDocs provides Enable Trace or Disable Trace toggle button on the Cabinet Operations frame to
generate a trace file with the extension .trc to maintain a record of all SQL statements run at the
database for a cabinet. The trace file helps analyze the time needed to process a SQL statement and
helps reduce the time for processing a SQL statement and optimizes the processing speed of the server

computer.

Steps to generate a trace file for a cabinet:
1. Select a cabinet from the list of cabinets shown on the Cabinet tab of the JTS Properties screen.
2. Disable Trace toggle button, which is unavailable changes to Enable Trace button and is made

available.
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3. The figure below shows the Enable Trace button after selecting a cabinet:

& OmniDocs Service Administration EI@
Server JTS Help
Server Information
7 dmh JTS (127.0.0.1 - 9999 IP Address ServerPort AdminPort
@ Locks
B Ysers Encoding l:l:l SockefTimeout{mins) BatchSize
Log
Transaction | | Connection ¥l Ermor [ Socket | EFTOT Log Size (ME) [10 | Log Count [10
Earme ey
[ Cabinet | Transaction Pool |
Cabinetiame | MinDEConnections | MaxDEConnections. | CabinefType | DataBaseType
abhidms |5 |25 |Both Document Database and I... |mssql
Cabinet Operations
| Associate || Dissociate || Upgrade || Property H Test || Delete || Unlock || Enable Trace || UpgradeLicense |
4] Il v
Status
Cabinet List fetched successfully Ready...
Figure 3.37

4. Click Enable Trace toggle button to generate trace files for the cabinet that you select on the
Cabinet tab.

5. Enable Trace toggle button changes to the Disable trace toggle button and remains available.

The continuous generating of trace files for cabinets that you select from the cabinets listed on the

Cabinet tab occupies more memory and CPU spaces and reduces the speed of processing SQL

statements on the server.

Steps to prevent generating of trace files for cabinets that you selected from the list on the Cabinet
tab:
1. Click the Disable Trace button available state.

2. The Disable Trace button is made unavailable.
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Using Unlock Button to Unlock a Locked User Account
OmniDocs provides the Unlock button on the Cabinet Operations frame of the JTS Properties screen to
enable you to unlock a locked user account. You use the Unlock button of the OSA to unlock a locked

account for the Supervisor. The Supervisor can unlock all other locked user accounts.

To unlock a locked user account:

1. Click the name of the cabinet shown on the list of cabinets on the Cabinet Tab of the JTS Properties
screen of the OSA.

2. The Unlock button, which was unavailable, is made available.

3. Click the Unlock button.

4. The Unlock User dialog box appears.

-

Unlock User @
Enter the details
User |5upervi5ur |
Password |||-|||-|||--- |
oK Cancel
Figure 3.38

5. Type the user name and the password of the user account that is locked.

6. Click OK to unlock the user account, else click Cancel to exit from the Unlock User dialog box.

P )

Success @

20y Unlock User successful !

L

Figure 3.39

|
NewgenONE OmniDocs Service Administration Guide Version: 11.3 Page 36



3.2.5 Creating a Cabinet

Cabinet Creation can be done in two ways:
e By using Superuser like ‘sa’ (SQL) or ‘sys’ (Oracle).

e By using a normal user with cabinet creation rights.

To create a cabinet using Superuser:
1. Click Create button.

2. Create Cabinet dialog box is invoked.

Create Cabinet (127.0.0.1 : 9996) x|
Cabinet Type

D Dzcument database D Image Server database @ Both
Database Type

D MS5GQL D Cracle {::' Postgres @ Azure D CracleRAC

Cabinet information

Cabinet Name

Server Name

User name | |

Password
€D Key |
Security Lewel |Dbje-:'.t Lewel | - |
Password Algorithm |F'C1 | - |

[ ] Enable ETS

Status
| ‘ Cancel
Figure 3.40

3. Select the cabinet type that needs to be created from the Cabinet Type area.
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4. The Cabinet can be a Document database, an Image server database, or both.
5. Select the required Database Type from the options available in the Database Type area.

6. The types of databases available are MSSQL, Oracle, PostgreSQL, and Azure.

3.2.6 Creating an MSSQL Database Cabinet

Using Superuser
To create an MSSQL database cabinet:

1. Select the MSSQL database option from the Database Type.

[
Create Cabinet (127.0.0.1 : 9939) [
Cabinet Type

l::l Document database l::l Image Server database @ Both
Database Type
@ MS55QL D Oracle l::l Postgres D Azure C:) CracleRAC

M5 5GL Information

Dewice Size (MB)} |5 Log Size (MB} |5

Cabinet information

Cabinet Name |tEEtc.ab_newgen1 11 |
Server Hame |tEEt |
User name |sa |
Password |“ |
Database Path |tEEtc-ab_newgen1 11.mdf |
CD Key [kcey] |
Security Lewel ‘Dbje-:'.t Lewel | - ‘
Password Algorithm ‘PCH | - ‘
[ ] Enable FTS
Status

Error in cabkinet creation

OK | | Cancel

Figure 3.41

2. Select the Enable FTS option in the MSSQL information area to enable the FTS.
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3. Specify the initial database size in Device Size textbox.

4. Specify the initial log size in Log Size textbox.

5. Specify the cabinet information in the various textboxes of the Cabinet Information area:

a. Specify the cabinet name in the Cabinet Name textbox.

b. Specify the server name (name of the machine where the MSSQL server is running) in the

Server Name textbox.

c. Specify the username in the User name textbox.

d. Specify the password in the Password textbox.

e. Specify the path where the database information is to be stored in the Database Path textbox.

NOTE:

The database (DAT) file is formed on the computer that we specify in the Server Name textbox i.e. the computer where the

MSSQL Server is installed.

f.  Specify the CD key in the CD Key textbox.

g. Select the required security level from the Security Level dropdown list. Right now, there is one

level of security:

e Object Level Security

This means that all the rights and privileges are assigned to all the objects of

OmniDocs.

e Cabinet Level Security

This means that all the rights and privileges are assigned at the Cabinet-level.

6. Click OK button to create the cabinet as per the requirements.

Else, click Cancel button to close the Create Cabinet dialog box.

Using Normal user to create MSSQL 2008 cabinet:

NOTE:

For Creating a cabinet, avail the services of a DBA (Database Administrator) or of someone who has prior experience in

creating an MSSQL cabinet.
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Use SQL Server Management Studio and perform the following steps:

1. Select the particular SQL Server on the left panel and expand it.

A5 Microsoft SOL Server Management Studio ||
File Edit “iew Tools ‘indow Community  Help
2 NewQuery | [y |t o | b | & e
Object Explorer -1 X Object Explorer Details > X
Connect~ | 33 53 S5 2 T & B search
=B (30L 5 053 192.168.72.14 [SQL Server 804053 - 53)
[ Databases
[ Security Hame Paolicy Health State
3 Server Objects 1 Datahases
3 Replication [ Security
3 Management 3 Server Objects
[ 50U Server Agent 3 Replication
[ Managernent
[ 50L Server Agent
[ 1921687214 (SQL Server 9.0.4053 - 53)
Ready

Figure 3.42
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2. Expand Security.

Lo Microsoft SQL Server Management Studio \i/\i/@l
File Edit View Tools Window Community Help
S Mew Query | [ | iy 06 5 | 3 | 5 B
Object Explorer ~ 1 X Object Explorer Details - X
Cornect~ | 3 &3 23 & 7 2 B search -

192.168.72.14 (SQL Server 9.0.4053 - sa)

Marne Policy Health State
3 Logins [3 Databases
[ Server Roles (23 Security
4 Credentials [ Server Objects

1 Server Objects [ Replication

3 Replication [d Managerment

[ Management [ 50L Server A
gent

[ S0 Server Agent

[0 1921687214 (SQL Server 9.0.4053 - 53)

Ready

Figure 3.43

|
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3. Select Logins and then do a right-click on it. Click on New Login from the pop-up menu.

"
i Login-New =
5::3[:::;3793 l; Script v 3 Help
E'" Server Roles
_’%_" LIzer Mapping Login name: | Search...
2 Securables i o
A Shatus @ "Windows authentication
o SOL Server authentication

Mapped to certificate
Mapped o asymmetic key
C b Map to Credential
onnechion
Cerver tapped Credentials Credential Pravvider
1921687214
Connection:
34
3y View connection properties
Progress
Ready Default database: | masher b |
Default language: | <default> ~ |
QK ] | Cancel

Figure 3.44
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4. Inthe Login- New window, specify the Login name, select SQL Server Authentication and enter the

password. The Default database should be master. Click OK.

I "y
J Login- New ==
S::e;;:el:l'ge ,._jS Script + |3 Help
E"' Server Roles
f Llzer Mapping Login name: userdis Search...
24 Securables i o
- Stahus Windows authentication
o @ S0L Server authentization

Password: [TIIIIIL]
LCaonfirm pagzword: [TITITTY
| Enforce pazsword policy
| Enforce pazsword expiration
| User must change passward at nest lagin
Mapped to certificate
Mapped to azymmetnic key
C b Map to Credential
onnection
Server Mapped Credentials Credertial Provvider
1921687214
Connection:
za
3¢ View connection properties
Progreszsz
Ready Diefault databaze: | rasher hi |
Default language: | <default> S |
QK ] | Cancel
Figure 3.45
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5. On the left panel expand Databases (corresponding to the particular SQL server) then expand
System databases then expand master database then expand Security then Select Users and do a

right-click on it.

“2 Microsoft SOL Server Managernent Studio || R S|
File Edit “iew Tools SWindow Comrmunity  Help
2 New query | Oy | 5 B | Oy | &5 =]
Object Explarer ~ & X || Object Explorer Details X
Connect~ | 3 43 o T [F] B @ V@I T E D search -
=1 [ Databases + || 192.168.72.14 (SQL Server 9.0.4053 - sa)\Databases\Systern Databases\masterSecurity\Users
= 3 Systern Databases =
= | master MName Scherna Create Date Policy Health State
% [ Tables A, #40M5_Age ntSigningCertific.. 06-02-2010 13:02:40
= L Views A, CENTRAL\gaurav.rana 10-12-2010 15:22:08
= [ Synanyms A dbo 08-04-2003 09:10:19
) [ Programmability |£, EW/SMNGAE42\SQL Server2005... 03-02-2010 17:44:58
@ L Service Broker B guest 08-04-2003 09:10:19
® 3 Storage |, INFORMATION_SCHERMA 14-10-2005 01:36:06
= [ Security B kdsir 23-02-2011 13:15:52
»
A qw 23-02-2011 18:06:51
Ral
L Foles 2, sys 14-10-2005 D1:36:06
4 [ Schernas Y
A testuserl 12-12-2013 1L:52:07
® [ Asyrmetric Keys =
5 [ Cortificates A testuser? 12-12-2013 17:22:13
A usrl 23-02-2011 11:36:39

# [0 Symmetric Keys
@ [ model

@ [ msdb

@ [ tempeb

# [ Database Snapshots
| asma
# | ssaodlogin
# | asasd
# | =adadadlogin
@ [l 2asfasfodiogin
@ | abedodlagin
# | ABMAMROCAB
@ [J] ABNCAB
% | account_cab
# | aestestcab
# |l afafaf233odlogin

@ [l ajibeab

@ [ skeabl

@ [J] akfinaltestcompanyofloanlagin
@ | akn

) | aksaasmasternew

@ | aktesticampanyofloanlogin

# | aktestdcompanyofloanlogin

@ [J) sktestcompany2ofacclogin

@ | alarm

@ [ alarm?

| alarmfolderlodiogin

@ [ slarfolderadiogin

@ | alarmfoldertestlodlogin

# | alarmfoldertestZadlogin

@ [ alarmfoldertestodiogin 4 Users 121tems

@ LA arnazanndlagin

Ready

Figure 3.46
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6. Perform the steps below:

i. Click on New User.

| | Database User - New

Select apage

14 General

2 Securables

2 Extended Properties

Connection

Server:
1921687214

Connection:
za

3¢ View connection properties

Progreszsz

R eady

; Script - Lj Help

zer name:

@ Login name:

Default schema:

Schemas owned by thiz uzer:
Owred Schemas

(= I[@ ]l

¢ db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladrmin
db_denydatareader

O TIPS PP P O N

[Dratabasze role membership:

Fiole Members

{ db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter

m

m

Ok,

] | Cancel

Figure 3.47
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ii. In the Database User- New window, browse the above-created user for Login Name and click

OK.

foe

%ﬂ Browvse for Ohjects @

15 objects were found matching the types pou selected.

tatching objects:

M ame Type =
[ Ay [rak] Lo...
[ &y [eal Lo...
[ A [testugerl] Lo...
[ A [testuser] Lo...
VA [userdos] lo.. |E
[ . Ay [uer] Lo...

k. ] ’ Cancel ] ’ Help

Figure 3.48
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7. On the left panel, expand Databases (corresponding to the particular SQL server) and then System

Databases, expand the master database, expand Security, select Schema and do a right-click on it.

= 4 Databases
= [ System Databases
= | master
@ O3 Tables
7 Miews
3 Synonyms
3 Programmability
[ Service Broker
3 Storage
= [ Security
@ 3 Users
& [ Roles
= 3
# [0 Ssymmetric Keys
& [ Certificates

HEEE

@ [ Symmetric Keys
[ model
| msdb
| tempdb
Database Snapshots

| =adadediogin
| ) aasfasfodlogin

| sbedodiagin

| AEMNAMROCAR

| AENCAB

| ) account_cab

| sestestcab

|l sfafaf2330dlogin

1 sjibeab

| ) akcabl

| skfinsttestearpanyofiaaniogin
14 akn

|l aksaasmastermew

| aktest3companyofloanlagin
| sktestdrampanynflaaningin
| ) aktestcompanyZofacclogin
| alarm

1 slamad

| slarmfolderlodiogin

| alarmfelderadiagin

J alarmfoldertestlodlogin

| slarmfaldertest2odlagin

@ | alarmfoldertestodiogin

A EEEEEEEREEEEEEDRBDBEEEEE B E

=

w1 arnazanndlanin

Ready

= Microsoft SGL Server Management Studio ===
File Edit ‘Wiew Toals Window Community Help
B ew Query | [y | B ¥ B | [ | &5 =5
Object Explorer = % X | - Object Explorer Details X
Connect- | 3 3 3 @ 9@ & T[S Search M

192.168.72.14 (SQL Server 9.0.4053 - sa)\Datahases\System Databases\rmaster\SecurihSchemas

MNarne
] db_accessadmin
] db_backupoperator
] db_datareader
| db_datawriter
] db_ddlzdmin
] db_denydatareadsr
] db_derydatawriter
& db_owner
& db_securityadrmin
# dbo

(] EWSNGA642ASQL Server2005...

] guest

] INFORMATION_SCHEMA,
(] kddsir

 qu

] sys

] testuserl

] testuser?

] usrl

L4 Schemas

Ouiner
db_accessadmin
db_backupoperatar
db_datareader
db_dataveriter
db_ddladmin
dbs_derydatareader
db_denydatauiter
db_owner
db_securityadmin
dho

quest
INFORMATIOM_SCHEMA
kdsir

qu

sys

testuserl

testuserd

usrl

19 Items

EWVSNG4642450L Server2005MSFT...

Palicy Health State

Figure 3.49
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8. Perform the steps below:
i. Click on New Schema.
ii. A Schema- New window will open up. Enter the name of the above-created user in the fields

Schema name and Schema owner name and Click OK.

5 Schemna - New E=8|E=E ==
Select apage i . .
_ Scrpt - Help
= General ';S a
A Permizsions
“4 Extended Properties & zchema containg database objects, such as tables, views, and stored procedures. & schema owner
- can be a databaze uszer, 5 databasze role, or application rale.
Schema narme:
uzer(05
Schema owner:
uzerd05
Connection
Server
192168.72.14
Connection:
33
2 View connection properties
Progress
Ready
]4 | | Cancel

Figure 3.50
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9. On the left panel expand Databases (corresponding to the particular SQL server) -> System
databases->Master database->Security->Users. Select the User created above, right-click on it and

then select Properties.

L Microsoft SQL Server Management Studio = = <
File Edit View Tools Window Community Help
S Mew Query | [y {2 o B | [ | 15 =5
Object Explorer ~ 1 x Object Explorer Details v X
Cornect~ | 93 42 E @9 ETE B sawh -
= 3 Databases * || 192,268.72,14 (SQL Server 90,4053 - sa)\Databases\Systern DatabasesimastertSecurigdUsers
= [ System Databases £
2 [ master Name Scherna Create Date Policy Health State
5 [ Tables B, NS AgentSigningCertific... 06-02-2010 13:02:40
) [ Wiewrs A CENTRAL\gaurav.rana 10-12-2010 15:22:08
# [ Synonyms A dbo 08-04-2003 09:10:19
= [ Programmability |, EVUSN G 4642150 Server2005... 03-02-2010 17:44:58
i [ Service Broker B guest 08-04-2003 08:10:19
@ [ Storage |, IMFORMATION_SCHEMA 14-10-2005 01:36:06
= [ Security A kdsir 23-02-2011 13:15:52
=4 U:E:#MS oS Certicataits Bqw 23-02-2011 10:06:51
ca TRV JEMgnIng® ertilcate 153 14-10-2005 01:36:06
A, CENTRAL\gaurav.rana ot
% ibo B testuserl 12-12-2013 11:52:07
ch ” 22
B, EWSNGA6AZ\SOL Server200SMSFTE Lser Bitestuser? 1AL Lz
B quest B usrl 23-02-2011 11:36:39
R s
8, INFORMATION_SCHEMA B user005 14-08-2014 12:31:07
A kdsir
& qu
A sys

A testuserl
n

A, testuser2
A usrl

@ Cd Roles

4 [ Schernas

® [ Asyrmetric Keys

# [ Certificates

# [0 Symmetric Keys
@ [ model
@ [ msdb
@ | tempdb
# [ Database Snapshots
@ | aaaa
# | ssaodlogin
# | asasd
w1 | aadadodiogin
@ [l 2asfasfodiogin
@ | abedodlagin
# | ABMAMROCAB
@ | ABNCAB
% | account_cab
# | aestestcab
| afafaf233odlogin
@ [l ajibeab
=

| akeabl T|| 4 Users 13 Ttems
Ti

Ready

Figure 3.51
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10. Perform the steps below:
i. Click on Properties.
ii. A Database User window opens, select the above-created schema as the default schema for the
user.

iii. Click OK.

| | Database User - userl05 EI@
Select apage i . 5
_ Script - Hel
2 General ';S F Lo Hep
1 Securables
1 Extended Properties U zer name: user0s
ugerdis
Default gchema: uzerdis \:I
Schemas owned by this uzer:
Owned Schemas -
db_accezzadmin a
db_backupoperator 1
db_datareader
db_datawriter
¢ db_ddladmin
Connection db_denydatareader
S orver e anibnn
1921687214 [ atabaze role membership:
Conrection: Fole Members -
23 : b_accezzadmin
& View connection properties db_backupoperator =
db_datareader
Progress db_datawriter
db_ddladmi
Feady —Cdadmn
db_derpdatareader
db_derydatawriter -
] ] | Cancel

Figure 3.52
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11. Perform the steps below:
i. Select Master Database.
ii. Right-click and select Properties from the pop-up menu.

iii. A new window opens.

| | Database Properties - master EI@
Select apage i . 1
X Script - Hel
% General ;S F Lj a
1 Files
_’%ﬁ Fileqroups
1 Options
A Permizsions
A Ewended Praperties Last Databaze Backup Mok
- Last Databasze Log Backup Hane
E Database
master
Status Marmal
COwner &a
[ate Created 08-04-2003 0% 1236
Size 42 81 MB
Space dvailable 1.22 MB
Murnber of Uzers 13
E Maintenance
Collation SOL_Latiml_General CP1_Cl_AS
Connection
Server
1921687214
Connection:
za
24 View connection properties
Progrezsz
Mame
Ready The name of the database.
QK ] [ Cancel
Figure 3.53
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12. Perform the steps below:
i. Click on the Permissions tab then select the newly created user from the list of users.
ii. Now assign Create database and Create procedure permission to the user.

iii. Click OK.

| | Database Properties - rmaster EI@
Select apage = o
_ Scrpt - Help
= General — a
1 Files
12 Filegroups Server name: MNGAE42
#4 Options . L
R Ponissions Wiew server permissions
E;‘ E stended Properties D atabaze name: mazter
Users ar rales: lﬂl
Mame Type -
& CENTRAL\gaurav.rana U zer
"
A% guest U zer
A kdsir zer
A gw [lzer
A testuzer] U zer 3
A testuser? Uzer
Y uzer005 Izer £
A uerl U zer
Connechion Permizsions for user]05:
Sarver Explicit | Effective
1321687214 Permizzion Grantor [Erant “With Girant Derny -
Connection: Create databasze dbo v
54 Create default dbo
3¢ View connection properties Create fulltest catal...  dbo
Create function dbo
Progress Create mezzage type  dbo
Feady Create procedure dbo
Create queus dbo
(]4 ] | Cancel
Figure 3.54

13. Now cabinets should be created using the above-created database user, instead of “sa”
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Using Normal user to create MSSQL 2012 cabinet

NOTE:
For Creating a cabinet, avail the services of a DBA (Database Administrator) or a user who has prior experience in creating

an MSSQL cabinet.

Use SQL Server Management Studio and perform the following steps:

1. Select the particular SQL Server on the left panel and expand it.

B Object Explorer Details - Microsoft SQL Server Management Studio {Administratar)

Fle Edit Wiew Debug Tools Window Help
fglv il G e Doy BB E|4 s B9 -0 -0 E] b =] O o

Object Explarer Object Explorsr Detalls 3¢

Comnect~ 3 3 m T (2] @ @ 4 F T ]S search |
EREY 5 r 11.0.2100 - sa)
[ Databases
£ Security Marne: | Palicy Health Stats
[ Server Objects 4 Databases
[ Replication 3 security
3 AlwaysOn High Availabilicy [ Server Objects
[ Management (3 Replication
[ Integration Services Catalogs [ AlwaysOn High Avalabiity
[ SQL Server Agent [ Management
[ Integration Services Catalogs
[ s0L server agent

192,168,56,188 (SQL Server 11.0,2100 - 53}

6 192.16856.168 (SQL Server 11.0.2100 - sa) Min Server Memory (ME):
8 Items 2 Audit Mode Enabled:

Databases: 31 CLR Enabled:

Figure 3.55
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2. Expand Security.

osoft SQL Server agement Studio (Admi
File Edit Yew Dsbug Tools Window Help
Pl il S | Dnewcuy BB 8 DB -0 -H-0]&] > =7 |- = o
o o gEpEe—y |
Connect~ W W m T [2] @ @D 4 2 7 )b | search | ]
192.166.56.188 (5L 5 11.0.2100-
1 Databases (BT )
T Secir ity Hame | Policy Health State |
(L3 Logins (3 Datahases
[23 Server Roles [ Security
| Credentials [ Server Objects
[ Cryptographic Providers [ replication
[ Audits 3 alwaysOn High Availability
[ Server Audit Specifications 3 Management
[ Server Objects [ Integration Services Catalags
L3 Replication [ 50L Server Agent
1 AlwaysOn High Availabilicy
[ Management
[ Integration Services Catalogs
[ 5L Server Agent
|& 192.166.56.188 (SQL Server 11.0.2100 - sa) Pin Server Memory (ME): 16 =
& Itsms 2 Audit Mode Enabled: 0
Datsbases: 31 CLR Enabled: 0

Figure 3.56
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3. Select Login and then do a right-click on it. Click on New Login from the pop-up menu.

Login - New !EIE
5 Serpt - m Help

14 General

12 Server Roles ; _ -
12 User Mapping Login name: || 2arch... |

A Securables & windows authentication

i
-2 Status £ 50L Server authentication

Pazaward: I

Confirm pazzword: |

= Specity old pazsward

Old pazsword: I
¥ Enftarce pazsword palicy
¥ Enforce password egpiration

¥ zen must change passwond &t nest lagim

" tMapped to certificate I

{~ Mapped to asymmetric key I

I Map to Credential I

B Y K | K K

Sdd
td apped Credentialz | I R
Server
192 168.66.188
Connection:
24
4¢ View connection properties
Hemaye |
Ready Default database; I magter j
Default language: |<default> j
Ok I Cancel |
Vi
Figure 3.57
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4. In the Login- New window, enter the Login name, select SQL Server Authentication, and enter the

password. The default database should be master. Click OK.

E Login - New

Select

2 Generd

|2 Server Foles
f I1zer Mapping
1 Securables
15 Status

;S Scrpt - m Help

IS[=] B3

Login name: IuserDDd
" Windows authentication
% 50L Server authentication
Pazzword: I--------
Confirm pazzword: |uuuu

= Specify old passward

Old pazsword: I
v Enforce pazzword policy
¥ Enforce paszword expiration

v Uzer must change pazsward at nest login

" tapped to certificate I =

" tapped to asymmetic key I

r Map to Credential I

Search... |

NewgenONE OmniDocs Service Administration Guide

td apped Credentialz Credential I B I
Server:
192 168.56.185
Connection:
za
37 Yiew connection properties
Bemove |
Ready Default database; Imaster j
Default language: |<dEfEU|t> j
0k I Cancel |
A
Figure 3.58
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5. On the left panel expand Databases (corresponding to the particular SQL server) -> System

databases->master-> Security and Select and right-click on Users.

Object Explorer Details - Microsoft SQL Server Management Studio {Administrator)
Eile Edit Wew Debug Tools Window Help
g R e - oy e e e
Object Explorer i x
Comnect~ 34 3 m T 2] L§
=1 |44 192.168.56.188 (SQL Server 11.0.2100 - sa) -
[=) [ Databases

[ [ System Databases

B | master
[ Tables

# a3

) - M - JJ
Obiject Explorer Details ¢
© D32 T = B e -
192,163.56.188 (SQL Server 11.0,2100 - sa)|Databases|System Databases\master|Security|Users
Mame | Schema | Create Date | Palicy Health State |

[ ##MS_AgentSigningCertific, . 2/10/2012 9:09 PM

[ A ##mMs_PolicyEventProcessin. ., 2/10/2012 9:07 PV

(A dbo 4/8[2003 9:10 AM

(A quest 4/8/2003 9:10 AM

\5 TNFORMATION_SCHEMA 4i13/2009 12:59 PM

A, NT SERVICE\ReportServer 5/26/2014 4:05 FM

I8 sys 4/13/2009 12:53 PM

adk- 1 =] =

[ [ Storage

= [ Security

=]

3 Roles

1 Schemas

[ Asymmetric Keys

[ Certificates
[ Symmetric Keys
[ Database Audi Specifications

T mode]

| msdb

| tempds

[ Database Snapshats

| archcabzziuly

| archivalcabzzjuly

| archivaicabd

]

=

| doniewe

| dbhews

| keah

| leabdest

| ) lcabsrct

| ofarcheabdess

| ofarcheabdest

| ofarcheabdess

| ofarcheabsrce

| JJ ofcabopt

| ofesbopte

| ofcaboptarchival (Restoring. )
| ofeaboptarchivalz

| ofcaboptarchivals

| Reporterver

| ReportserverTempDE

[ Security

3 Serwer Objects

[ Replication hd|

&l

H &

®

L Users 7 Items

Figure 3.59
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6. Perform the steps below:

i. Click on New User.

. Browse for Objects

11 ohjects were found matching the types you zelected.

Matching objects:

_I_I M ame | Type |;|
[T [# [NT SERVICE\ReportServer] La...

@, [NT SERVICE\SOLSERVERAGENT] Lo...

[#,  [NT SERVICENSOL writer] La...

[MT SERVICE“\inmgmt] Lo..

[=a] [
[uzer004] La..

(1] I Cancel Help |

Figure 3.60

ii. Inthe new window, browse the user-created above for Login Name and click OK.

R object Explorer Details - Microsoft SQL Server Management Studio {(Administrator)

Edit  Yiew Debug Tools Window Help

-l S e | Dnewouery BB 4 B9 - - D0 s b (- ||
Object Explorer + 2 x [ object Explorer Details X
Connect~ 33 W wm T (] L5 @ @ 2 T (E 5| searen | -

= |4b 192,168.56.188 (SOL Server 11.0,2100 - 5a)

192.168.56.188 (SQL Server 11.0.2100 - sa}|Databases|System DatabasesymasteriSecurityiUsers
B @ Databases (5 i A5y y \ il

=) [ System Databases Mame [ schema [ create pate [ Policy Health state [
= [ master L&, #amMs_agentSigningCertific. 2}10/201Z 9:09 FM
# [ Tables L&, ##M5_PolicyEventProcessin... 2}10/2012 .07 FM
[ Wiews (A, dbo 4/8i2003 9:10 AM
[ Synonyms A, guest 4/8/2003 9:10 AM
[ [ Programmability |8y, INFORMATION_SCHEMA 4/13/2009 12:53 PM
[ Service Broker L&, MT SERVICE\ReportServer 5/28/2014 4:05 PM
3 sterage I8, svs 4/13/2009 12159 PM
= 3 Securit &, userood 8/13[2014 Si14 PM

Ca

[ Schemas
3 Asymmetric Keys
[ Certificates
B [ Symmetric Keys
[ Database Audit Specifications

[ model

[ msdb

| tempdb

[ Database Snapshots

[ archeabzzjuly

|l archivalcab22iuly

|l archivalcabs

[ db1

[ dbz

| bz

[ dba

[ dbs

[ dbre

[ dbrew

[ dbhewz

[l dbrewd

[ dbrews

[ keab

|l Icabdest

[ leabsrer

[ ofarchcabdess

|l ofarchcabdess

| ofarchcabdese

|l ofarchcabsrcs

|l ofcabopt

| ofcaboprz

+.J ofcaboptarchival (Restoring. ..}

[l cFeaboptarchival2

[ ofcaboptarchivals

|) ReportServer

2N R

ER=RcicRoich=RcicRciccicRcRcicioic o ccEsRc RG]

[l ReportServerTempDB - Users 8 Items
[ Securiy
L3 Server Objects
[ Replication =

Figure 3.61
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7. On the left panel expand Databases (corresponding to the particular SQL server) ->System

databases->master database->Security and then select and right-click on Schema.

Object Explorer Del Microsoft SQL Server Management Studio {Admini
File Edit View Debug Tools Window Help
P S @ | oy BB
Object Explorer * 1 X [ Object Explorer Details 3¢
comet- H H w T 75 @O T TS search | -]
= |3 192,166,56.188 (SQL Server 11,0,2100 - 53)
[= [ Databases
) [ System Databases hame | Owiner [ Policy Health State [
= | master & db_accessadmin db_accessadmin
[ Tables # db_backupoperator db_backupoperator
[ views #] db_datarsader db_datareader
3 Synonyms ] dby_datawriter db_datawricer
[ Programmabiliy & db_ddladmin db_ddladmin
L3 Service Broker 5] db_denydatareader dh_denydatareader
L3 Storage ] db_denydatawriter dh_derydatawriter
B [ Security ] db_owner db_owner
L4 Users ] db_securityadrin db_securityadmin
) dbo dbo
] guest guest
ﬂ INFORMATION_SCHEMA INFORMATION_SCHEMA
] NT SERVICE\ReportServer MT SERWICE\RepartServer
]
L

[ C— -] ) oL

a9 -o-8

192,16%.56.188 (SQL Server 11.0.2100 - sa)\Databases\System Databasesimaster|Security|Schemas

[ Asymmetric Keys
[ Certificates

[ Symmekric Keys

[ [ Database Audit Specifications
| model

[ msdb

[ tempdb

[ Database Snapshats

1 archeabzzidly

| archivalcabzziuly

| archivalcabs

J bt

| dbz

o dbz

[ dbe

 dbs

J dbnis

| dbiew

[ dbhiewz

| dbhiewd

RSExecRole RSExecRole
A svs s

H &

=

[ Icabdest

[ Ieabsret

| ofarchrabdess

| ofarchcabdes+

1l ofarchcabdesé

) ofarcheabsrce

| ofecabopt

l ofcaboptz

¢ | ofcshoptarchival (Restoring. )
| ) ofcaboptarchivalz

| ofcaboptarchivald

| Reportserver

|| ReportServer TempDE

H F

#

#

4 Schemas 15 Items

[ Security
[ Server Objects
[ Replication |

Figure 3.62
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8. Perform the steps below:
i. Click on New Schema.
ii. A Schema-New window will open
iii. Enter the Schema name and Schema owner name.
e You can search for a Schema owner by clicking on Search button.

iv. Click OK to create the new schema. This schema gets added to the list of Schemas.

ﬁSchema - New =] 3

SIECl I ;s Script = Lj Help
127 General
1 Permissions

: ) A schema containg databasze objects, such as tables, views. and stored procedures. & schema owner
2 Entended Properties can be a databaze uszer, a database rale, or application rale.

Schema name:

Iuser[l[lﬂi

Schema owner:

fuserind Search... |

Server:
192.1668.56.188

Connection:
za

4y View connection properties

Ready

Ok, Cancel |

Figure 3.63
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9. On the left panel expand Databases (corresponding to the particular SQL server) ->System

databases->master database->Security->Users. Select and right-click on the User. Select

Properties.

Object Explorer Del icrosoft SOL Server Management St
Fle Edt View Debug Tools Window Help
= - B !
Pl S e | S mewuery [ £ O
> 1 x

TTICECErET [ — e
Ceeererlq
@ DI 2T 7] 5| seach | |
192.168.56.188 (5L Server 11.0.2100 - sa)|Daksbasss|System Databasssimaster|SecurityiLsers

| schema | Create Date | Policy Health State |
2/10/2012 3:09 PM

2/10{2012 3:07 PM

/{2003 9:10 AM

4/8/2003 9:10 AM

4/13(2009 12159 P

5/28/2014 4:05 PM

4/13{2009 12:59 P11

8/13/2014 5:14 PM

Obiject Explarer
Connect~ ¥ W m T (2] .G
(=l [ 3 192.168.56.188 (3QL Server 11,0.2100 - sa) -
= [ Databases
El 3 System Datahases
= | master
[ Tables
[ Views
[ Synonyms
[ Programmabilicy
[ Service Broker
[ Storage
=] [ Security
= [ Users
(& ##Ms_agentSigningCertificat
| A& ##M5_PolicyEventProcessing
(A dbo
[ & guest
£, INFORMATION_SCHEMA
|8, NT SERVICE'\RepartServer
| sys

Mare
L&, ##M5_AgentSigningCertific. .,
L8, ##M5_PolicyEventPracessin...
(A, dbo
L8, guest
|,5 INFORMATION_SCHEMA
LA, NT SERWICE\ReportServer
I8 sys
|8, userond

3 Rales

| Schemas

[ Asymmetric Keys

[ Certificates

[ Symmekric Keys
[L3 Database Audit Specifications

& | model

[ msdb

[ tempdb

[ Database Snapshaots

| archeabzzjuly

| archivalcabzziuly

l archivalcabid

&

| ofarchcabdess
| ofarchcabdes4

| ofarchcabdese - Users 8 Items
]

ofarchcabsrce

[ ofcabopt -
»

]

Figure 3.64
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10. Click on Properties. A new window opens. Select the above-created schema as the default schema
for the user.

11. Click OK.

' Database User - user004 M=l E3

Selectapa g Script - m Help
2 General

12 Dwned Schemas
2 Membership

2 Securables Securables: Search... |

44 Eutended Properties
- _I Schema RE= | Type |_|

Uzer name: IuserDD4

Permizzions: [Eolumn Pemissions. .. |
E xplicit
Server
192 168.56.198 Permizsion Grantor I Grant I With Grant Deny I
Connection:
34

4¢ View connection properties

Feady

] I Cancel |

Y

Figure 3.65
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12. Perform the steps below:
i. Select Master Database and right-click.
ii. Click on the properties of the pop-up menu.

iii. A new window opens.

' Database Properties - master !E[
: ﬁ Script - m Help
12 General
“A Fileg
— F=: A :
1 Filegroups ’E'_- 2l ‘ =
f Dptions Bl Backup
f Change Tracking Last Databaze Backup MNane
f Permizzions Last Database Log Backup Mare
1% Ewtended Properties B Database
master
Status Marmal
Cvarer &a
Drate Created 4,/8/2003 3:12:36 Ak
Size 4 75 hB
Space pvailable Q.43 MB
Murber of Ugers a
E Maintenance
Collation SOL_Latind_General CP1_Cl_AS
Server:
192.168.56.188
Connection:
34
2¢ View connection properties
Mame
Feady The name of the database.
0k I Cancel |
Y
Figure 3.66
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13. Perform the steps below:
i. Click on Permissions tab.
ii. Then select the newly created user from the list of users.
iii. Now assign Create database and Create procedure permission to the user.

iv. Click OK.

. Database Properties - master !E[ E

Selecta 6 seipt + LY Help
_’%}' Genera

# Files

R : NGZ300
1 Filegroups Server name: I

f Options “Wiew server permissions

#A Change Tracking

— [ atabase name: |ma$ter
Permizzions

_g Extended Propertiss Users o roles: Search. . |
| M ame I Type I |
&

f#MS_AgentSigningCertificatett [ ger
A BHMS_PolicyE ventProcessingLogingi Jger
A guest |dzer
A NT SERVICE“RepotServer RE
r_} uzerl04 User =

Permizzions for user004:

Explicit I Effective |

5 :
-|E|Ef2\_fﬁ33_55.183 Permnizsion | Grantor | Gratt I “With Grank | Diery |;|

. Create databasze
Connection;

23 Create databaze D1,

Create default

4¢ View connection properties
Create fulllext catalog

Create function

A

Create meszage type

Fead L :
Facy Create procedure

<

L e e e e i
L e i i

.

Create queue

Figure 3.67

14. Now cabinets should be created using the above-created database user, instead of “sa”.
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3.2.7 Creating Oracle Database Cabinet

Cabinet Creation can be done in two ways:
A. By using Superuser like ‘sys’ (Oracle).
B. By using a normal user with cabinet creation rights.
The two ways are explained below:
A. Creating Cabinet using Superuser
To create an Oracle database cabinet:

1. Select the Oracle database option from the Database Type area.

Create Cabinet (192.168.5.218 : 9999} E[

Cabinet Type
{:} Docurent database {:} Image Serwver database @ Both
Databasze Type
i MSSOL 8 Oracle | Pastgres ) Azure ) OracleRAC

MSES0GL Infor mation

Dewice Size [MB] (5 Log Size [ME] |5 |

Cabinet information

Cabinet Name |testcab |
Server Name |a|:-|:u|itest |
U=ser name |S?S |
Pa=s=wsord |'l'l |
Datzbase Path testoab. mdf |
CO Key [The ke |
Security Lewel |Clb_i act Lewel | -
Fasswword Algorithim |F'I21 | - |
[ ] En=ble FTS
Status
Qk Cancel
Figure 3.68
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Check the Enable FTS option under the Oracle Information area to enable the FTS.
Specify the Oracle Service Name in Service Name textbox.

Specify the Oracle Port in Port textbox.

A

Specify the cabinet details under the Cabinet Information:
i. Specify the cabinet name in the Cabinet Name textbox.

i. Specify the server IP Address in the Server IP textbox.

iii. Specify the username in the User name textbox.
iv. Specify the password in the Password textbox.
v. Specify the path where the database information is to be stored in the Database Path
textbox.
vi. Specify the CD key for user licenses in the CD Key textbox.
vii. Select the required security level from the Security Level dropdown list.
viii. Click the OK button to create the cabinet as per the requirements.
ix. Or, Click the Cancel button to close the Create Cabinet dialog box at any stage of creating

the Cabinet.

B. Creating Cabinet using Normal User
Case 1
In case, if client does not create the tablespace and cabinet user and is expected to create them from
the product end using the createDB script, the database user should possess the following minimum
privileges:

a. CREATE TABLESPACE

b. CREATE USER

c. CREATE PROCEDURE (With Admin Option)

d. CREATE SEQUENCE (With Admin Option)

e. CREATE SESSION (With Admin Option)

f. CREATE TABLE (With Admin Option)

g. CREATE TRIGGER (With Admin Option)

h. CREATE VIEW (With Admin Option)
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i. CTXSYS package object rights for CTX_DDL (With Admin Option)

Case 2:

1. Minimum Privileges for an Existing Tablespace and User:

If the client has already created the tablespace and the user and provides these existing user
credentials in the Database user and cabinet user fields through OSA, the minimum privileges required
for the provided DB user include:

CREATE PROCEDURE

CREATE SEQUENCE

CREATE SESSION

CREATE TABLE

CREATE TRIGGER

CREATE VIEW

CREATE JOB

CREATE TYPE

CTXSYS package object rights for CTX_DDL

S 0 Q0 o

NOTE:
For Creating a cabinet, avail the services of an Oracle DBA (Database Administrator) or of someone who has prior

experience in creating an Oracle cabinet.

A normal user should be given the following rights to be able to create a cabinet:
e Cabinet Creation Rights

e Administration Rights

To create Oracle 11g Cabinet, Perform the following steps using Enterprise Manager Console.
1. Enter the Login Details in the “Oracle Enterprise Manager 11g” login screen.

2. Connect as SYSDBA for this operation.

|
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ORACLE Enterprise Manager g Help

Database Control

* User Mame  sys
* Passwird  esescecene
Connect As SVYSDEA ~
Login )

Copyright @ 1936, 2010, Oracle. Al rights reserved
Oracle, J0 Edwards, PeopleSatt, and Retek are registered trademarks of Oracle Corporation andior its affilistes. Other names may be trademarks of their respective owners

Unauthorized access iz strictly prohibited

Figure 3.69

3. From the Security section, select Users.

Setup  Preferences Help  Logout

ORACLE Enterprise Manager 11g
Database Control

Logged in Az BYS

Database Instance: orcl.newgen.co.in
Home Perfarmance Availability Server Schema Data Movement Software and Support

Storage Database Configuration Oracle Scheduler
Control Files Mernory Advisors Jobs

Tahlespaces Autamatic Undo Management Chains

Temparary Tahlespace Groups Initialization Parameters Schedules

Datafiles Wiew Datahase Feature Usage Programs

Ruollback Segments Job Clazzes

Redo Log Groups Windows

Archive Logs Window Groups

Global Attributes

Iigrate to ASh
Automated Maintenance Tasks

Make Tablespace Locally Managed

Statistics Management Resource Manager Security
Autamatic Watklnad Repository Getting Started E
AWR Baselines Consurmer Groups Foles
Consumer Group Mappings Profiles
Plans Audit Settings
Settings Transparent Data Encryption
Statistics Oracle Label Security
“irtual Private Database
Application Contexts
Databasze Yault
Query Optimizer Change Database
Manage Optimizer Statistics Add Instance
SCL Plan Control Delete Instance

SCL Tuning Sets

Enterprise Manager Administration

Enterprize Manager Users Motification Schedule Blackouts
Related Links
Access Add Exadata Cell Targets Advisor Central
Alert Histary Alert Log Cantents All Metrics —
Baseline Metric Thresholds Elackouts Etd SQL Histary
Jobs Iletric and Policy Settings Ietric Collection Errars
Manitaring Configuration Manitor in Memary Access Mode Falicy Groups
Scheduler Central S0L Watksheet Target Prapetties
User-Defined Metrics

Figure 3.70

4. Users screen appears.

5. Click on Create button.

|
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ORACLE Enterprise Manager 11g Setup Prefersnces Help Locout
Database Instance: orclnewgen.coin > Logged in As 5YS
Users
Object Type User -
Search
Enter an object name to filter the data that is displayed in your results set
Object Mame (5o)
he wildeard symhol (%) in = double quoted string.
Selection Mode Single -
ﬂJM) Delete ) Actions Create Like MY 125 0f 37 = MNext 12 &
Select‘UserName ‘Accuunt Status Expiration Date Default Tahlespace |Temporary Tahlespace (Profile Created User Type
@  ANONYMOUS EXPIRED & LOCKED Mar 30, 2010 11:05:18 AM IST  SYSALK TEMP DEFALLT Mar 30, 2010 10:27:58 AM IST  LOCAL
APEX_030200 EXPIRED & LOCKED Mar 30, 2010 11:05:18 AM ST SYSALK TEMP DEFALLT Mar 30, 2010 10:48:35 AM IST  LOCAL =
APER PUBLIC_USER EXFIRED & LOCKED hdar 30, 2010 11:05:18 AM IST  USERS TEMP DEFAULT har 30, 2010 10:48:36 AM IST  LOCAL
APPROSSYES EXPIRED & LOCKED har 30, 2010 10:16:56 AM IST SV SALN TEMP DEFAULT har 30, 2010 10:16:56 AM IST  LOCAL
Bl EXFIRED & LOCKED Oct 22, 2014 40502 FM IST  USERS TEMP DEFALULT Oct 22,2014 4:02:48 PMIST  LOCAL
CTHSYS EXPIRED & LOCKED Mar 30, 2010 11:05:18 AWM IST  SYSAUX TENMP DEFALULT Nlar 30, 2010 10:27:20 AM IST  LOCAL
DBESHNMP OPEN Apr 20, 2015 4:06:09 PM IST SYSALK TEMP MONITORING_PROFILE  Mar 30, 2010 10:16:54 AM IST  LOCAL
DIP EXPIRED & LOCKED Mar 30, 2010 10:09:52 AM IST  USERS TEMP DEFALLT Mar 30, 2010 10:09:52 AM IST  LOCAL
EXFSYS EXPIRED & LOCKED har 30, 2010 10:27:.00 AM IST  SYSALX TEMP DEFAULT har 30, 2010 10:26:53 AM IST  LOCAL
FLOWS FILES EXPIRED & LOCKED Mar 30, 2010 11:05:19 AM IST  SYSAUX TENMP DEFALULT har 30, 2010 10:48:36 AM IST  LOCAL
HR EXFIRED & LOCKED Oct 22, 2014 40502 FM IST  USERS TEMP DEFALULT Oct 22,2014 4:02:48 PMIST  LOCAL
I EXPIRED & LOCKED Oct 22, 2014 4.05:02 PM IST  USERS TENMP DEFAULT Oct 22,2014 4:02:48 PMIST  LOCAL
MDDATA EXPIRED & LOCKED Mar 30, 2010 11:05:19 AM IST  USERS TEMP DEFALLT Mar 30, 2010 10:37:02 AM IST  LOCAL
MDEYS EXPIRED & LOCKED har 30, 2010 10:30:14 AW IST  SYSAUKX TEMP DEFALLT Nlar 30, 2010 10:30:14 A IST  LOCAL
MGT_WIEW OPEN Apr20, 2015 4:06:19 PMIST  SYSTEM TEMP DEFALLT har 30, 2010 10:46:05 AM IST  LOCAL
CE EXPIRED & LOCKED Oct 22, 2014 40502 PM IST ~ USERS TEMP DEFALLT Qct 22,2014 4:02:48 PMIST  LOCAL
OLAPSYS EXPIRED & LOCKED Mar 30, 2010 10:35:54 AM IST  SYSALK TENMP DEFAULT har 30, 2010 10:35:54 AM IST  LOCAL
ORACLE QCh EXPIRED & LOCKED har 30, 2010 10:10:44 AM IST  USERS TENMP DEFAULT har 30, 2010 10:10:44 AMIST LOCAL
ORDDATA EXPIRED & LOCKED Mar 30, 2010 10:30:14 AM IST  SYSALX TEMP DEFALLT Mar 30, 2010 10:30:14 AM IST  LOCAL
ORDPLUGIMNS EXPIRED & LOCKED har 30, 2010 10:30:14 AW IST  SYSAUX TEMP DEFALLT Nlar 30, 2010 10:30:14 A IST  LOCAL
ORDSYS EXPIRED & LOCKED Mar 30, 2010 10:30:14 AM IST  SYSAUX TEMP DEFALLT har 30, 2010 10:30:14 AM IST  LOCAL
OUTLY EXPIRED & LOCKED Mar 30, 2010 11:05:12 AM IST  SYSTERM TEMP DEFALLT Mar 30, 2010 10:07:56 AM IST  LOCAL
OWVBSYS EXPIRED & LOCKED Mar 30, 2010 11:05:19 AM IST  SYSALX TENMP DEFAULT har 30, 2010 11:05:06 AM IST  LOCAL
mLAtish LIOUT FXPIREO & | ACKED  hdar 30 2010 11-04-18 Ahd ST Ll TERAE OFEEALILT hdar 302010 11-0509 Ahd IST | ACAl Sz
Figure 3.71

6. Inthe General tab, provide Name and Password of the user.
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ORACLE Enterprise Manager 11¢g Setup Prefersnces Help Lowout

Database Control Database
Datahase Instance: orclnewgencoin > Users = Logged in As SYS

Create User
Show SAL ) | Cancel 0Ok

General Roles System Privileges Object Privileges Guotas Consumer Group Privileges Eroxy Users

* Name userD001
Profile DEFALULT -
Authentication Password v

* Enter Password sesssees

# Confirn Password essssesse
For Password choice, the role is authorized via password

[T Expire Passward now

Default Tablespace EXAMPLE 4
Temporary Tablespace TEMP y.,f

Status © Locked @ Unlocked

General Rales System Privileges Object Privileges Quotas Caonsumer Group Privileges  Proxy Users

Show SQL ) (_Cancel | (_OK )
Database | Setup | Preferences | Help | Logout

Copyright © 1998, 2010, Oracle. Al rights reserved
Oracle, JD Edwiaris, PeopleSoft, and Retek ars resistered trademarks of Oracls Corporation andior its affilistes. Cther names may be trademarks of their respective owners

About Oracle Enterprize Manager

Figure 3.72

7. In Default Tablespace and Temporary Tablespace, search and select the required tablespace.

Search and Select: Tablespace
[ Cancel | | Select

Search
=earch for Tablespace [ GD]

Results

Select|Tablespace
@ EXAMPLE
O BYSAUR
L EYETEM
o TEMP
O UNDOTEST
o USERS

[ Cancel | [ Select )

Figure 3.73

|
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8. Select the System Privileges tab.
9. Click on Edit List.

ORACLE Enterprise Manager 11g
Database Control

Setup Preferences Help Logout

Database Instance: arcl.newgen.co.in > Users »
Edit User: USER001

General  Roles System Privileges Object Privileges  Quotas
System Privilege
Mo items found

General Roles System Privileges Object Privilages Quotas

Copyright @ 1996, 2010, Oracle. Al rights reserved

About Oracle Enterprise Manager

Consurner Group Privileges

Consumer Group Privileges

Logged in Az SYE

Actions Create Like - (6o (_Show SOL ) (_Revert ) (_Apply |
Proxy Users
Admin Option
Proxy Users
Actions  Create Like - (6o Show SAL ) (_Revert ) _Apgly )

Database | Zetup | Preferences | Help | Logout

Oracle, JD Edweards, PeapleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiliates. Cther names may be trademarks of their respective owners:

Figure 3.74

10. Modify System Privilege screen appears.

ORACLE Enterprise Manager 11g
Datahase Control

Setup Preferences Help Logout

Database Instance: orcl.newgen.coin > Users »

Modify System Privileges

Logged in As =

Available System Privileges

Selected System Privileges

ACCESS_ANY_WORKSPACE -

ADMIMISTER ANY SOL TUNING SET Wiowe
ADMINISTER DATABASE TRIGGER e
ADMIMISTER RESOURCE MAMAGER 25
ADMIMISTER SQL MANAGEMENT OBJECT Iove All
ADMIMISTER SQL TUNING SET <
ADVISOR Remove
ALTER AMY ASSEMBLY o
ALTER AMY CLUSTER

ALTER ANY CUBE Remove 21

Cancel | | C

Copyright © 1996, 2010, Oracle. &l rights reserved.

About Oracle Enterprise Manager

Cancel ) (O

Database | Setup | Freferences | Help | Logout

Oracle, JO Edweards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation sndior its atfiistes. Other names may be trademarks of their respective owners

Figure 3.75

11. From Available System Privileges, move the following privileges to Selected System Privileges.

a. CREATE PROCEDURE

b. CREATE ANY TYPE-- WITH ADMIN OPTION
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c. CREATE TABLESPACE

d. CREATE USER

e. CREATE PROCEDURE (With Admin Option)
f. CREATE SEQUENCE (With Admin Option)
g. CREATE SESSION (With Admin Option)

h. CREATE TABLE (With Admin Option)

i. CREATE TRIGGER (With Admin Option)

j. CREATE VIEW (With Admin Option)

k. CREATE JOB (With Admin Option)

|.  CREATE TYPE (With Admin Option)

m. CTXSYS package object rights for CTX_DDL (With Admin Option)

ORACLE Enterprise Manager 11¢g Setup Preferences Help Logout

Datahase Control
Datahase Instance: orclnewgen.coin > Users = Logged in As =

Modify System Privileges

| Ceniel Y G
Available System Privileges Selected System Privileges
ACCESS_ANY_WORKSPACE - = CREATE ANY PROCEDURE o
ADMIMISTER ANY SOL TUNING SET Mowe CREATE PROCEDURE
ADMIMISTER DATABASE TRIGGER CREATE SEQUENCE
ADMIMISTER RESOURCE MANAGER 22) CREATE SESSION
ADMIMISTER SAL MANAGEMENT OBJECT Mo All CREATE TABLE =
ADMIMISTER SQL TUNING SET < CREATE TABLESPACE
ADVISOR Rerove CREATE TRIGGER
ALTER ANY ASSEMBLY a2 CREATE USER
ALTER AMY CLUSTER SELECT ANY DICTIONARY
ALTER ANY CUBE -| |Bamma Al
| _Cancel ) (O

Database | Setup | Preferences | Help | Logout

Copyright @ 1998, 2010, Oracle. Al rights reserved.
Oracle, JO Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior its affiistes. Cther names may be trademarks of their respective owners.
About Oracle Enterprise Manager

javascript_mevelterns('selectedPrivsileading’,'selectedPrivsitrailing )

Figure 3.76
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12. Once the necessary Privileges from Available System Privileges are moved to Selected System

Privileges, click on OK button. The command returns to the System Privileges tab. Here, all the

selected privileges are enlisted in the System Privileges list.

ORACLE Enterprise Manager Mg
Database Control

Sefup Preferences Help Logout

Database Instance: orclnewgen.coin > Users =
Create User

General  Roles System Privileges Object Privileges  Quotas  Consumer Group Privileges  Proxy Users

Logged in Ag SYS

Show SQL ) (_Cancel ) (0K

Edit List )

|System Privilege

Admin Option

CREATE ANY PROCEDURE
CREATE PROCEDURE
CREATE SEQUENCE
CREATE SESSION
CREATE TABLE

CREATE TAELESPACE
CREATE TRIGGER
CREATE USER

CREATE WIEW

SELECT ANY DICTIONARY

FEOEOEEEEO

General  Rales System Privileges Object Privileges  Quotas  Consumer Group Privileges  Proxy Users

Database | Setup | Preferences | Help | Logouot

Copyright @ 1396, 2010, Oracle. Al rights reserved
Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corparation andior its affiiates. Other names may be trademarks of their respective owners

About Oracle Enterprise Manager

| _Show SaAL )| Cancel ) [ OK

Figure 3.77

13. Select the Object Privileges tab.

14. From Select Object Type dropdown button, select the Package option.

ORACLE Enterprise Manager 11g
Datahase Control

Setup Preferences Help Logout

Database Instance: arclnewmen coin = Users =
Create User

General  Holes  System Privileges Object Privileges Quotas  Consumer Group Privileges  Proxy Users

Select Object Privilege Schema Object

N items found

General  Roles  System Privileges Object Privileges Cuotas  Consumer Group Privileges — Proxy Users

Database | Setup | Preferences | Help | Logout

Copyright ©1996, 2010, Oracle. Al rights reserved
COracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporstion andior its affiiates. Other names may be trademarks of their respective owners

About Oracle Enterprise Manager

=> Select Object Tupe Chain =) 7

Logged in As SY5

Show SQL ) [ Cancel oK

Grant Optio Chain -
Credential
File Watcher
Function
Java Class

Java Source
Show Job Classes L

Jobs

Procedure
Programs
Queue
Schedules
Sequence
Snapghot
Synonym
Table

Table Column
Types

Wiew 2

Figure 3.78
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15. Add Package Object Privileges screen appears.

16. In the Select Package Objects section, click on Torch o symbol.

ORACLE Enterprise Manager 11g
Database Control

Setup Preferences Help Logout
Database

Database Instance: orclhewdenco.in > Users »
Add Package Object Privileges

+ Select Package Objects

%

(Schemahlams Package,..)

5
Available Selected
Privileges Privileges

EXECUTE e S

Maove All
<
Remove
<<
Remave All

Copyright @1936, 2010, Oracle. Al rights reserved.

About Oracle Enterprise hManager

Database | Zetup | Preferences | Help | Logout

Oracle, JD Edwards, PeopleSott, and Retek are registered trademarks of Oracle Corporation andior its affiliates. Other names may be trademarks of their respective owners

Logged in As SYE

(_cancel ) (0K

Cancel K

Figure 3.79

17. Select Package Objects dialog box appears.
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E______________________________________________________________J} &
Select Package Objects
| Cancel ) | Select )

Search

To find your item, select a schema in t.2 pulldown list and enter a word in the text field, then
select the "Go" button. To see a list of all tables in the selected schema, clear the search box
and click the "Go" hutton

Schema CTESYS -

=earch Package Mame Go )

m

1-100f 73 = Bext 10 &=
Select All | Select Mone
Select|0hject Name
CTX_ADM
CTx_CATSEARCH
CTH_CLS
CTx_CONTAINS
CTX_DOL
CTX_DOC
CTx_ENTITY
CTr_MATCHES
CTx_OUTPUT

ST e

OO

1000000

Figure 3.80

18. From the dropdown list (available in front of the Schema option), select CTXSYS.
19. From the Package Name list present below, select CTX_DDL.

20. Click on Select to save the changes made and then close the dialog box.

21. Else, click Cancel to close the Dialog Box, without saving the changes made.

22. Add Package Object Privileges screen appears.

23. From the Available Privileges, select EXECUTE and move it to Selected Privileges.
24. Click OK to save the changes made and get back to the Object Privileges Screen.

Else, click Cancel to get back to the Object Privileges screen, without saving the made changes.
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ORACLE Enterprise Manager 11¢g Setup Preferences Help Logout
Database Control ahase

Datahase Instance: orcl.neswgen.coin » Users » Logged in As SYS
Add Package Object Privileges

Cancel ) (_OK )
# Select Package Objects
CIBEYE LT DL

RY

{Schematlame Package,..)

Seizct object and then choose priviieges to assicn
Available Selected

Privileges Privileges

>
Mo

=
Ilove All

<
Remaove

<<)
Remave All

Cancel | (0K

Database | Setup | Preferences | Help | Logout

Copyright ©1856, 2010, Oracle. Al rights reserved
Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior its affilates. Cther names may be trademarks of their respective owners

About Oracle Enterprise Manager

Figure 3.81

25. Object Privileges tab appears.

26. Click OK to save the changes made.

ORACLE Enterprise Manager 11g Setup Preferences Heln Logout
Database Control Database

Databaze Instance: orclhewgencoin > Users Logged in Az 5YS
Create User

Show QL ) (_Cancel ) (_OK )

Quotas Consumer Group Privileges Proxy Users

General Rales Systemn Privieges

Select Object Type Chain T (Add)
Delete
Selectlohjen Privilege Schema Ohject Grant Option |
@ EXECUTE CTHSYS CTx_DDL

Quotas Consumer Group Privileges Proxy Users

General Rales Systemn Privieges

Show 8GQL | [ Cancel QK

Database | Setup | Preferences | Help | Logout

Copyright € 1898, 2010, Oracle. Al rights reserved
Oracle, JD Edwards, PeopleSott, and Retek are registered trademarks of Oracle Corporation andiar its affiliates. Other names may be trademarks of their respective owners

About Oracle Enterprise Manager

Figure 3.82

|
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27. Users Screen appears.

28. Select the required user from the list of UserName and click on Create to create the Oracle user.

ORACLE Enterprise Manager 11g Setup Preferences Help Logout
Database Control

Logged in As SYS

Database Instance: orclnewgen.coin >

(D Confirmation
The object has been created successfully

Users

Object Type User -
Search
Enter an object name to filter the data that is displayed in your results set
Object Name USERODT |_Go

By default, the search returns all uppercase malches beginning with the string you ertered. To run an exact or case-sensitive match, double quote the search string. You can use the wildcard symbol (%) in = double quoted string

Selection Mode Single - -

ﬂJM) Delete ) Actions Create Like T (o)
Select‘UserName ‘Ac:num Status Expiration Date Default Tablesy Temp y Tablesy Profile Created |User Type |
@ USERDDT OPEM May 18, 2015 5:00:17 PM IST USERS TEMP DEFAULT  MNov 18, 2014 5:00:17 PM IST LOCAL
USEROOT2 OPEM May 18, 2015 5:52:53 PM IST EXAMPLE TEMP DEFAULT  Mov 19, 2014 5:52:53 PM IST LOCAL
USEROO1267 OPEN May 18, 2015 5:53:55 PM IST EXAMPLE TIEMP DEFAULT  Mov 13, 2014 5:53:55 PM IST LOCAL

Database | Setup | Preferences | Help | Logout
Copyright & 1896, 2010, Oracle. All rights reserved
Oracle, JD Edwards, PeopleSaft, and Retek are registered trademarks of Oracle Corparation andior its affilistes. Cther names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Figure 3.83

29. Use the above-created user for creating cabinets.

|
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3.2.8 Creating a PostgreSQL Database Cabinet

Using Superuser

To create a PostgreSQL database cabinet:

1. Select the PostgreSQL database option from the Database Type.

Cabinet Type

Database Type

Postgres Information

Cabinet information

Cabinet Name
Server |.P.

User name

{::' Diocument database

i) MSSGQL ) Oracle

@ Postgres

Create Cabinet (127.0,0.1 : 999&)

{::' Image Server database @ Both

(=)

l:::l Azure D OracleRAC

|tEEt-:'.a b_newgen

|tEEt

|5-E

-

2. Select the Enable FTS option in the PostgreSQL information area to enable the FTS.

3. Specify the initial database size in Device Size textbox.

4. Specify the initial log size in Log Size textbox.

NewgenONE OmniDocs Service Administration Guide

Version: 11.3

Password |'l'l
Database Path |PGDATA
CD Hey |iaa~aaaaa-aaaaa-aaaaa -aaaaa-aaaaa-aaaaa
Security Level |Dhje-:'.t Lewel | - |
Password Algorithm |F'C1 | - |
Status
O Cancel
Figure 3.84
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5. Specify the cabinet information in the various textboxes of the Cabinet Information area:
i. Specify the cabinet name in the Cabinet Name textbox.
ii. Specify the server name (name of the machine where the PostgreSQL server is running) in the
Server Name textbox.
iii. Specify the username in the User name textbox.

iv. Specify the password in the Password textbox.

NOTE:
The database (DAT) file is formed on the computer that we specify in the Server Name textbox i.e. the computer where the

PostgreSQL Server is installed.

v. Specify the CD key in the CD Key textbox.
vi. Select the required security level from the Security Level dropdown list. Right now, there are
two levels of security:
e Object Level Security: This means that all the rights and privileges are assigned to all the
objects of OmniDocs.
e Cabinet Level Security: This means that all the rights and privileges are assigned at the
Cabinet-level.
6. Click the OK button to create the cabinet as per the requirements.

Else, click Cancel button to close the Create Cabinet dialog box.
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Using a Normal User: Use pgAdmin and perform the following steps:

1. Select the particular PostgreSQL Server on the left panel and expand it.

i Browser

@ Dashboard  ©§ Properiies [BS0AL |2 isti 49 Dependencies < Depend % Query- untitled
=3 @ Servers (2)

|-] Databases (2)
-B8 Login/Group Roles (3)
Tablespaces (2)
G [ postgrescabzsdec

Bk 10

000

250 WFetched
Returned

2000

1500

1000

500

Figure 3.85

2. Expand Login/Group Role

A Browser @ Dashboard 95 Properties B SQL L Statistics  § Dependencies 4 Dependents ¥ Query- untitled
= B servers (2)

e}

| Databases (2)
3 Login/Group Roles (3)

o

o
/2 postgres
& testuser

A testuser1

& Tablespaces (2)

2}

postgrescab26dec

-

| @@Fetched
2500| |Returned
2000
1500
1000

500

Figure 3.86
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Select Logins/Group Roles and then do a right-click on it. Click on Create -> Login/Group Role from

the pop-up menu.

& W postgresqL 9.4

i 5] Databases (2)

58 Login/Group Roles (3)

- £ postares # Create 3
-8 testuser |

gtastusarl © Refiesh

Tablespaces (2)

[® postgrescab26dec

File Object - Tools - Help +
I Browser @ Dashboard & Properties [B SQL |+ Statistics < Dependencies < Dependents ¥ Query- untitled
=] Q Servers (2)

A

Figure 3.87

In the Create-Login/Group Role - New window, specify the Name and Comments.
{si Create - Login/Group Role
General Definition Privileges Membership Parameters Security SCQL
Name testUserZ
Comments user for creating data base
s

Figure 3.88
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5. Click on Definition Tab. Specify the Password of the user, Account expiry date, and Connection

limit.

&, Create - Login/Group Role

General Definition Privileges Membership Parameters Security  S0L

Password .-

Account 2021-05-26 14:21:01 +05:30 =2
expires

Connection 10

limit

Figure 3.89
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6. Click on Privileges Tab and specify the below privileges:
e (Can Login —yes

e Create Data Base- Yes

Ff, Group Role - testuser n
General  Definition Privileges Membership Parameters Security SQL
Can login?

Superuser

Create roles?

Create

databases?

Update

Catalog?

Inherit rights

from the parent

roles?

Can initiate

streaming

replication and

backups?

Figure 3.90
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7. In the Create-Login/Group Role - New window, click on Membership Tab, select the “postgres”

Role from Roles Dropdown list.

%8, Group Role - testuser B

General Definition Privileges  Membership Parameters Security SCQL

Roles

|:x o) postgres[l:“

8, testusert

(=T
3

_ =

Figure 3.91
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8. In the Create-Login/Group Role - New window, Click on Save Button. User will be created

successfully and it will show in the left panel Login/Group Role.

File « Object ~ Tools « Help «

#\ Browser
=2 @ Servers (2)
1:‘ "V PostgreSQL S.4
L@ ’ | Databases (2)
:f *?:,b Loegin/Group Roles (3)

H )
A~ postgres

24 testuser

-~ 24 testuserl
: - Tablespaces (2)
& & postgrescab26dec

Figure 3.92

9. Now cabinets should be created using the above-created database user.

NOTE:
For Creating a cabinet, avail the services of a DBA (Database Administrator) or of someone who has prior experience in

creating a PostgreSQL cabinet.

|
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3.2.9 Creating a Microsoft Azure Database Cabinet

Using Superuser

To create a Microsoft Azure database cabinet:

1. Select the Azure database option from the Database Type.

Cabinet Type

Database Type

Cabinet information

Cabinet Name

Create Cabinet (127.0.0.1 : 999&)

l:::l Document database l:::l Image Server database @ Both

l:l M55QL {:} Cracle D Postgres @ Azure {:} CracleRAC

|tE5tl:-E b_newgen

2. Select the Enable FTS option in the Azure information area to enable the FTS.

Server Hame |tEEt |
User name |Ea |
Passwaord ||| |
CD Key |i-EI-EI -aaaaa-aaaaa-aaaaa-aaaad-aadaa-aaaaa |
Security Level |Dhje-:'.t Lewel | - |
Passwaord Algorithm |F'C1 | - |
[ | Enable ETS
Status
O Cancel
Figure 3.93

3. Specify the initial database size in Device Size textbox.

4. Specify the initial log size in Log Size textbox.
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5. Specify the cabinet information in the various textboxes of the Cabinet Information area:
i. Specify the cabinet name in the Cabinet Name textbox.
ii. Specify the server name (name of the machine where the Azure server is running) in the Server
Name textbox.
iii. Specify the username in the User name textbox.

iv. Specify the password in the Password textbox.

NOTE:
The database (DAT) file is formed on the computer that we specify in the Server Name textbox i.e. the computer where the

Azure Server is installed.

v. Specify the CD key in the CD Key textbox.
vi. Select the required security level from the Security Level dropdown list. Right now, there are
two levels of security:
e Object Level Security: This means that all the rights and privileges are assigned to all the
objects of OmniDocs.
e Cabinet Level Security: This means that all the rights and privileges are assigned at the
Cabinet-level.
6. Click the OK button to create the cabinet as per the requirements.

Else, click Cancel button to close the Create Cabinet dialog box.
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3.2.10 Creating an Oracle RAC Database Cabinet

For the cabinet creation on Oracle RAC, we need to provide the RAC net services name as a part of the
JDBC URL unlike the IP, Port, and Service name for a standalone Oracle server.
We have a separate option in OSA for creating the cabinet on Oracle RAC, named OracleRAC. You have

to choose the OracleRAC option and then provide the RAC net services name.

Steps to create a cabinet:

1. In Create Cabinet dialog box, select Database Type as OracleRAC.

Create Cabinet (127.000.000.1 : 9999} ﬂ

—Cabinet Type

{:} Docurment database l:l Image Serwver database @ Both

—D=atabasze Type

1 MSSEL () Oracle ) Postgres () MSODE  (® OracleRAC

—Oracle RAC Infor mation

Al

—Cabinet information

Cabinet Hame ||

U=zer name |

Passwiord |

CO key |

|
|
|
Database Fath [.dbf |
|
|

Security Lewel | Object Lewel -

[] Enable FTS

—Status

Ok Cancel

Figure 3.94
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2. In Oracle RAC Information textbox, copy the TNS (provide RAC net services name) and paste it into
the panel.

Example: If the TNS entry is defined by:

FCCON =

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.100.2.18) (PORT = 1728))
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.100.2.11) (PORT = 1728))

(LOAD BALANCE = yes)
(CONNECT_DATA

(SERVER = DEDICATED)
(SERVICE NAME = fccon)

We have to copy the entry starting from DESCRIPTION, i.e., copy only the following part and paste

it in the Oracle RAC Information textbox.

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.100.2.138) (PORT = 1726))
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.100.2.141) (PORT = 1726))

(LOAD BALANCE

yes)
(CONNECT_ DATA =
(SERVER = DEDICATED)
(SERVICE NAME = fccon)

3. Fillin the other details accordingly and click on OK.

|
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Create Cabinet (127.000.000.1 : 9999}

DEECRIFTION =
[ADDRESS = [FROTOCOL = TCPIHOST = 10.100.2 133 [FORT = 1726])
[ADDRESS = [PROTOCOL = TCPIHOST = 10.100.2 141 PORT = 172E])]

Object Lewel -

|

Figure 3.95

—
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Associating Cabinet

1. Open Associate a Cabinet dialog box.

Associate a Cabinet {127.000.000.1 : 9999} El

Specify the type of the database.

rSelect database type

D Microsoft SGEL Server
[] MsDE

D Oracle

[] Postgre sGL 7.4

[#] Oraclerac

Irnportant: Enter the THSNames Entry Here.

A |»

== Back Next== Done Cancel

Figure 3.96

2. InImportant: Enter the TNSNames Entry Here textbox, copy the above-given entry.

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.100.2.138) (PORT = 1726))
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.100.2.141) (PORT = 1726))

(LOAD BALANCE

yes)
(CONNECT DATA =
(SERVER = DEDICATED)
(SERVICE NAME = fccon)
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3. Click on Next.

Associate a Cabinet (127.000.000.1 : 99949}

|
|
|
|
v

[DESCRIPTIOM =
[ADDRESS =[PROTOCOL = TCPIHOST = 10.100.2 132 PORT = 1

-

Figure 3.97
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4. Cabinet properties tab appears.

Associate a Cabinet {127.000.000.1 : 9999} ﬂ

(Database rliabinet properties rEDnnecticun |

Specify the new cabinet name and the server name whera the cabinest e

ist=. Also specify the User name and password for accessing this cabine

t.

Cabinet Name |

Map this cabinet to

E Document database E Image Serwver database

User name | |

Fas=sword | |

=< Back Next== Cancel
Figure 3.98

5. Enter the Cabinet Name, User name, and Password.
6. Click on Next to go to the Connection tab. Here, specify the Connection relative details and click on

DONE to save the specified details.

Creating Data Source
Follow OmniDocs installation manual for the data source creation for different application servers, and

provide the JDBC-Connection URL as below (depending on the RAC net services name).

Example: For the above RAC net services name, below will be the JDBC-URL:

jdbc:oracle:thin:@(DESCRIPTION =(ADDRESS = (PROTOCOL = TCP)(HOST = 10.100.2.138)(PORT = 1726))(ADDRESS

(PROTOCOL = TCP)(HOST = 10.100.2.141)(PORT = 1726))(LOAD_BALANCE = yes)(CONNECT DATA =(SERVER

DEDICATED)(SERVICE_NAME = fccon)))
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3.2.11 Associating a Cabinet

The JTS server must be stopped before associating a cabinet.
A cabinet can be associated in three ways:

A. Using Superuser

B. Using Normal user to associate an MSQL 2008 cabinet

C. Using Normal user to associate an MSSQL 2012 cabinet

A. Using Superuser
Cabinet Association can be done in two ways:
a. By using Superuser like ‘sa’ (SQL) or ‘sys’ (Oracle).

b. By using a normal user with cabinet creation rights.

To associate a selected cabinet:

1. Click Associate button.

2. Associate a Cabinet dialog box is invoked.

3. Associate a Cabinet dialog box has three tabs:
e Database tab
e Cabinet properties tab

e Connection tab
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Using the Database tab
1. Click the Database tab (Database tab is shown by default when you click the Associate button).

-

Associate a Cabinet (127.0.0.1 : 9996) =
[r Database I/ Cabinet properties |/ Connection

Specify the type of the database.

Select database type

Microsoft S5QAL Server
|:| Azure
|:| Oracle

|:| Postgres
|:| OracleRAC

Next== Cancel

Figure 3.99

2. Select the required database type from the options available.

3. Select the Microsoft SQL Server option to associate the selected cabinet with the SQL database.

|
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Associate a Cabinet (127.0.0.1 : 9996) ==

[r Database r Cabinet properties |/ Connection

Specify the type of the database.

Select database type

Microsoft 5QL Server
|:| Azure

|:| Cracle

|:| Postgres

|:| CracleRAC

==<Back NHext== Done Cancel

Figure 3.100
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Using Cabinet Properties Tab
1. Click the Cabinet properties tab. The Cabinet properties tab page appears.

-

Associate a Cabinet (127.0.0.1 : 9999) =

Database Cabinet properties rCnnnec'.tinn |

S5pecify the new cabinet name and the server name where the cabinet
zists. Also specify the User name and password for accessing this cabi
net.

Cabinet Name |t55tc.ah_newgen1 11

Map this cabinet to

Document database Image Server database

Server Name |test |

User name

Password

<<Back Next== Cancel

Figure 3.101

2. Specify the cabinet name in the Cabinet Name textbox.

NOTE:

The cabinet name should be the same as that of the cabinet name given while creating the cabinet.

3. Select the option Document database, if the database is a Document database.

4. Or, select the option Image Server database, if the database is an Image Server Database.

NOTE:

Both the checkboxes Document Database and Image Server Database have to be checked to associate a cabinet on which

both Image Server and database operations are to be performed.

5. Specify the Server name in Server Name textbox.

|
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Specify the user name in the User name textbox.
Specify the password in the Password textbox.

Click the Back button to go to the previous screen.

w L N o

Or, click the Next button to proceed.

Using Connection tab

1. Click the Connection tab. The Connection tab page appears.

Associate a Cabinet (127.0.0.1 : 9999) ==
r Database r Cabinet properties r Connection
Specify the number of database connection that can be made awvailable t
o this cabinet. Also specify the query timeout pericd for this cabinet
Maximum connection |1{|. |
Minimum connection |2 |
Guery timeout |2I}D | second{s)
Refresh Interval |5| | Minutes
=<HBack Done Cancel
Figure 3.102

2. Specify the maximum number of connections that the JTS should maintain with the database in the
Maximum connection textbox.

3. Specify the minimum number of connections that the JTS should maintain with the database in the
Minimum connection textbox.

4. Specify the query time out for the selected cabinet in the Query timeout textbox.
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5. Click the Done button to associate the selected cabinet or click the Cancel button to close the
Associate a Cabinet dialog box without associating.

6. Click the Back button to go to the previous screen.

B. Using Normal user to associate an MSQL 2008 cabinet

1. Select the particular SQL Server on the left panel and expand it.

~& Microsoft SQL Server Management Studio ===
File Edit View Toaols Window Comraunity Help
00 New Ouery |y | 3 85 B | Oy | 5 -
Object Explorer = I X | Object Explorer Details - X
Cornect~ | 43 &3 E @ DA TR B search -
= [0 192.168.72.14 {301 Server 8.0.4053 - 53) 192.168.72.14 (SQL Server 9.0.4053 - 33\ Databases
= :
. j Security Mamne Palicy Health State Recovery Model Compatibility Level Collation =
# 3 Server Objects [ Systern Databases 5
# [ Replication 4 Database Snapshots
+ [ Management | aaaa Full a0 SQL_Latinl 1
7 [ S0L Server Agent | aasndlogin Bulk Lagged 90 SQL_Latin1
[ asasd Bulk Logged 90 SOL_Latind 1
| aadadodlogin Bulk Logged 80 SQL_Latinl_v
|J aasfastodlogin Bulk Logged 90 SQL_Latinl_s
| abcdodlogin Bulk Logged 1] SQL_Latini_t
| J ABNAMROCAE Full a0 SQL_Latind 1
| J ABNCABR Full a0 SQL_Latind v
| account_cab Bulk Logged 90 SQL_Latind_t
| aestesteab Bulk Logged 0 SQL_Latinl v
| afafafz33odiogin Bulk Logged 90 SQL_Latini_s
|1 ajibcab Bulk Lagged a0 SQL_Latin1_t
13 akeabl Bulk Lagged a0 SQL_Latini_t
| akfinaltestcompanyofloano... Bulk Logged 90 SQU_Latind
| akn Bulk Logged a0 SQL_Latind v
| aksaasmasternew Bulk Logged 90 SQL_Latini_s
|1 aktest3companyaflaanlagin Bulk Logged 1] SQL_Latindt
| aktestdcompanyoflaaniagin Bulk Lagged a0 SQL_Latini_t
| aktesteompany2ofacelogin Bulk Logged 90 SQL_Latind
| alarm Bulk Logged a0 SQL_Latind v
| alarm? Full o0 SQL_Latinl 1
|1 alarmfalderlodlogin Bulk Logged 1] SQL_Latindt
| alarmfolderadiogin Bulk Lagged a0 SQL_Latin1_t
| alarmfoldertestiadlogin Bulk Logged 90 SQL_Latind
| alarmfoldertest2odlogin Bulk Logged 80 SQL_Latinl_v
|J alarmfoldertestodlagin Bulk Logged 90 SQL_Latinl_s
|J amazonadiagin Bulk Logged 1] SQL_Latini_t
| amazonsaftadingin Bulk Lagged a0 SQL_Latin1_t
|1 amazonusodiagin Bulk Lagged a0 SOL_Latini_r
| anbcab Bulk Logged a0 SQL_Latinl v
| anir3ofloanlagin Bulk Logged o0 30QL_Latinl_y
|J anirbanadiagin Bulk Logged 90 SQL_Latini_s
|1 anircompanyofloaningin Bulk Lagged a0 SQL_Latin1_t
3 ok Bulk Lagged a0 SOL_Latini_r
| appleadiogin Bulk Logged 90 SQU_Latind
| application Bulk Logged o0 SQL_Latinl -
] m »
4 Databases 1264 Items
Ready
Figure 3.103

2. Expand Security then Select Login. Right-click on Login and select New Login.
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-~ Micrasoft SQL Server Managerment Studio = ||
File Edit WView Tools Window Community Help

o NewQuery | Oy | BB 5 5 | | &5 =

Object Explorer > 1 X Object Explorer Details - X

Connect~ | & 43 o T 7] & @ D@ & T E S| Search -

= [ 192.168.72.14 (0L Server 9.0.4053 - 53) 192,158.72.14 (SQL Server 3.0.4052 - sal\SecuribyALogins

&1 [ Databases
= £ Security Name Create Date Policy Health State
251 BUILTIM Adrministratars 03-02-2010 174457

95| BUILTINVAdministrators A CENTRAL\gaurav.rana 10-12-2010 15:48:20
A CENTRAL\gaurav.rana A BWSNGAG4RAdministrator  18-02-2010 16:11:05
A EWSHE44Administrator B8] EVUSNGA642,3QL Server2005...  03-02-2010 17:44:57
28] EWSNGAGATNSOL Server20SMSFTEUserSEWSNGAE42Y | e rvyhGa5 42,5 0L Server2005... 13-02-2010 17:04:57
78] EWSNGA642\SOLServer2005MSSQUUserSEWSNGA642 | apd evycriG 4542,30L Server2005... 03-02-2010 17:4457
] EWSHG 2642050 Server2005SQLAGertser SEWSNGAS| | g 23022011 13:00:05
= II:ldTSIf;uTHO — A NT AUTHORITYASYSTEM 03-02-2010 174457
n 1 A qur 23-02-2011 19.05:18
A qu .
» £ ral -10- 2
- ?ﬂk k 27-10-2010 16:22:18
& s & sa 03-04-2003 09.10:35
A testuserl & testuserl 12-12-2013 114754
A testuser? ?testuserZ 12-12-2013 17:1%:54
A userd0s A userds 14-08-2014 122722
A userda A userd 13-08-2014 1305:44
A sl A usrl 23-02-2011 113320

® [ Sercer Roles
® [ Credentials
3 Server Objects
3 Replication

3 Management

# [ S0L Server Agent

=

&

=

4 Logins 16 Items

Ready

Figure 3.104

3. Perform the steps below:
i. In the Login — New window, enter the name, select SQL Server Authentication, and enter the

password.
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3 Login - New oo
2 Stta pags 5 seipt ~ I Help
A Sernver Rolex
Login name: uzerl23 Search...
%% Securables i o
i Shatus Windows authentication
- @ 50L Server authentication
Pazzword: sessssee
LConfirm passward: ssesenee
| Enforce pazzword policy
| Enfarce pazsword expiration
| Uszer muzst change password at nest login
Mapped to certificate
Mapped o asymmetric key
C b Map to Credential
onnection
Server Mapped Credentials Credential Provvider
192168.72.14
Connection:
za
3y View connection properties
Progress
Ready Default database: | masher ot |
D efault language: | < defaulty ~ |
(0] l | Cancel
Figure 3.105

4. Perform the steps below:
i. From the above window select the UserMapping tab.
ii. Select the cabinet from the given lists and click on the Map checkbox so that it is checked.
iii. From the bottom panel check on the db_ddladmin, db_datareader, db_datawriter checkboxes,

and then click OK.

NOTE:

Check on the db_owner also along with db_ddladmin, db_datareader, db_datawriter, if FTS has to be used.
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i

|j Login - Mew EI@

R ET T
1% Server Foles
_’%ﬁ Jzer Mapping zerz mapped to this login:
f Securables Map D atabase Usger Default Schema -
& Status [l mak_pms
| mak_pms1
[ mak_rms
0 mak_rms2 s
0 maktest L4
[l marutiodlogin
---------- mazher userl23 [:]
.......... |:| matrixcompanyofacclo...
| MALISAM
[l MaUSAKMI =

[ atabase rale membership for: master

Connection
[ db_accessadmin
Server: [ db_backupoperatar
1921687214 db_datareader
Conmection: db_datawriter
s

' , . [] db_derypdatareader
24 View connection properties ] db_derydatawrites
[ db_owrer
Progress [] db_securityadmin
public

R eady

(1] 4 ] [ Cancel

Figure 3.106

5. Run the following script.

SELECT 'GRANT EXECUTE ON ' + RTRIM(NAME) + ' TO USER' FROM SYSOBJECTS WHERE XTYPE IN ('P', 'FN')

NOTE:

Replace the USER with the name of the user created above.

|
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42 Micrasoft SQL Server Managerment Studio ===
File Edit \iew Query Project Debug Tools “Window Corrmunity Help
D MewQuery [y | SR B 5 S HS | E .
%3 | master v | 7 Execute b v 5 %
Object Explorer 1 x aster (5a(53))" | Object Explarer Details - X
Connect~ | @3 @3 ~ 7 L 7 =
B [} 192.168.72.14 (SQL Server 0.0.4053 - 53
4 Databases
= [ Security
= 3 Logins
£5] BULTIMN\Administrators
A CENTRAL\gaurav.rana
A EWSNGAG42\Administrator
o8] EVVSNGAG42\SOL Server2005MSFTEUser$EWVENG45429
7] EVYSHGAE42430L Se rver200SMSSTL UserSEWSNG4642]
o8] EVVSNGAG42\SOL Server20055QLAgentUser§EWSN G 46 L
& kdsir 3
A NT AUTHORITYASYSTEM
A qw
& rak
A sa
A testuserl
A testuser?
A userd0s
A userd0d
A& usrl L
A userl?d -
[ Server Roles <[ un v
3 Credentials m
[ Server Objects [No column name) -
1 Replication 1 GRANT EXECUTE ON USF TABLET AUTHENTICATE USER T0... | |
3 Management -
P 5L Semver gt 2. BRANTEXECUTE DN WrGelorklon T0 userl 23
3 GRANT EXECUTE ON WFGetworkitemData T0 user] 23
4 GRANT EXECUTE ON WFFetchworkList T user123
5 GRANT EXECUTE ON CresteDB TD userl23
6 GRANT EXECUTE ON GetFolderTree TO user123
7 GRANT EXECUTE ON SGLGeDocument TO user] 23
8 GRANT EXECUTE ON PRTGetGloballdFroperty T userl 23
9 GRANT EXECUTE ON PRTSetflights] T0 user1 23
10 GRANT EXECUTE ON PRTAccessRights TO user1 23
hhl GRANT EXECUTE ON Get_Check_some TO user!23
12 GRANT EXECUTE OM CreateDEB TO user123
13 GRANT EXECUTE ON Name_Localtion TO userl 23
14 GRANT EXECUTE ON Name_Location_1 T user| 23
15 GRANT EXECUTE ON PRTChkRights TO user123
16 GRANT EXECUTE ON CreateDB TO user123
17 GRANT EXECUTE OM CreateDE TO user123
18 GRANT EXECUTE ON GetDate] TO userl23 i
| i v || (@ Query executed successfully. 192168.72.04 (3.0 5P3) | sa (53) | master | 00:00:00 | 1325 rows
Ready lnl Coll Chi NS
Figure 3.107

6. Copy the output of the above script and run the output as a script. This will assign the EXEC

permission to the user created above on all procedures and functions.
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-~ Micrasoft SQL Server Managerment Studio
File Edit WView Query Project Debug Tools Window Community Help
A Mewquery |y B G L SHI B

o

7 iy a

is]

17 | master + | ¥ EBecute b v i

(3]

GRANT EEXECUTE ON WFGetWorkitem TO userilzi

A -
= (5 192.169.72.14 (S0L Server 204053 - 53) GRANT EXECUTE ON WFGetUorkitewData TO useriz3

i Databases GRANT EXECUTE ON WFFetchiorkList TO useri23
= [ Security GRANT EXECUTE ON CreateDB TO userlzs
= [ Legins GRANT EXECUTE ON GetFolderTree TO userl23
fa| BULLTINWAdrministratars GRANT EXECUTE CN SQLGetDocument TO useri2d
A CENTRAL\gaurav.rana GRANT EXECUTE ON PRTGetGlobalIdProperty TO useriz3

EW/SMNG 4640 dministrator GRINT EXECUTE ON PRTSetRightsl TO userlzi

EWSNG 4642350 Server2005MSFTEUserBEWSNG 542 GRINT EXECUTE ON PRTAccessRights TO useri2s

EVSNG 4642430 Se rver2005M SSQL U serEWSNGA6 42 GRANT EXECUTE ON Get_Check some TO userl3

EWWSNG 4647301 Se rver200550 LAgentl serSEVVSNG 4 GRANT EXECUTE ON CreateDB TO userli3

kdsir GRANT EXECUTE ON Name Location TO userlzd

T AUTHORITVYSYSTEM GRANT EZECUTE <N MName_Location_ 1 TO userlzd

GRINT EXECUTE ON PRTChkRights TO userlzs

GRANT EXECUTE ON CreateDB TO useriz3

GRANT EXECUTE ON CreateDE TO useriz3

GRANT EXECUTE ON GetDatel TO userlz3

GRANT EXECUTE ON ConvertTableToUnicode TO userl23
GRANT EXECUTE ON sp_M3repl startup TO userlzid

GRINT EXECUTE ON ConvertDDTTableToUnicode TO userlls
GRANT EXECUTE ON sp_ MScleanupmergepulblisher TO useriz3
usrl GRANT EXECUTE ON sp_MSobjsearch TO user1z3

userlZ3 GRANT EX¥ECTTE O an WSalreadvhavessnerarion TO useriza
® [ Server Roles d

# [ Credentials Messages

e
rak

sa
testuserl
testuser?
userl03
userl0Y

B o b o B s B B B PR R

=B =
Object Explorer = & X| 5QLQuerylsql - 1...master (sa (531)* | Object Explorer Details
Connect= 1‘;_# 1‘# T £ FRANT EXECUTE ON USP_TAELET AUTHENTICATE USER TO userlzi

= e =

o] %

&

[ Server Objects Command(s) completed successfully.
[ Replication

3 Management:
[ SQL Server Agent

=

=

7|

< i 3 @ Queny executed successfully

Ready

192.168.72.14 (9.0 5P3) | sa (53) | master | 00:00:01 | 0 rows
In1 Call ch1 NS

Figure 3.108

7. Use the above created user for associating a cabinet.
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C. Using Normal user to associate an MSSQL 2012 cabinet

1. Select the particular SQL Server on the left panel and expand it.

File Edit Yiew Debug Tools Window Help

P -5 @ drevoey CiFRPL G4 0B -0 - ) N | =
Object Explarer ~ 1 X W Object Explorer Details 3¢
omnect~ 3 M) m T [2]L5 @ DA & T 2].5 | search | -]
El 32‘168‘56"85 (501 server 11.0.2100 - 52) 152, 168.56. 158 (S0L Server 11.0.2100 - s)iDakabases
£ Security Mamne | Mame: | Policy Health State | Avvailability Group Mame | Conkainment Type
[ Server Objects [ System Databases NEZ300
[ Replication [ Database Snapshats NGZ300
[ AlwaysOn High Availabilicy |1 archcabzzjuly archcabzjuly Mane
[ Management |1 archivalcabzziuly archivalcabz2july None
[ Inkegration Services Catalogs |l archivalcabs archivalcab3 Hone
& [ 50U Server agent 1 bt dbi HNons
| 192.168.55.42 (SQL Server 11.0.2100 - sa) 1 bz dbz Hone
| db3 db3 Mone
| dbe db4 Mone
|l dbs dbs Mone
| 1) dbns dbNg Mone
| 1) dbhew dbMew Mone
| dbhewz dbNewz Nong
|1 dbews dbMewd Mone
| ) dbews dbMews Mone
| keab keab Hone
| lcabdest lcabdes1 Mone
| leabsrct lcabsrct Mone
| ) ofarchcabdess of srcheabdes3 None
| ofarchcabdess ofarcheabdes4 Mone
| 1) ofarchcabdesé of archcabdese None
| ) ofarcheabsrce ofarcheabsret Mone
| afcabopt ofcabopt Mong
| ofcaboptz ofcaboptz Hone
. ofcaboptarchival (Restoring...)  ofcaboptarchival None
| ) ofcaboptarchivalz ofcaboptarchivalz HNone
|l ofcaboptarchivals ofcaboptarchivald Mone
| ) Reportserver ReportServer Mone
|l ReportServer TempDE ReportServer TempDB Hone
4| | »
L Databases 28 Items

Figure 3.109
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2. Expand Security then Select Logins and right-click.

ect Explorer Del osoft SOL Server Management Stu

Fle Edt View Debug Tools Window Help

- - | iy LD ) 890 | Eo— ] L

Connect - 4 23 & T (2] '3 @ @ (32T 2B ssarch | ]
=) [ {3 192.166.56.,188 (SQL Server 11,0.2100 - 5a)
[ Databases

192,168,56,188 (SQL Server 11,0,2100 - sa)lSecurityiLogins

= [ Security Mame | Creats Date | Folicy Health State
Ca &y 45 _PolicyEventProcessin...  2(10/2012 9:07 P

&y ##Ms_PolicyTsglExecdtionL...  2/10/2012 9:07 PM
NGZ300\Administrator 5/28}2014 4:05 PM
NT AUTHORITY|SYSTEM 5/28/2014 4:05 PM
NT Service|MSSOLSERVER, 5iz8i2014 4:05 P1
NT SERWICE|ReportServer 572812014 4:05 PM
NT SERWICE|SQLSERVERAG...  5/28/2014 4:05 PM
NT SERWICELSQLWriter 5/28/2014 4:05 PM
NT SERWICE|Winmgmt 5/28/2014 4:05 PM
B 415/200% 3110 AW

userond 8/13/2014 5:06 PM

[ Cryptographic Praviders
[ Audits
[ Server Audit Specifications
[ Server Ohiscts
[ Replication
[ AbwaysOn High Availability
[ Management
[ Integration Services Catalogs
QL Server Agenk
[ 192.168.55.42 [SQL Server 11.0.2100 - 5a)

PPk

[ Logins 11 Items

Figure 3.110

|
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3. Perform the steps below:
i. Click on New Login from the popup menu.

the password.

In the Login-New window, enter the Login name, select SQL Server authentication, and enter

IS [=] E3

E Login - New
"_._:g Script - m Help
12 General
2 Server Roles : _
_’@' I1zer Mapping Lo e
2 Securablss i windows authentication
2 Status

' 50L Server authentication
Pazzword:
Confirm pagsward:
™| Specify old password
Old pazsword:

v Enforce pazzward policy

~ Mapped to certifizate
" Mapped o asymmetic key
I Map to Credential

|userDD?

I¥ Enfaice pazzword expiration

v Uzer must change pazzwornd at nest lagin

Lef L

| I

Searzh.. |

Ldd

M apped Credentialz e I Eees I
Server:
192 163.66.188
Connection:
34
2¢ View connection properties
Femoye |
Ready Default databasze: I master j
Default language: I <defaulty =]
0k I Cancel |
A
Figure 3.111

4. Perform the steps below:

i. From the above window select the UserMapping tab.
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iii. From the bottom panel check on the db_ddladmin, db_datareader, db_datawriter checkboxes.

iv. Click OK.

NOTE:

Check on the db_owner also along with db_ddladmin, db_datareader, db_datawriter if FTS has to be used.

E Login - New

& General

44 Server Foles
2% User Mapping
=0 hecurables
[ Status

Server:
192 168.56.188

Cannechar:
2a

24 View connection properties

't_s Script = Lj] Help

IS[=] B3

|lzerz mapped to this login:

Map | Database

| Izer

Default Schema

dbME
dbhew
dbklew?
dbklewd
dbkewh
kcab
lcabdes1
leabsercd

e e e i i

i magter

=l

9

model

uzer(dy

¥ | Guest account enabled for: master

Databaze role membership for: magter

[ db_accezzadmin
[ db_backupoperator
|w| db_datareader

[w] db_datawariter

[ db_derwdatareader
[ db_derwdatawriter
[ db_owrer

[ db_securityadmin
[w| public

[] R5ExecRole

™ db_ddladmin

5. Run the following script.

Figure 3.112

SELECT 'GRANT EXECUTE ON ' + RTRIM (NAME) + ' TO USER' FROM SYSOBJECTS WHERE XTYPE IN ('P', 'FN')
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NOTE:

Replace the USER with the name of the user created above.

SQLQueryl.sql - 192.168.56.188.master (sa (55))

Fle Edt View Query Project Debug Tools Window Help
Pl il 1T e | mewouery [ PR R | & @9 - - &
P [meter ]| ¥ Ereaie booebwg @ v 35 3l |7 i

Rl SQLQueryl.sql - 192....188.master (sa (SS)FF X

-] R |- o

Connect~ 3 3 m T (2] L5 SELECT 'GRANT EXECUTE ON * + RTRIM(NAME) + ' TO userd@7' FROM SYSOBJECTS WHERE XTYPE Ti ('P', 'FN') =
=l | gh 192.168.56.185 (SGL Server 11,0,2100 - 53) =l
[ Databases
= [ Security
=) [ Logins
ﬁ, ##M5_PolicyEventProcessinglogind #
A, ##m5_PolicyTsglExecutionLogin #
A NGZ300yAdministrator
B NT AUTHORITYSYSTEM
A NT ServicelMSSCLSERVER
A NT SERVICE\ReportServer
B T SERVICE|SQLSERVERAGENT
A NT SERVICESQLWriter
A NT SERVICE\Winmgmt
& sa
A usernnd
A useroos
A useron?
[ Server Roles
[ Credentials
[ Cryptographic Providers
3 Audits
[ Server Audit Specifications
[ Server Objects =
23 Replication 0% - 4] o]
[0 AbwaysOn High Availabilicy
[ Management [ Results | [y Messages |
3 Integration Services Catslogs g I i’
5 5L Server Agert 1| GRANT EXECUTE ON sp_MS aheadshawegeneration T0 1.
[ 192.168.55.42 [SCL Server 11.0.2100 - sa) : :
| 2| GRANT EXECUTE ON sp_MSwriternergeperfcountsr TO us.
| 3| GRANT EXECUTE ON sp_repkhowemds TO userl07
|4 | GRANT EXECUTE ON sp_publishdb TO userd07
|5 | GRANT EXECUTE ON sp_addqueued_artinfo T0 useri07
| B | GRANT EXECUTE ON sp_MS get_subscription_hs_info TO
| 7| GRANT EXECUTE ON sp_help_spatial_geometry_indes_sm...
| 8 | GRANT EXECUTE ON sp_password TO userd07
|9 | GRANT EXECUTE ON sp_MSstopdistribution_sgert TO us
| 10| GRANT EXECUTE ON sp_repimonitorrefreshiob TO user007
| 11 | GRANT EXECUTE ON sp_redirect_publisher T0 user(07
| 12 | GRANT EXECUTE ON sp_MS enumpartialchangesdinect T0
| 13 | GRANT EXECUTE ON sp_MSupdate_subscriber_info TO u...
| 14 | GRANT EXECUTE ON sp_MSdrop_distibution_agent T0 u..
| 15 | GRANT EXECUTE ON sp_MS3allocate_new_identity_range
| 16| GRANT EXECUTE ON sp_MSenum_snapshot T0 usel07
| 17| GRANT EXECUTE ON sp_dropmergepullsubscription TO us.
18 | GRANT EXECUTE ON sp MShelpvalidationdate T0 usel)07 ﬂ
@ Query executed successfully, 192,168,56,160 (11.0RTM)  sa(55) @ master | 00:00:00 | 1413 rows

Figure 3.113

6. Copy the output of the above script and run the output as a script, this will assign the EXEC

permission to the user created above on all procedures and functions.
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Fle Edt View Query Project Debug Tools Window Help
Pl S E | Aoy BG4 D@9 - -2-3 & s [[=&FRE-.
P neste || Eets boawa ® 30 s 5370 | 435043 ) :

Rl S0l uery ! sql - 192, . 189 master {sa (BE}J* X

J— 0w = GRANT EXECUTE ON sp_publication_validation TO us =+
32 I Q 3 GRANT EXECUTE ON sp_MSgetalertinfo TO user@e? 3
=1 | 192,168.56.18 (301 Server 11.0.2100 - 53) GRANT EXECUTE ON sp_changesubscription TO user@a?
[3 Databases GRANT EXECUTE ON fn_cdc_has_column_changed TO user@a?
B [ Security GRANT EXECUTE ON sp_helpmergedeleteconflictrows TO user2e7?
B [ Logins ) ) GRANT EXECUTE ON sp_syspolicy subscribe_to_policy category TO user8@?
%. #4#M5_PolicyEventProcessinglogind # GRANT EXECUTE ON sp_replrestart TO userg7
& ##05_PolicyTsglExecutionl ogind# GRANT EXECUTE ON fn_number0flInVarBinary TO user8e?
= NGZ300YAdministrator GRANT EXECUTE ON sp MSdistpublisher cleanup TO user@?y
- NT ALITHORITV|SYSTEM GRANT EXECUTE ON sp_change_agent_profile TO user@7
& NT ServiceiMSSQLSERVER GRANT EXECUTE ON )
= NT SERVICEiR sportServer GRANT EXECUTE ON sp MSrefresh_anonymous TO user@d?y
a NT SERVICE\SQLSERVERAGENT GRANT EXECUTE ON WFPopulateProcessDatalist TO user@@?
2 T SERVICEVSOLriter GRANT EXECUTE ON veOmnidocsFelderData TO usera?
o NT SERVICE}Winmpmt GRANT EXECUTE ON veProcessData TO user@e7
ch sa GRANT EXECUTE ON grateProcessData TO user@@?
{i user004 GRANT EXECUTE ON WFPopulateMetaData TO userg@?
&4 userl0S GRANT EXECUTE ON iantMetaData TO useree?
& userdd? GRANT EXECUTE ON grateVariantMetaData TO userge?
L3 Server Roles GRANT EXECUTE ON veretaData TO user@d?
3 Credentials GRANT EXECUTE ON veQueueData TO user@e7
[ Crypographic Providers GRANT EXECUTE ON
L3 Audits GRANT EXECUTE ON
[ Server Audit Spedfications GRANT EXECUTE ON sp MSrepl _startup TO user@@? -
[ Server Objects GRANT EXECUTE ON sp_MScleanupmergepublisher TO userga? i
[ Replication 10 - 4 - o]
[ Alwayson High Availabiliy :
3 Management L3 Messages |
[ Inteqration Services Catalogs Command(s) completed successfully. -
[y 50 Zerver Agent
[ 192.168.55.42 [SCL Server 11.0.2100 - 5a)
=
0% - 4] 5
(@ Query sxeruted successfuly. 192,168,56.188 (110 RTH) | 53(55) | master | D0:00:00 | O rows

Ln 1410

Figure 3.114

7. Use the above created user for associating a cabinet.

3.2.12 Disassociating a Cabinet

To disassociate a cabinet:

1. Select the cabinet that needs to be disassociated from the list.

2. Click the Disassociate button.

3. A Confirm message box is invoked prompting whether you want to remove the association with the

selected cabinet.
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I "

Confirm @

® Are you sure you want to dissociate the selected cabinet : testcab_newgeni11 2

Yes N

Figure 3.115

e Click the Yes button to remove the disassociation with the selected cabinet, or

e Click the No button to avoid the disassociation process.

NOTE:
Here “Disassociate” means removing the entry of the selected cabinet from JTS. The disassociation of the cabinet can be

performed only when the server is stopped.

3.2.13  Upgrading cabinet

In case of the cabinet upgrade, the user has the option to install the application without the automatic
configuration and associate the cabinet with any previous version.

To upgrade the selected cabinet:

1. Associate the cabinet.

2. Select the cabinet which is to be upgraded.

3. Click the Upgrade button.

NOTE:

Upgrading a cabinet implies:

e Executing an SQL statement (other than those, which return a result set,) on a cabinet. This may be a DDL or a DML
(which includes updates, deletion, etc).

e Any number of queries can be simultaneously executed in a file. An important thing to note is that all the SQL
statements must end with a comma ‘,’

e Stored procedures can also be compiled on a cabinet.

4. A Select Operation message box is invoked.
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5. Click the Script button to compile a script.

P

Select Operation

procedures

==

Select "Script’ if you want to compile a script.
Select “Compile” if you want to compile stored

Seript

Compile

Cancel

-

6. Select the script dialog box is invoked.

Figure 3.116

P

ﬁ Select the script to execute on testcab_newgenlll (127.0.0.1 : 9999)

Look In: |22 Local Disk [C:)

| |GE

oo
oo

-l o—
-l o—

|j inetpub
] 1abelt
] 1abelz
] Load

|j PerfLogs

|j Users
|j Windows

] omniDoes7.0-5P40

[ Program Files
[ Quarantine

File Name:

Files of Type:

JTS seript files

All Files
JT5 script files

i. Select the required path where the script is located, from the Look in dropdown list. A list of all
the files with extension jts is displayed.

ii. The name of the selected file is displayed in the File Name; you can also specify the file name in

File Name.
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iii. Select the type of file from the Files of Type dropdown list.

NOTE:

The Files of Type dropdown list consists of one option ‘JTS script files’.

iv. Click the Compile button to run the required script.
v. Click the Cancel button to close the dialog box.
7. Click the Compile button on the Select Operation message box.

8. If you are logged in as the Supervisor, then Compiled Stored Procedures dialog box is invoked.

[ Compile Stored Procedures on Cabinet:Ora¥atech [192.168.5.110 : 9999]

Mliszed Calls Compiled Call= Calls to Compile
ENABLETRACE ADDDATA

SCRIFT ADDFIELDTODATADEFINITION
CHECKDATA

CHECKLOCK

COPYDOCUMENT
CREATECOMDITIONETRING
CREATEDATESTRINGFORFOLDER
CREATEDOCYERSION
CREATEDTNTABLE
CREATEUSER
DELETEDOCUMENT
DELETEDOCUMENTA
DROFTABLES

DROF_ELEMENT
GEMERATEALARM
GENERATENAME
GETFOLDERTREE
GETKETYWORDSFORDOCUMENT
GETMINUTES
GETHAMEORPATH
ISDOCWALID

ISHNUMERIC

ISORABACKUFPPKG
ISORACOMSTRKG

[4]

L]

Status

Figure 3.118

The Compiled Calls pane displays the list of all the compiled procedures of the selected cabinet.
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To recompile the procedures:

a. Select the required procedure from the Compiled Calls left pane and click the > button, to add
the procedure in the Calls to Compile list on the right pane.

b. To recompile all the calls, click >>. The entire list is added to Calls to Compile list on the right

side.

[-ﬁ Compile Stored Procedures on Cabinet:Ora¥atech [192.168.5.110 : 9999)

Mlizsed Call= Compiled Calls Callsto Compile

EMABLETRACE ADDDATA COFYDOCUMENT

SCRIFT ADDFIELDTODATADEFINITION CREATEDATESTRINGFORFOLDER
CHECKDATA DROFTABLES

CHECKLOGK
CREATECONDITIONSTRING
CREATEDOCYERSIOHN
CREATEDYNTABLE
CREATEUSER
DELETECOCUMENT
DELETECOCURMENTA
DROF_ELEMENT
GEMERATEALARM
GENERATENAME
GETFOLDERTREE
GETKEYWORDSFORDOCUMENT
GETMINUTES
GETNAMEDORFATH

IS0 OCWALID

ISHUMERIC

ISORABACKUIPFKG
ISORACONSTRKG
ISORADOCPKSE
ISORAEXCPFKG
|S|:||RAG-ENP|»<G -
4B 5

Status

Figure 3.119

To move the calls from the Calls to Compile list to the Compiled Calls list:
a. Select the call that does not need to be compiled, from the Calls to Compile list.
b. Click the < button to move the call to the Complied Calls list on the left pane.
c. To move all the calls from the Calls to Compile list to the Compiled Calls list, click <<.
d. Click the OK button to close the Calls to Compile list.
e. Click the Cancel button to close the dialog box.
9. Ifyou are logged in as System, then the operation is slightly different.

10. Refer to steps 6-7 for further information.
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11. After upgrading the cabinet, data source creation is required. Refer to DataSource Creation
(JBoss/WildFly/WebLogic/WebSphere) section of OmniDocs Post Deployment Guide.
12. After creating the data source, register the cabinet. Refer Registration of Cabinet section of

OmniDocs Post Deployment Guide.

3.3 Viewing Properties of the Cabinet

To view properties of the cabinet:

1. Select a cabinet and click the Property button.

@ OmniDocs Service Administration EI\EI
Server JTS Help
? Servers Server Information
T JTS {127.0.0.1 : 9999) IP Address ServerPort AdminPort
& Locks
i Users Encoding I:I:I SocketTimeout{mins) BatchSize
@ S5M5 (127.0.0.1 : 10000} Leg
[¥] Transaction [ | Connection 7] ¥ml (] Error [ | Socket ~ orror Leg Size (MB) 10 |tesCountfto |
| Start || Stop | ‘ Disconnect | Edit ‘ | Create |
Cabinet Transaction Pool
C. MinDBConnections MaxDBConnections CabinetType DataBaseType
5 25 Both Document Database and I... (mssql
_ngi1 10 20 Both Document Database and |... [mssql
testcab_newgen111 10 20 Both Document Database and | |mssql
Cabinet Operations
Associate | | Dissociate | | Upgrade | | Property | | Test | ‘ Delete | | Unlock | ‘ Enable Trace | | UpgradeLicense ‘
4 Il D
Status
Ready..
Figure 3.120

2. The Cabinet Properties dialog box is invoked.
Cabinet Properties dialog box consists of three tabs:
e Database tab
e Cabinet properties tab

e Connection tab

|
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Database tab
The database tab displays the cabinet database type. It also displays the Server Port and the Service

Name in case of an Oracle Cabinet and the Server Port in case of a Postgres Cabinet.

-

Associate a Cabinet (127.0.0.1 : 9996) =

[r Database r Cabinet properties |/ Connection

Specify the type of the database.

Select database type

Microsoft SQL Server

I:l Azure

D Oracle

I:l Postgres
D OracleRAC

2
&
g

=<Back Next==

Figure 3.121

|
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Cabinet properties tab
The Cabinet properties tab displays the cabinet name, the mapped status of the selected cabinet, the

server name, the user name, and the password.

Cabinet Properties : testcab_newgenl11 (127.0.0.1 : 9999) ==

Database Cabinet properties rEnnnectinn |

Specify the new cabinet name and the server name where the cabinet e
xists. Also specify the User name and password for accessing this cabi

net.

Cabinet Name

Map this cabinet to

Document database Image Server database

Password Algorithm

Server Hame

User name |5£| |

L2 |

Password

==Back Next== Done Cancel

Figure 3.122

|
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Connection tab

The Connection tab is in editable mode.

Cabinet Properties : testcab_newgenl11 (127.0.0.1 : 9999) =
|/ Database |/ Cabinet properties |/ Connection |

Specify the number of database connection that can be made available t

o this cabinet. Also specify the query timeout pericd for this cabinet.
Maximum connection |2IZI| |
Minimum connection |1EI |
Query timeout |5IZI 0 | second{s)

=<Hack Next Done Cancel

Figure 3.123

Properties of the cabinet can be changed when the server is not running.
You can edit the following:

e Maximum connection

e Minimum connection

e Query timeout
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Cabinet Properties : testcab_newgenl11 (127.0.0.1 : 9999) ==
r Database |/ Cabinet properties |/ Connection |

Specify the number of database connection that can be made awvailable t

o this cabinet. Also specify the query timeout pericd for this cabinet.
Maximum connection |4IZIIZI| |
Minimum connection |1EI |
Query timeout |5IZI 0 | second{s)

=<=Bachk Hext Done Cancel

Figure 3.124

3. Click the Back button to go to the previous screen.
4. Click Cancel button to close Cabinet Properties dialog box without saving the changes made.
5. Click Done button to close the Cabinet Properties dialog box while saving the changes made. The

changes done are immediately reflected.
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@ OmniDocs Service Administration EI@
Server JTS Help
¢ 2R Servers Server Information
? JTS (127.0.0.1 - 9959) IP Address ServerPort AdminPort
& Locks
& Users Encoding I:D SocketTimeout{mins) BatchSize
@ SMS [127.0.0.1 : 10000} Leg
Transaction D Connection Xmi Error D Socket ErrlEnEez) =) u Log Count u
[ [ o |[mmoome |[coe|[_come ]
Cabinet Transaction Pool
Cabi MinDEC i MaxDBC i CabinetType DataBaseType
5 125 Both Document Database and I... [mssqgl
testcab_ng11 10 20 Both Document Database and .. |mssql
_newgeni1i 10 400 Both Document Database and I... imssql
Cabinet Operations
Associate | ‘ Dissociate || Upgrade || Property || Test ‘ | Delete || Unlock || Enable Trace || UpgradeLicense |
4] i T
Status
Change cabinet property successful Ready.
Figure 3.125

3.4 Testing the cabinet

Testing the cabinet implies testing the validity of the JTS's database connection.
To test the cabinet:

1. Select the Server which you want to test.

2. Click Test.

3. A message box is invoked displaying the result of the connection test for the selected cabinet.

O

Figure 3.126

——
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3.5 Viewing Locks

The Lock view displays all the locks that have been applied on objects (folders, documents, forms, and

versions) by the user of the specified cabinet.

To view the locks of the selected cabinet:

1. Select the Locks.

E@?jﬂmniDncs Service Administration =] x|
Server JIS Help
Serv... Lagin Information
] .
Q K %5[12?-0-':'-1 :9939] ’7 Cabinet | RMSCab * | Userna... Passyy,., [FresresEees |
Lo...
E Us..
Folders Documents Faorms “ersions  Users [ Al hd
@, SME[127.0.0.1 ;10000 @ D D D a
| UseriName | Objectinde: | Type | “ersionHlo | Ma e | Path | Locked Time
[ |superviser | 342|Folder [ 0|RMS |RMSCabRME  [2007-03-22 17:...
Refresh | | Select All | | Relesse | | Guit
|1c\cks fetched sucocessfully Ready...
Figure 3.127

2. Select the required cabinet from the Cabinet dropdown list.

NOTE:

JTS can have multiple cabinets associated with it.

——
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[_f! Omnillocs Service Administration

@ H Senirs Lagin Information
¢ B J15(192.168.5.194:9999) Cabinet | bOtest * | User name Paggvaori oK
£ Locks | 1 ]
£ user
Q lﬂ.l"‘-\.n'!'l.- 1685111 - D00 ACkugsilfinal
& Locks
P lsers

N [#]

Slalus
Cabinet List fetched successiully Ready...

Figure 3.128

3. Specify the password for logging, in Password.

NOTE:
Only the Supervisor can change the locks of a cabinet. This is the reason, only the Supervisor user is shown. The login

password is the same as the cabinet password.
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E?’ﬁl]mniDncs Service Administration |_|_

E Seners
9 ﬂ.dés (127.0.0.1 - Ga8a) Fmsca | — |
Locks —
E Users

£l sms= (127.0.0.1 : 10000

Figure 3.129

4. Click the OK button to view the locks of the selected cabinet.

e —
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| OmniDocs Service Administration =& X

Server JTS Help

Serv... rLogin Information
] . | -

¢ Bl srszron. caseg) [ Cabinet | RMSCab w | Userna.. |¢ 0k |

8 Lo.. :

@ Us...

Folders Documents Forms Versions Users | All -
@ SMS [127.0.0.1 ;10000 @ D D D =
| U=er Hame | Objectindesx | Type | “ersionMNo | Harme | Path | Locked Time
D éSupervisor 242 Folder O RMS RMESCab/RMS  [2007-03-22 17:...

Refresh | | Select All [ Release Buit

l|_|5:

Status

Locks fetched successfully Ready...

Figure 3.130

Select the Folders option to view the locks associated with folders.
Select the Documents option to view the locks associated with the document.

Select the Forms option to view the locks associated with forms.

O N oo Wn

Select the Version option to view the locks associated with the Versions of a document.
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To view the locks by specific users

1. Select the required user from the Users dropdown list.

Eﬁ’-“jﬂmniDncs Service Administration 18| x|
Server JTS Help
= Serv.. rLogin Infarmation
‘%S (127.0.0.1 :3533] Cabinet | RMSCab ¥ | User name Password [FHmHHEeee Ok |
Lo,
E Us...
Folders Documerts Forms “erzions  Users [|All hd |
@ SMS [(M127.0.0.4 ;10000 ® o Q0 © - i
U=erName Objectinds:x Type Warsionlo Nama* ! Locked Time
D Supervisor 342 | Folder aRME 2007-03-22 17:...
savita
=bhijest
useriz?
Users
=mit
Refrash | | Selact All | | Relazzs | | Buit
|VLDc:ks fetched successfully Rezdy...

Figure 3.131

2. The locks associated by the selected user on the selected options (folders, documents, forms, and

versions) are displayed below.

——
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Eﬁ’-“jﬂmniDncs Service Administration ;lilﬂ

Server JTS Help

Senrers Login Information
0 .
? O JTE(127.00001 0 9004) ’V Cabinet | RMECab * | User name Passward [FrerEnee: 0k |
& Lodes
E Heers @ Folder= D Documents D Forms D Wersions Uzers
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Figure 3.132

3. Check the locks that have to be released in the Select column.

4. To select all the locks, click Select All.

NOTE:

Select All is a toggle button, which changes to Deselect All.

5. Click Release button to release all the selected locks.
6. Click Refresh button to refresh the screen.

7. Click Quit button to log out from the cabinet.
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3.6 Viewing Users

To view the users who are currently logged into a cabinet:

1. Select Users.

J@ OmniDocs Service Administration EI@
Server JTS Help
-2 Servers Login Information
s Jéis {127.0.0.1 : 9593) Cabinet User name Password ’7
Locks

Users User Information

f) sms (127.0.0.4 : 10000) UserType

Status

‘Cabinet List fetched successfully

Ready..

Figure 3.133

2. Select the required cabinet whose login users are to be seen from the Cabinet dropdown list.
Concept:
e The JTS can have multiple cabinets associated with it.
e Each cabinet can have users connected to it. Therefore, the cabinet whose login users are
required has to be selected from the Cabinet dropdown list.

3. Specify the password for the Supervisor of the cabinet in Password edit box.
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Status
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Figure 3.134

4. Click OK button to proceed. A list of all the users connected to the specified cabinet is displayed.
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Figure 3.135

To disconnect the selected users:
1. Select the users that need to be disconnected.

2. Click the Select All button to select all the users connected with the cabinet.

NOTE:

Select All is a toggle button, which changes to Deselect All.

3. Click the Free button to disconnect the selected users from the cabinet.
4. Click the Refresh button to refresh the screen.

5. Click Quit to logout from the cabinet
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3.7 Ways of Logging

The following two users can log in to the OmniDocs Service Administration (OSA), these are:
e System and

e Supervisor

NOTE:

The System user needs to have a more comprehensive knowledge of JTS to perform additional operations effectively.

3.7.1 Login as System

To log-in as System:

1. Select the username “System” from the User dropdown list.

Login ==
User System | -
System
Password
O | | Cancel |
Figure 3.136

2. Specify the password in the Password.
3. Click the OK button to connect.

4. Click the Cancel button to close the Login dialog box.

3.7.2 Login as Supervisor

To log in as Supervisor:

1. Select the username “Supervisor” from the User dropdown list.

Login =3
User System | -
System
Password Supervisor
OK | | Cancel |
Figure 3.137

|
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2. Specify the password in the Password.
3. Click the OK button to connect.

4. Click the Cancel button to close the Login dialog box.

3.8 Thumbnail Manager Operations

The Thumbnail Manager is a utility that does the following activities:-
e |t creates Thumbnails for documents of the registered cabinets.

e [t also listens on a port for requests to create thumbnails for specified documents.

NOTE:
Follow steps written in “How to configure Thumbnail Manager.docx” available in the Thumbnail Manager Folder of the OD

Installation Folder.

To perform operations on the Thumbnail Manager:

1. Click Thumbnail Manager from the Servers list in the left pane of the OSA screen.
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Figure 3.138

2. Server information contains:
e |P Address
e Server Port
3. Click the Stop button to stop the server.

4. Once the server is stopped, the following buttons get enabled.

e Start
e Edit
e Remove

e Advanced
e Change
5. Click the Edit button to edit the Server Port.
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NOTE:
Edit is a toggle button, which changes to Update button.

[Sarviard
l ATE (192 160.5.110 ; )
Lo

p une 001 |

MEBNAIL MARAGER (127.00.1

SME(127.0/0.1 ; 10000)

Figure 3.139

Make the required changes.
Click Update.
Click the Advanced button.

v e N o

Advanced dialog box appears.

e —
NewgenONE OmniDocs Service Administration Guide Version: 11.3 Page 133



Advanced |

[¥] Instant Thumbnail Generation
[¥] | Scheduled Thumbnail Generation
Scheduler Configuration
Start Schedule At 12 | (AM
End Schedule At 1 ¥ |AM ¥
Save Cancel
Figure 3.140

e Select Instant Thumbnail Generation checkbox to generate Thumbnails instantly.
This feature is applicable in the case of OmniDocs Web. When an image document is added to
OmniDocs Web, the thumbnails of the only first page (of that document) are generated
instantly.

e Select Scheduled Thumbnail Generation checkbox to generate Thumbnails according to the
scheduled time.

e Specify Start schedule time in Start Schedule At combo box.

e Specify End schedule time in End Schedule At combo box.

e C(lick the Save button to save the required changes.

Else, click the Cancel button.
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3.8.1 Adding a Cabinet

To add a Cabinet:
1. Click the Add button.
2. The Add Cabinet dialog box is invoked.

Add Cabinet ]|

Erter the Cabinet Details

Cabinet Name  [Cabtest |
JTS IP Addres= [127.0.0.1 |
JTS Part |zzas |
U=er name |5upervisnr |
Fassward |“'*'*'*'*'“""’“""* |
Pricrity [10 |
Encading 15 08250-1] |

| Ol | | Cancel |
Figure 3.141

3. Specify the Cabinet name in the Cabinet Name textbox.
4. Specify the JTS IP Address in JTS IP Address textbox.
(This is the IP Address of the JTS where the cabinet is associated).
5. Specify the JTS Port in JTS Port textbox.
(This is the Port of the JTS where the cabinet is associated).
6. Specify the Cabinet’s user name in User Name textbox.
(This is the user name with which the Thumbnail manager would log in into the JTS).
7. Specify the password in Password textbox.
(This the Password for the specified user name).
8. Specify the Priority in Priority text field.
(This is the Priority of the cabinet for the other cabinets registered with the Thumbnail Manager).
9. Specify the Encoding in the Encoding textbox.

(This is used to identify the language that is used by the user).
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NOTE:

To run a Thumbnail manager, the encoding used is UTF-8.

10. Click the OK button.
11. Click the Cancel button to close the Add Cabinet dialog box.
e If the Thumbnail Manager is running then you can add a Cabinet.
e [f the Thumbnail Manager is not running then you can,
» Add a Cabinet.
» Remove a Cabinet.

» Change the Cabinet Property.

3.8.2 Removing Cabinet

To remove the Cabinet:

1. Select the Cabinet that needs to be removed from the list.

2. Click the Remove button.

3. A message box is invoked prompting whether you want to remove the selected Cabinet from the

list.

Confirm
[’:c;) Are you sure you want to remove the Cahinet :meenakshi

Yes Mo

Figure 3.142

a. Click the Yes button to remove the selected Cabinet from the list.

b. Click the No button to avoid removing the selected Cabinet from the list.

|
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3.8.3 Changing the Cabinet property

To change the property of the Cabinet:
1. Select the required Cabinet, whose user name/password needs to be changed from the list.
2. Click the Change button.

3. The Change Cabinet Property dialog box is invoked.

Change Cabinet Property |
Modify Cabinet Details
Cabinet Name
ATS 1P Addre...
JTS Part
U=er name |super\.riscur |
Fassward |""*"*'“'*'“""*"H'* |
Priarity
Encoding I1505259-1 |
| Ok | | Cancel |
Figure 3.143

4. The only editable modes are the User Name and Password.
5. Click the OK button to close the Change Cabinet Property while saving the changes made.

6. Else, click the Cancel button.
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3.9 Alarm Mailer Operations

Alarm Mailer is a utility that polls the JTS for alarms and dispatches them in case any alarms are set.
For performing operations on the Alarm Mailer:

1. Click the Alarm Mailer from the Servers list.

[rfj['!mnlﬂnci Service Administration

Sarver indormsdion
[ALARM MAILER [127.00.1) ALARM MAILER
% iP Addrass Mgl Hogat Fren Addradi
I smes 01 o
Cabsinat List
[ | JTS IP Addeaas | JTS Poxt | [ | Polll Tirna |
ORASHIP 127.00.1 3333 F v 80 3
— L
\[ Bl
Stwbus
Fandy

Figure 3.144

2. Displayed Server information contains:
e |P Address
e Mail Host
e From Address

3. Click the Stop button to stop the server.

4. Once the server is stopped, the following buttons get enabled:-
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e Start

e Edit
e Remove
e Change

5. Click the Edit button:
e To edit the Mail Host

e To edit the From Address

NOTE:

Edit is a toggle button, which changes to Update.

[

i Omnilocs Service Adminisination

[t var s
ALARM MAILER [127.0:0.1]
B s vz s 0 )

HUMBHAIL MANSGER (127 0.0.1
[ sms (1270001 - 10000

Figure 3.145
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6. Make the required changes.

7. Click Update. The updated changes are immediately reflected.

E?‘,'j OmniDocs Service Administration

[Servers
taLARM MAILER [127.0.0.1)
JTS[192.162.5.110 : 93339)
B Lo
o=
[THUMEMAIL MANAGER (127.0.0.1
f) M5 (127.0.0.1 : 10000)

Figure 3.146

NewgenONE OmniDocs Service Administration Guide Version: 11.3 Page 140



3.9.1 Adding a Cabinet

To add a Cabinet:

1.
2.

9.

Click the Add button.
The Add Cabinet dialog box is invoked.

Add Cabinet E

Enter the Cabinet Detail=s

LCabinet Name |Alarmliab |
ATS IP Address |12?.IZI.III.1 |
TS Port 2232 |
U=ser name |supervis-:-r |
Fasswiord |************* |
Fall Tirme [15 |

| Ok | | Cancel |
Figure 3.147

Specify the Cabinet name in the Cabinet Name textbox.

Specify the JTS IP Address in JTS IP Address textbox.

(This is the IP Address of the JTS where the cabinet is associated).

Specify the JTS Port in JTS Port textbox.

(This is the Port of the JTS where the cabinet is associated).

Specify the Cabinet’s User name in User Name textbox.

(This the user name with which the Alarm Mailer would log in into the JTS).
Specify the Password in Password textbox.

(This the Password for the specified user name).

Specify the Poll time in Poll Time textbox.

(This is the time in minutes after which the Alarm Mailer would call the JTS).

Click the OK button.

10. Click the Cancel button to close the Add Cabinet dialog box.

e [f the Alarm Mailer is running from OSA, the user can add a Cabinet.
e [f the Alarm Mailer is not running from OSA, the user can:

> Add a Cabinet.
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> Remove a Cabinet.

» Change the Cabinet Property.

3.9.2 Removing Cabinet

To remove the Cabinet:
1. Select the Cabinet that needs to be removed from the list.
2. Click the Remove button.
3. A message box is invoked prompting whether you want to remove the selected Cabinet from

the list.

Confirm
[’:c;) Are you sure you want to rermove the Cahinet :meenakshi

Yes Ho

Figure 3.148

a. Click the Yes button to remove the selected Cabinet from the list.

b. Click the No button to avoid removing the selected Cabinet from the list.

3.9.3 Changing the Cabinet Property

To change the property of the Cabinet:
1. Select the required Cabinet, whose user name/password needs to be changed from the list.
2. Click the Change button.

3. The Change Cabinet Property dialog box is invoked.

|
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Change Cabinet Property Ed |

Maodify Cabinet Detail=

Eabinet Name
ATS IP Addres=
JTS Port
Uszer name |super\.risc||' |
Fasswiord |************* |
Faoll Tirme

| Ok | | Cancel |

Figure 3.149

4. The only editable modes are the User Name and Password.
5. Click the OK button to close the Change Cabinet Property while saving the changes made.

6. Else click the Cancel button.

3.10 Menu Options

The various menu options are:
e Server Menu
e JTS Menu

e SMS Menu

3.10.1 Server Menu

Start: Starts the server

Stop: Stops the server

Register: Registers a new server.

Unregister: Unregisters the selected server.

Disconnect: Disconnects from the selected server.

Manage: Manages the selected server.

Change Password: Enables to change the password of the connected users.

Exit: Exits from the application.
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3.10.2 JTS Menu
Edit: Enables editing of server port, transaction log, connection log, server time out and batch size.

Create: Enables in creating a cabinet.

J1S

; LCreate

Query
Cahinet F

Figure 3.150

Query
Cabinet: A cabinet is a central storage unit that can be connected to a desktop through a server.
Associate: Registers the selected cabinet with JTS.
Disassociate: Unregisters the selected cabinet with JTS.
Upgrade: Upgrades the cabinet.
Properties: Enables viewing/changing the properties of the selected cabinet.
Test: Tests the database validity for the selected cabinet.

Delete: Deletes the selected cabinet along with the associated database.

3.10.3 SMS Menu

£

=

Figure 3.151

i
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Edit: Enables to change the server port.
Label
e Add: Enables to add the SMS label.
e Remove: Enables to change the path associated with the SMS label.

e Change: Enables to change the path associated with the label.

3.11 Change Password

To change the password:
1. Click Server menu and then click Change Password.

2. The Change Password dialog box is invoked.

Change Password @

Enter the details

User name

New Password I TTTYTTI Y] |

0ld Password ||||-|| |

Confirm Password ----------l |

O Cancel

Figure 3.152

Enter the old password in Old Password textbox.
Enter the new password in New Password textbox.
Re-enter the new password in Confirm Password textbox.

Click OK button to close Change Password dialog box while saving the changes made.

N o v MW

Click Cancel button to close the Change Password dialog box without saving the changes made.
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4 Call Interception Architecture

OmniDocs Server Architecture provides a framework to extend/customize the behavior of standard
XML-based APIs. This framework can be used to perform tasks in addition to the standard behavior as
a part of the same transaction. A typical example of this could be accessing/updating other tables,
extending user authentication policies, validations, etc.

This chapter describes how to intercept and extend OmniDocs API. The component that is created for

this is henceforth referred to as APl Hook.

4.1 Classes and Components Required for Hook
Implementation

The HookClass, HookHandler, and Hookimplementer classes are required for hook implementation.
These classes are provided with OmniDocs Server setup in the following jar files:

e NGIJTS.jar file for OmniDocs JTS version.

e omnidocs_hook.jar file for OmniDocs J2EE version.

Specifically, omnidocs_hook.jar will be at the following locations:

For OmniDocs-JBOSS Application Server Setup
In <Drive:>/<Directory in which JBOSS Application Server is installed>/server/<JBOSS Application

Server Configuration for OmniDocs>/lib folder.

For OmniDocs-Oracle10G Application Server Setup
In <Drive:>/<Directory in which Oraclel0g Application Server is installed>/j2ee/<OmniDocs Oc4;j

instance directory>/applib folder.

For OmniDocs-Sun Java System Application Server Setup
In <Drive:>/<Directory in which Sun Java Application Server is installed>/domains/domain-n/server-

n/lib folder.
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For OmniDocs-WebSphere Application Server Setup
In <Drive:>/<Directory in which WebSphere Application Server is
installed>/AppServer/profiles/<WebSphere Application Server profile directory>/<OmniDocs

Shared Library directory>.

For OmniDocs-WebLogic Application Server Setup
In <Drive:>/<Directory in which WebLogic Application Server is

installed>/user_projects/domains/<Omnidocs domain directory>/Jars folder.

Steps for implementing hooks:

NGJTS.jar/omnidocs_hook.jar has the classes, HookClass, HookHandler, and Hookimplementer in the

package com.newgen.omni.jts.srvr. HookHandler contains an object of HookClass, namely

hookObject.

Hookimplementer is a singleton for reading HOOK properties files, which stores the names of all API

Hooks that are to be executed.

The following steps need to be taken for creating a hook for a particular transaction:

1. If the name of the transaction is NGOxyz, then the name of the hook class should be HOOKxyz. For
example, if the Transaction class is NGOAddUser, the corresponding hook class should be
HOOKAddUser.

2. The hook class should be defined under the package name of com.newgen.omni.jts.hook.

3. The hook class should extend the abstract base class com.newgen.omni.jts.srvr.HookHandler.

4. The abstract base class, HookHandler has two abstract methods defined as

i. abstract public String executeln(String strinputXML);
ii. abstract public String executeOut(String strOutputXML);

5. The user-defined hook class must provide the implementation for both methods. executein()
method should be used for any processing that needs to be done before the execution of the actual
OmniDocs transaction, and executeOut() method should be used for processing that needs to be

done after execution of the actual OmniDocs transaction.
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6. The minimum implementation for these two methods must be to return the input String i.e. the
string passed in the input parameter.

7. To throw any error within these two methods, the setStatus(int) and setMessage(String) should be
called on the object hookObject, e.g
e hookObject.setStatus(-78999);
e hookObject.setMessage("Test For Error");.

In this case, the outputXML returned to the client will contain the error code along with the given

message.

NOTE:

hookObject is the object of HookClass declared in HookHandler class and will be available by default.

8. Once the hook class has been created and packaged appropriately, the Hook class name must be

added to the HookData.xml, which is located at the following locations:

For OmniDocs-JTS Setup
<Drive:>/Program Files/OmniDocs Server.

For OmniDocs-JBOSS Application Server Setup
In <Drive:>/<Directory in which JBOSS Application Server is installed>/bin/ngdbini folder.

For OmniDocs-Oracle10G Application Server Setup
In <Drive:>/<Directory in which Oracle10g Application Server is installed>/j2ee/home/ngdbini
folder.

For OmniDocs-Sun Java System Application Server Setup
In <Drive:>/<Directory in which Sun Java Application Server is installed>/domains/domain-
n/server-n/config/ngdbini folder.

For OmniDocs-WebSphere Application Server Setup
In <Drive:>/<Directory in which WebSphere Application Server is
installed>/AppServer/profiles/<WebSphere Application Server profile directory>/ ngdbini

folder.
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For OmniDocs-WebLogic Application Server Setup
In <Drive:>/<Directory in which WeblLogic Application Server is
installed>/user_projects/domains/<Omnidocs domain directory>/ ngdbini folder.

Sample HookData.xml

<HookInfo>
<l-- Hook Names that are intended to exist in the system. -->
<HookName>HookAddUser</HookName>
<HookName>HookAddFolder</HookName>

</HooklInfo>

NOTE:
Only the existence of this file at the specified locations and a corresponding entry for each Hook will result in the execution

of the Hook.

9. If no hook is defined for a transaction, JTS will continue as usual.

Example: Code for HOOKAddUser class

package com.newgen.omni.jts.hook;
public class HOOKAddUserextendscom.newgen.omni.jts.srvr.HookHandler{
public String executeln(String strinputXML){
// any processing to be done here.
Connection con = hookObject.getConnection(); // to obtain Connection
object passed to Hook
//hookObject.setStatus(-78999); // to throw any error
//hookObject.setMessage("Test For Error"); // to throw any error
return strinputXML;
}
public String executeOut(String strOutputXML){
// any processing to be done here.
return strOutputXML;
}

|
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NOTE:
In case the Connection Object passed to Hookclass is being used, then only the Statements and ResultSet objects obtained

using the Connection Object have to be closed. The Connection object should not be closed.

4.1.1 Steps for Deploying User’s Hook Implementation

Create a jar file containing the “.class” files for the user-defined implementation of Hooks. Assuming
that the jar thus created is named “omni_hook.jar”.
For OmniDocs-JTS setup

Stop JTS.

omni_hook.jar should be placed in <Drive:>/Program Files/OmniDocs Server.

Go to command prompt

. Type regedit.

1

2

3

4

5. Expand HKEY_LOCAL_MACHINER

6. Expand SYSTEM-> expand CurrentControlSet.

7. Expand Services.

8. Expand JTS.

9. Expand Parameters.

10. Right-click on the AppParameters string and select modify.

11. Then add omni_hook.jar to the classpath.
For example,
Djava.class.path=.;omni_hook.jar;jcel 2 2.jar;SecurityAPl.jar;classes12.zip;msbase.jar;mssqlserver
.jar;msutil.jar;ngjts.jar;SQLTransaction.jar;ORATransaction.jar
wrkdir=C:\PROGRAMFILES\OMNIDOCSSERVER

12. Add corresponding HookName tag in HookData.xml.

13. Start JTS.
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For OmniDocs-J2EE setup

1. “omni_hook.jar” should be placed at the following locations:
For OmniDocs-JBOSS setup
In <Drive:>/<Directory in which JBOSS Application Server is installed>/server/<JBOSS
Application Server Configuration for OmniDocs>/lib folder.
For OmniDocs-Oracle10G setup
In <Drive:>/<Directory in which Oracle10g Application Server is installed>/j2ee/<OmniDocs Oc4j
instance directory>/ applib folder.
For OmniDocs-Sun Java System Application Server setup
In <Drive:>/<Directory in which Sun Java Application Server is installed>/domains/domain-
n/server-n/lib folder.

2. Add corresponding HookName tag in HookData.xml.

3. Restart the application Server Instance.
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5 Configuration File Management Architecture

One of the challenges while developing J2EE applications is the management of the Application’s
Configuration settings. Configuration parameters could range from logging settings, information
concerning database server, user settings, etc, and could be loaded from some configuration files that
reside outside the Application’s deployable components.

Although J2EE provides for some externalization, through J2EE-specific constructs (data sources or via
references, etc) but often that is not enough. Applications require some configurable parameters to be
editable by the Application/Server Administrator and hence these files cannot be localized to the
Application’s deployable components, (EAR, WAR, or JAR files).

Configuration files could be loaded from the Application Server’s Current Working Directory, (JVM's
“user.dir” property) but the exact location of the Current Working Directory differs with application

servers.

5.1 Introduction to OmniDocs Configuration File
Management Architecture

OmniDocs setup on the Application server requires the following configuration files and folders to be

placed in the Current Working Directory of the Application Server:

e Ngdbini: Configuration files exist in this folder.
e Mssql: Mssql Procedures exist in this folder

e Oracle: Oracle Procedures exist in this folder
e IS.ini: Configuration file

OmniDocs Configuration File Management Architecture makes use of URL resources to provide the
user with the flexibility of deciding upon the location of the aforementioned configuration files.
Configuration File Management Architecture comprises of:

° OmniConfiglocator.java

° Omni_Configurations.xml
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5.2 Managing OmniDocs Configurations

This section describes the how to manage OmniDocs configurations.

5.2.1 Omni_Configurations.xml

The idea of this XML file is to store the location of the configuration files and folders. This file has to be

placed at the same level of “omnishared.jar”.

NOTE:
Omnishared.jar’s exact location varies for different Application Server’s and the exact location can be determined from the

corresponding OmniDocs Installation Manual.

“Omni_Configurations.xml” file has the following format:

<Pathinfo>

<Location>
<Name>0Omni_Config_Location</Name>
<Path></Path>

</Location>

</Pathinfo>

First Scenario:

OmniDocs configuration files and folders have been placed at a location other than the Application
Server’s Current Working Directory.

The user needs to specify the location of OmniDocs configuration files and folders as the
“<Path>...</Path>” tag’s value in “Omni_Configurations.xml” file.

For example if IS.ini file, ngdbini, mssql, and oracle folders have been placed at the location

“C:\Omni_config” then contents of this file need to be updated as follows:

<Pathinfo> <Location>
<Name>0mni_Config_Location</Name>
<Path> C:\Omni_config </Path>
</Location>

</Pathinfo>
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NOTE:
For Linux systems “/“ is to be used as the path separator character, while specifying the “<Path>...</Path>" tag’s value.

Example: “\root\folder” is not acceptable. “/root/folder” is acceptable.

By default no value is specified for the “<Path>...</Path>” tag. On system start up, the Application
Server’s Current Working Directory will be treated as the desired location of the configuration files and
folders and the absolute path of Application Server’s Current Working Directory will automatically be
updated to the “<Path>...</Path>” tag’s value in “Omni_Configurations .xml”.
While specifying the path of configuration files and folders in “Omni_Configurations.xml”, a space
character is not allowed.
Example: “c:\\New Folder\Dir” is not acceptable.
I
V

Space exists

Second Scenario:

No value has been specified, for the “<Path>...</Path>” tag in “Omni_Configurations.xml” file.

In this case, start-up of OmniDocs application (for WebSphere AS only)/Application Server, Application
Server’s Current Working Directory will be treated as the desired location and the absolute path of
Application Server’s Current Working Directory will automatically be updated to the
“<Path>...</Path>” tag’s value in

“Omni_Configurations.xml” file. Hence in this case all folders and files must be in the Application

Server’s Current Working Directory.

NOTE:

This ensures backward compatibility with older versions of OmniDocs.
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Third Scenario:

“Omni_Configurations.xml” file has not been placed at level, (read directory) of “omnishared.jar”.

In case of the absence of “Omni_Configurations.xml” file at the level of “omnishared.jar”, Application
Server’s Current Working Directory will be treated as the desired location and the absolute path of the
Application Server’s Current Working Directory will automatically be updated to the
“<Path>...</Path>” tag’s value in “Omni_Configurations.xml” file. Hence, in this case, also, all folders

and files must be in the Application Server’s Current Working Directory.
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6 Component Integration Framework

This section describes the following:
e Component Integration Framework for Web Module

e Component Integration Framework for Backend Module

6.1 Component Integration Framework for Web Module

To ensure easy and simplified integration of add-ons and other applications of OmniDocs the
Integration Framework enhancement is launched.
This enhancement enables the application to run independently without making major changes in the
OmniDocs web source code. The updating of the dependent files at the time of version release or
updates is not required as a result of this enhancement. Now onwards OmniDocs web module and
other web modules of other applications remain exclusive of each other.
A Componentintegration.xml is provided for this integration.
For an application to be integrated a <Component> tag is added in the xml as a child tag of
<Components> tag.
Integration support is provided at three levels:

e OmniDocs Toolbar features

e Folder level features

e Document level features

Below is an example that shows integration with OmniDocs web using this framework:
<Components>
<Component _  Name="RMS">
<Module Type="Toolbar" Display="true">
<lconURL>http://ServerIlP/RMS/images
/RMS.gif</lconURL>
<LaunchURL>http://ServerlP/RMS/login.j sp</LaunchURL>
</Module>
<Module Type="Folder" Display="true">
<DisplayName>RMSFolder</DisplayName>

<ParameterList>VolIndex=#VolIndex,DocListFolderld=#DocListFolderld,</ParameterList>

NewgenONE OmniDocs Service Administration Guide Version: 11.3 Page 156


http://serverip/RMS/images
http://serverip/RMS/login.j

<LaunchURL>http://ServerIP/RMS/folder/addfolder.jsp</LaunchURL>
</Module>

<Module Type="Document" Display="true">
<DisplayName>RMSAddDoc</DisplayName>
<LaunchURL>http://ServerIlP/RMS/Docum ent/adddoc.jsp</LaunchURL>
</Module>

</Component>

</Components>

Example Explanation:
1. Component Name is “RMS”.
2. There are three module types:
e Toolbar
e Folder

e Document

1. The first Module is Toolbar:

e The display attribute can be set as “true” or “false”. True is for enabling the icon and false is for

disabling the icon.
e |conUrlis the URL of the icon.
e LaunchURL is the URL of the screen that will be launched by clicking the icon.

e On launching the URL following parameters will be passed to the application:

Name of the Parameter Value

CabName Name of the cabinet.

UsrDbld UserDbld of the user logged in.

jtsipadd Ip address of JTS.

jtsport Port of JTS.

CablD Cabinet Id

DataBaseType Type of the database (e.g., mssql, oracle, etc..)
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Name of the Parameter Value

GroupName Group Name of the user logged in.
UserName Name of logged-in user.
LoggedInUserindex User Index of the user logged in.
UserPassword The password of the user logged in.
FromOD Y

2. The second module is Folder:
e The display attribute can be set as “true” or “false”. True is for enabling the link and false is for
disabling the link.
e Display name will be the name of the operation that will be displayed as the link (e.g.,
RMSFolder)
e The parameters for the Folder are:
e Vol Index: Volume Index of the folder
e Volindex=#VolIndex
The LHS bears the name of the parameter used in the add-on application while RHS bears the name of
the parameter used in OmniDocs source code.
DoclistFolderld: Index of the folder
DoclistFolderld=#DocListFolderld The LHS bears the name of the parameter used in the add-on

application while RHS bears the name of the parameter used in OmniDocs source code.

NOTE:

The parameter values are separated by comma (,).

FolderRights: LoggedIn user has rights on the folder.
FolderRights=#FolderRights
FolderName: The name of the folder
FolderName=# FolderName
FolderOwner: The owner who created the folder

FolderOwner=# FolderOwner
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ParentFolderindex: Index of the Parent folder.
ParentFolderindex: Index of the parent folder.
ParentFolderindex=#ParentFolderindex
3. The third module type is Document.
e The display can be set as True or False, if true the operation is visible else, hidden.
e Display name will be the name of the operation that will be displayed as the link(e.g.,
RMSFolder)

e On launching the URL following parameters will be passed to the application:

Name of the Parameter Value

DocumentListld Comma-separated list of selected document indexes

DocNamelist Comma-separated list of selected document names.

Folderld Folder index of the selected folder.

FolderName Folder name of the selected folder.

documentCreatedByAppNamelList Comma-separated list of selected document
extensions.

NOTE:

The document list is sent as comma-separated values.

6.2 Component Integration Framework for Backend
Module

OmniDocs Integration Framework has been devised to provide for smooth and seamless integration of
applications to OmniDocs. The current implementation of the framework targets the following areas:
e Support for secondary applications on the Wrapper component.

e Support for compiling Database scripts for secondary applications.

|
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6.2.1 Introduction to OmniDocs Integration Framework

Support for secondary applications on the Wrapper component.

To use the Wrapper Component secondary applications need to add their client- libraries to the
Wrapper’s classpath and update the <Wrapper_Directory>/ngdbini.

/CallRedirection.xml file to contain the name of various Transactional APIs and the fully qualified name
of their corresponding Client.

To meet the aforementioned requirements and provide for smooth and seamless integration of
applications to Wrapper component, OmniDocs Integration Framework makes use of “Java Extension
Mechanism” and provides support for multiple “CallRedirection.xml” files.

Updating Wrapper’s Classpath

The wrapper component comprises of “Wrapper_Lib” folder, which defines the classpath for Wrapper.
Any jar file placed in the “Wrapper_Lib” folder will be automatically loaded to Wrapper’s classpath,
post restart. User doesn’t need to update the “RunWrapper.bat” and “RunWrapper.sh” files nor the
parameters for “NewgenWrapper” Service, (in case the Wrapper component has been deployed as a
Windows Service).

Wrapper
| _ ngdbini\

|
| Wrapper_Lib\

|
| _Other Files

Wrapper’s Folder Structure

Application-specific CallRedirection.xml

<Wrapper_Directory>/ngdbini/CallRedirection.xml file contains the name of various Transactional APIs
and the fully qualified name of their corresponding Client. There used to be a single
“CallRedirection.xml” file that all applications were supposed to update, but with OmniDocs
Integration Framework each application can have its own “CallRedirection_AppName.xml” file, where
“AppName” could be any sequence of printable characters.

Wrapper
| _ ngdbini
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| | _ CallRedirection.xml
|
| _Wrapper_Lib\
|
|

Other Files
Wrapper’s Folder Structure

I “ III

Following guidelines must be followed, for all “CallRedirection_AppName.xml” files:

a) File Naming

III III

All “CallRedirection_AppName.xml” files must have the “.xml” extension and their names must

start with the “CallRedirection” string.
For example, “CallRedirection_OF.xml”
b) Location
All “CallRedirection_AppName.xml” files must reside in the ngdbini folder.

c) File Format

All “CallRedirection_AppName.xml” files must be in the given below format:

<Transactions>

<Transaction>

<Name>Call Name_1</Name>
<Path>Specified Path_1</Path>
</Transaction>

<Transaction>

<Name>Call Name_2</Name>
<Path>Specified Path_2</Path>
</Transaction>

<Transactions>

CallRedirection_AppName.xml format

NOTE:

Multiple “CallRedirection_AppName.xml” files must not have an entry for the same Transactional API.

“CallRedirection.xml” also resides at the Application Server level at the following location:

<App_Server_User_Directory>/ngdbini folder,
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where “<App_Server_User_Directory>" is the Application Server’s working directory, for example,
in the case of JBoss Application Server “<App_Server_User_Directory>" would refer to

“<Drive:>/Jboss-4.0.2/bin” directory.

Multiple “CallRedirection_AppName.xml” files and the above guidelines also apply at the Application
Server level.

Support for compiling Database scripts for secondary applications.

To provide support for compiling Database Scripts of secondary applications, at the time of Cabinet
creation, OmniDocs Server provides “Post.sql” file, in which database scripts are delimited using “~”
character. These scripts could be used for creating the secondary applications table structure or for

compiling stored procedures. All valid SQL scripts in “Post.sql” would be executed during the Cabinet

creation process.

Post.sql support

Secondary applications add their SQL scripts in Post.sql using “~” as the script delimiter. All valid SQL
scripts in “Post.sql” would be executed during the Cabinet creation process.

Now with OmniDocs Integration Framework, OmniDocs Server setup will no longer comprise of
“Post.sqgl”, it will henceforth be used only for providing support for secondary application.

Secondary Applications will have to place the “Post.sql” file in
“<App_Server_User_Directory>/mssql/docdb” or  “<App_Server_User_Directory>/oracle/docdb”
folders, where “<App_Server_User_Directory>" is the Application Server’'s working directory, for
example, in case of JBoss Application Server “<App_Server User Directory>” would refer to
“<Drive:>/Jboss-4.0.2/bin” directory.

Only the presence of Post.sql file with valid SQL scripts, separated by the delimiter results in the

functionality being included in the system.

|
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7 Glossary

-A-

Action Action refers to a particular task that has to be automated. For example, it can be a Leave
Request, Purchase Request, Bill Approval, Loan Sanction Request, etc. Post Item is defined
in the Administration Desktop.

Administration For administering the Cabinets, Administration Desktop is maintained. Administration

Desktop includes the creation of users, groups, data classes, assignment of rights, etc.

Alias Synonyms that can be associated with a keyword

Authorize Keywords for Cabinets are also created from the OmniDocs Desktop. But they can be
authorized by Administration Desktop. The administrator authorizes the keywords made by
users. Authorized Keywords cannot be modified.

Audit Trail Audit Trail is a log on all the actions performed on the OmniDocs.

-C-

Cabinet The cabinets are central storage units that can be connected to the desktop through a
server.

Commit Type Immediate commit type enables to saves the changes directly in the database.
Delayed commit type enables you to save the changes in the scratch directory and then
save them in the database as you click the Commit command button in the Volume
Properties.

Compact Compact means freeing disk space by deleting the already committed files.

Connect Establishes the connection with the registered cabinet.

-D-

Data Class Set of indexes that can be associated with the documents or folder for providing the
unique entity to them.

Disconnect Disconnects the registered cabinet. The documents and folders under the cabinet are not
accessible if you disconnect the cabinet.

DOB Format File format supported by Newgen OmniDocs. It saves the document image along with the
data and annotations associated with it, as one file.
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-E-

Everyone Group Everyone group includes all the users created by the Administration Desktop. This group is
not displayed in the group list, so you cannot modify it. But you can assign rights

collectively to all the users by assigning the rights to the Everyone group.

-F-

Filter Sorting on the related keywords by specifying the keyword with or without wild cards.
(Wild card means *,#- for example avi*)

Folder The folder is a repository for the documents.

-G-

Global Index Global indexes are user-defined indexes or fields that could be associated with any
document across the Cabinet. These indexes can be either associated with the data class or
defined separately.

Group The users can be clubbed together as a Group.

-l-

Image Server Stores the document images in form of volume blocks.

Inbox System folder for the Cabinet that contains all the messages and documents received by
the users across the network.

-K-

Keywords Words you would like to associate with the documents so that you can perform a search on

them.
-L-
Locked A particular user can lock a particular folder such that no other user can change the folder

properties. The users can access documents present under that folder.

|
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Mandatory

To make the data entry compulsory with an index, it can be defined as Mandatory. For
example, if you are maintaining the Inventory list, the Item name and Item code indexes

can be made mandatory.

Move Volume Block

Moving the contents of the volume block to another Disk.

-O-
Omni Server Caters to the request to the OmniDocs Desktop users, brings data and document images
from database and image storage respectively.
It is divided into two parts: Image Server and Transaction Server.
-P-
Privileges Specific rights assigned to the specific user by the Administrator. It enables the user to
perform certain administrative functions. There are seven privileges.
-R-
Register Registers the Cabinet for accessing the documents and folders under it.
Rights Rights are defined as access permission for the users, for accessing an object. There are 5
rights — READ, CREATE, MODIFY, DELETE and ANNOTATE.
-S-
Supervisor The supervisor has full rights on the Administration Desktop.

Supervisory Group

Supervisors are clubbed as a supervisory group and they are responsible for creating the

objects for Cabinets.

Sites Sites store the information on the Image Volumes and Volume Blocks.

SMS SMS (Storage Management Server) is software that manages all kinds of storage devices
used by you through a common front end.

Send Items Send Items folder contains a copy of all the messages sent by the users across the network.

-T-

Transaction Server

Transaction Server listens to the request of the OmniDocs Desktop client and fetches the

document image from the database.
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Trash The trash folder contains the deleted documents. If the documents are deleted from the

trash folder, they cannot be restored.

-U-
Unauthorize You can modify or delete only unauthorized keywords and create an alias for only
Authorized keywords.
Unique Key A unique key means the value associated with that index cannot be duplicated.
Unregister Unregisters the selected Cabinet. After unregistering the Cabinet, it cannot be viewed on
the Administration Desktop.
User To access the Cabinets, you should be a user of that cabinet.
-V-
Volume Volume is a logical entity that includes several Volume blocks.

Volume Block | Volume Block corresponds to a data file and provides the actual physical storage for the documents.
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