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Preface
This chapter provides information about the purpose of this guide, details on the 
intended audience, revision history, and related documents for the NEMF 
Administration Guide.

Revision history
Revision date Description

September 2024 Initial publication 

About this guide
This administration guide explains how to manage the application versions, device 
licenses, and notifications. This guide also describes how to perform server settings.

Intended audience
This guide is intended for resources working with NEMF (Newgen Enterprise Mobility 
Framework). Although it is written primarily to cater to the Enterprise Mobility 
requirements, it is a full-fledged development framework providing value across client 
and server layers. The guide is helpful for device administrators who are responsible for 
granting access to devices to run the application. Also, stakeholders need to know 
about the general trend of app usage. The user must have basic knowledge of the 
system. The user must have admin credentials to access the system.
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Related documents
The following documents are related to the NEMF Administration guide: 

Documentation feedback
To provide feedback or any improvement suggestions on technical documentation, 
write an email to docs.feedback@newgensoft.com.

To help capture your feedback effectively, share the following information in your email:

NEMF Release Notes●

NEMF Deployment Guide●

NEMF Installation and Configuration Guide●

Document name●

Version●

Chapter, topic, or section●

Feedback or suggestions●

http://docs.feedback@newgensoft.com
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Introduction
The Admin UI is an interface based on the NEMF framework that helps the 
administrator (owner) manage and view different devices under him. The different 
device properties related to the NEMF app like a user, application ID, registration date, 
BUCs submitted from the device, device location, and so on are presented in an 
infographic way that provides the administrator a livelier scenario of what’s happening. 
The administrator can also perform actions such as accepting or rejecting new device 
registration requests and invalidating (removing) existing apps using the interface.
The Dashboard shows the total BUCs submitted overall with respect to their status and 
trend, the location of currently active devices, and new device registration requests. In 
Manage Devices, the administrator can get more information (like a user, BUCs 
submitted, registration date, and so on) about an individual device and can also 
deactivate it.

The following are the prerequisites for working with the NEMF Admin UI:

Supported browsers — Chrome (version 99.0)●

Minimum resolution — 720x540●

Minimum aspect ratio — 4:3●
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1.
2.
3.

Accessing the Admin UI
To access the client-side Admin UI, follow the below steps:

Launch web browser.
Enter the Admin UI URL.
Enter login credentials and click LOGIN. The Dashboard screen appears.
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Dashboard
The Dashboard helps you view the status of business use cases and allows you to 
perform various actions. 

The first tab shows information about the Business Use Cases' status (like 
submitted BUCs, Rejected BUCs, and comparison with previous day/week/
month). In the below image:

●

Region 1 shows Submitted BUCs of the selected period (day/week/month).o

Region 2 shows the status-wise number of BUCs.o

Region 3 shows a donut graph with respect to different BUC statuses.o

Region 4 (left bar) represents current cases of a BUC status (submitted, 
rejected, accepted, or pending) during the selected period.

o

Region 5 (right bar) represents previous cases of a BUC status.o



     Dashboard

            Version: 6.1 NEMF Administration Guide 9            

Region 6 shows legends for different statuses of BUCs.o

Region 7 has buttons to set the period as Today, Weekly, or Monthly (on 
click of 'Weekly' or 'Monthly', BUC data of that week or month is shown and 
compared to the previous week or month).

o

The Active Devices tab shows information about the location and device of 
currently active devices (devices in which the user has logged in since the last 
one hour).

●

On the click of the location marker, a sidebar appears on the right side showing 
information about the device and its location.

●
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In the below image:●

Region 1 shows the device reference ID and Region 2 shows the device 
name and its location.

o

The Device Registration Request tab shows the new device registration 
requests made to the Administrator.

o

Click Accept to accept the request.●

Click Reject to reject the request. A confirmation message appears.●
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Click Sure to continue.●

Pending requests on a daily, weekly, or monthly basis can also be seen by 
clicking the Today, Weekly, or Monthly buttons.
The device limit exceeded message appears if there is no license available. 
Consequently, the device is not accepted.

●
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1.
2.

App version management
Version Management allows you to manage application versions. It also allows you to 
monitor and maintain the version of the NEMF for uninterrupted business uses.

From this, you can perform the following actions:

Adding a new version
To add a new version, follow the below steps:

Click Add Version at the upper right of the screen.
Enter the license key in the text area. 

Add Version●

Activate and Deactivate Versions●
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3.

4.

5.

 

Add the below version details:

Click OK. A warning message appears.

 

Click Sure to continue. A message License Added Successfully appears.
Once the version is added, it appears in the list for activation.

Reference App — Add the reference app.●

Operating System — Select from Android, iOS, or Windows operating system.●

Enter Version — Add the supported version.●

Enter URL — Enter the URL which can be used to download the new version. If 
the URL is directly pointing to an APK file, then the APK gets downloaded and 
installed on the device else the URL gets opened inside an in-app browser on the 
Android device and in Safari on the iOS device.

●
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Activating or deactivating versions
After the version is added to the list, you can select a version to activate or deactivate it.

After clicking the Activate button, make the corresponding changes, and activate the 
version. You can make the version a mandatory update by selecting the Mandatory 
Version checkbox. If the mandatory version is selected, the end-users are required to 
update to the latest version before they can log into the application. If the version is 
non-mandatory, the users have the choice to update the application or not.
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Device management
The Device Management tab shows different attributes of the registered devices. These 
attributes are:

App Id●

The device registered name and its registration date●

Device Management is also used to manage the device licenses. In this tab, you 
can perform the following operations:

●

Add License — Click Add License and add a valid license key on the server. 
To reflect the changes, a server restart is required.

o

Check License Count — The count of Available licenses, Used Licenses, and 
Total licenses is shown.

o

The Device Management tab by default displays the list of all licensed devices. 
This list contains the name of the device, the device registered date, and the app 
Id.

●

To view more details like BUCs submitted from the device, previous users, and so 
on, click the required device.

●
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In the below image:●

Region 1 shows the Device Details such as Device OS, Installed Apps, and 
App ID.

o

Region 2 shows the Logged-in User Details such as User Name, the total 
number of BUCs, the number of BUCs submitted, the number of BUCs 
rejected, the number of BUCs rejected, and Others.

o

Region 3 shows the other users who have used this device.o

To delete a registered device:●

Click Remove Device. A confirmation message appears.o

Click Sure to confirm.o
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After deleting the device, the available and used license count will be 
changed as the device will be removed from the device license table on the 
server, and then the device will not be valid.

o

To sort devices in ascending or descending order, click the sort icon.

 

●
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To filter devices according to different device activation and registration status:●

Click View By All Devices.o

Select the All Devices option and the desired period to view all the devices 
that have a license.

o

The period available includes 'Last 1 week' (devices registered during the 
last one week and have a license ), 'Last 1 month' (devices registered during 
the last one month and have a license), and a 'Custom Date interval' from 
which a custom date filter can be applied.

o

Selecting the All LoggedIn Devices option and the required period shows 
all the devices that were logged during that period.

o

The period available includes Currently Active (devices logged in during the 
last one hour), 'Last 1 week' (devices logged in during the last one week), 
'Last 1 month' (devices logged in during the last one month), and a 'Custom 
Date interval' from which a custom date filter can be applied.

o
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After selecting the desired filter configuration, click APPLY to apply the filter.●
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1.
2.

3.
4.

Device license management
The Device License Management allows you to monitor and maintain the software 
license of the NEMF for uninterrupted business uses.

Select Device Management from the left panel to open the device management 
settings. The screen shows the license details along with the activated device details.

Adding a new license
Follow the given steps to add a license:

Click Add Licenses at the upper right of the screen.
Enter the license key in the text area.

Click Add License. A warning message appears.
Click Sure to continue. The License Added Successfully message appears.
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Viewing all licenses
You can filter the license view using the following options:

Select the filter as per the requirement. Selection further opens a search filter box and 
click Apply. The list of associated devices will appear.

View by All Devices●

View by Registration Date●
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1.

Notification management
Notification Management is used to notify the users of events that are going to 
happen. 

Select Notification Management from the left panel to open the notification 
management settings. The screen displays the recent messages and their related 
details. 

 

Adding a new notification
Follow the given steps to the new notification:

Click New Notification at the upper right of the screen.
A three-step notification management screen appears that allows you to add 
customized messages and a scheduler.
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2.
3.

4.

5.
6.

Add Notification Title and Notification Message. 
Click Next.

Three tabs appear where you can plan to whom the notification will be sent: User, 
Device, and Group. Select the target using checkboxes. 
Click Next.
Schedule the notification as per the Delivery Date: Choose between Send Now 
and Send Later.
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7.
8.

Click Review to review the notification settings.
A warning message appears. Click Publish to continue.

 

Send Now — The notification will be sent right away.●

Send Later — Schedule notification as per the date and time.●
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1.
2.
3.

The added notification appears on the Notification Manager screen.

Adding a duplicate notification
Follow the given steps to new a duplicate notification:

Open the Notification Manager screen.
Click the ellipsis icon against the notification that you want to duplicate. 
Select Duplicate Notification.

A 3-step notification management screen appears that allows you to add 
customized messages and a scheduler. Follow the same steps as described for 
adding a new notification.
A duplicate notification gets added.
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1.
2.
3.

Deleting a notification
Follow the given steps to new a duplicate notification:

Open the Notification Manager screen.
Click the ellipsis icon against the notification that you want to duplicate. 
Click Delete. A notification gets deleted from the recent messages.
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Server settings
The Server Settings tab further consists of the following tabs:

General Settings●

Integration Settings. It further consists of the following tabs.●

OmniDocs Settingso

iBPS Settingso

Masters Settingso

General Settings consist of settings such as Encryption Settings, Notification 
Settings, and Retention Settings.

Every field inside the tab contains a helpful tooltip which can be referred to for a 
brief explanation for the field value. After making changes and clicking on the 
Update button at the top. The changes will be reflected in the XML file and 
changes will be applicable after a server restart, but the changes done to the 
XML file will be reflected in the Admin UI settings page irrespective of the 
server restart. This is also conveyed when clicking the Update button.

●
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Integration Settings consists of settings for components such as iBPS, 
OmniDocs, and Masters.

●

OmniDocs Settings Tab — This tab is used for making changes in 
EssentialIdentityProviders.xml and having all the settings such as server 
address and port for OmniDocs, enabling or disabling encryption on 
username and password, and so on.

Every field inside the tab contains a helpful tooltip which can be referred to 
for a brief explanation of the field value. After making changes and clicking 
on the Update button at the top. The changes will be reflected in the XML 
file and changes will be applicable after the server restart, but the changes 
done to the XML file will be reflected Admin UI settings page 
irrespective of the server restart. This is also conveyed when clicking the 
Update button.

o
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iBPS Settings Tab — This tab contains all the settings related to your BUC such 
as the server address, port of iBPS Server, cabinet name, and so on.

You can also add a new BUC and remove the existing BUCs. The only remaining 
BUC cannot be deleted. If you want to remove the only remaining BUC, you need 
to add a new BUC and then remove the previous BUC. While adding a new BUC, 
all the fields will be populated inside the pop-up except the BUC name and the 
settings will be taken from the first BUC. You can edit all the settings in the pop-
up as well if required.

●
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Every field inside the tab contains a helpful tooltip which can be referred to for a 
brief explanation for the field value. After making changes and clicking on the 
update button at the top. The changes will be reflected in the XML file and changes 
will be applicable after the server restart, but the changes done to the XML file will 
be reflected Admin UI settings page irrespective of the server restart. This is also 
conveyed when clicking the Update button.

Master Settings Tab — This tab contains all the settings related to the Masters 
such as Master name, Data source Path, Table name, and so on.

●
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As shown in the above figure, the section named Master Settings contains the 
Connection Type and Path for now only DS (Datasource) is available and its path 
can be edited. After changing the pathname and applying the settings, the 
changes will be reflected in all masters that are configured, and you don't have 
to change the same for all the masters.

●

You can also add a new Master and remove the existing Master. The only 
remaining Master cannot be deleted if you want to remove the only remaining 
Master you need to add a new Master and then remove the previous Master. 
While adding a new Master all the fields will be populated inside the popup 
except the Master name and the settings will be taken from the first Master you 
can edit all the settings in the popup as well if required.

●

Every field inside the tab contains a helpful tooltip which can be referred to for a 
brief explanation of the field value. After making changes and clicking on the 

●
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update button at the top. The changes will be reflected in the XML file and 
changes will be applicable after the server restart, but the changes done to the 
XML file will be reflected Admin UI settings page irrespective of the server 
restart. This is also conveyed when clicking the Update button.
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1.

2.

Signing out
To sign out of the NEMF Admin UI, follow the below steps:

Click the LOG OUT link given at the bottom-left corner of the screen. A 
confirmation pop-up appears.
Click Sure to log out.


	Administation Guide
	Preface
	Revision history
	About this guide
	Intended audience
	Related documents
	Documentation feedback

	Introduction
	Accessing the Admin UI
	Dashboard
	App version management
	Adding a new version
	Activating or deactivating versions

	Device management
	Device license management
	Adding a new license
	Viewing all licenses

	Notification management
	Adding a new notification
	Adding a duplicate notification
	Deleting a notification

	Server settings
	Signing out


